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IntroductionIntroduction
Preparing for a certification exam can feel overwhelming, but with the
right tools, it becomes an opportunity to build confidence, sharpen your
skills, and move one step closer to your goals. At Examzify, we believe
that effective exam preparation isn’t just about memorization, it’s about
understanding the material, identifying knowledge gaps, and building
the test-taking strategies that lead to success.

This guide was designed to help you do exactly that.

Whether you’re preparing for a licensing exam, professional
certification, or entry-level qualification, this book offers structured
practice to reinforce key concepts. You’ll find a wide range of
multiple-choice questions, each followed by clear explanations to help
you understand not just the right answer, but why it’s correct.

The content in this guide is based on real-world exam objectives and
aligned with the types of questions and topics commonly found on
official tests. It’s ideal for learners who want to:

• Practice answering questions under realistic conditions,
• Improve accuracy and speed,
• Review explanations to strengthen weak areas, and
• Approach the exam with greater confidence.

We recommend using this book not as a stand-alone study tool, but
alongside other resources like flashcards, textbooks, or hands-on
training. For best results, we recommend working through each
question, reflecting on the explanation provided, and revisiting the
topics that challenge you most.

Remember: successful test preparation isn’t about getting every question
right the first time, it’s about learning from your mistakes and improving
over time. Stay focused, trust the process, and know that every page you
turn brings you closer to success.

Let’s begin.

Sample study guide, visit https://wgu-itas6291d488.examzify.com
for the full version with hundreds of practice questions 3

SA
M

PLE



How to Use This GuideHow to Use This Guide
This guide is designed to help you study more effectively and approach
your exam with confidence. Whether you're reviewing for the first time
or doing a final refresh, here’s how to get the most out of your Examzify
study guide:
1. Start with a Diagnostic Review

Skim through the questions to get a sense of what you know and what
you need to focus on. Don’t worry about getting everything right, your
goal is to identify knowledge gaps early.
2. Study in Short, Focused Sessions

Break your study time into manageable blocks (e.g. 30 – 45 minutes).
Review a handful of questions, reflect on the explanations, and take
breaks to retain information better.
3. Learn from the Explanations

After answering a question, always read the explanation, even if you got
it right. It reinforces key points, corrects misunderstandings, and
teaches subtle distinctions between similar answers.
4. Track Your Progress

Use bookmarks or notes (if reading digitally) to mark difficult questions.
Revisit these regularly and track improvements over time.
5. Simulate the Real Exam

Once you're comfortable, try taking a full set of questions without
pausing. Set a timer and simulate test-day conditions to build confidence
and time management skills.
6. Repeat and Review

Don’t just study once, repetition builds retention. Re-attempt questions
after a few days and revisit explanations to reinforce learning.
7. Use Other Tools

Pair this guide with other Examzify tools like flashcards, and digital
practice tests to strengthen your preparation across formats.
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There’s no single right way to study, but consistent, thoughtful effort
always wins. Use this guide flexibly — adapt the tips above to fit your
pace and learning style. You've got this!
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Questions
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1. Which method allows for alternative ways of authentication
and is based on the principles of federated identity systems?
A. OAuth
B. Shibboleth
C. OpenID
D. SAML (Security Assertion Markup Language)

2. In a scenario where a network is designed to prevent
unauthorized access, which approach is typically
implemented?
A. Segmentation
B. Captive portal
C. Access control policies
D. Firewalls

3. Which technique involves analyzing the state of an
application in real-time even if data is encrypted?
A. Static analysis
B. Dynamic analysis
C. Side-channel analysis
D. Reverse engineering

4. In a cloud environment, which control mechanism is used
to regulate both inbound and outbound traffic between
virtual private clouds (VPCs)?
A. Screened subnet
B. Jump box
C. NAC lists
D. VNET

5. APIs play a major role in interacting with which technology
that allows applications to run independently in virtual
instances?
A. SOAR (Security orchestration, automation, and response)
B. IdP (identity provider)
C. Containers
D. Traditional VMs
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6. Which NIST publication is the standard for Zero Trust
Architecture, focusing on security based on resources such as
users, services, and workflows instead of network boundaries?
A. A. NIST 800-63
B. B. NIST 800-84
C. C. NIST 800-53 (Security and Privacy Controls for

Information Systems)
D. D. NIST 800-207

7. Which of the following technologies focuses on creating
realistic, synthetic images and videos that can mimic real
people?
A. Deep learning
B. Deep fake
C. Machine learning
D. Big data

8. Which configuration guides can be downloaded for free
and include detailed descriptions of configuration points for
system hardening?
A. STIGs (Security Technical Implementation Guides)
B. NIST 800-84
C. CIS Benchmark
D. NIST 800-207

9. Which document is often considered the most recognized
output of a risk management program, containing metadata
such as threat, impact, likelihood, plan, and risk level?
A. Key Risk Indicators
B. Processes
C. Risk Register
D. Key Performance Indicators
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10. Which action replaces the original file with a notice that
describes the policy violation and how it can be released?
A. Quarantine
B. Tombstone
C. Alert
D. Block
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Answers
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1. C
2. A
3. C
4. C
5. C
6. D
7. B
8. C
9. C
10. B
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Explanations
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1. Which method allows for alternative ways of authentication
and is based on the principles of federated identity systems?
A. OAuth
B. Shibboleth
C. OpenID
D. SAML (Security Assertion Markup Language)

The method that allows for alternative ways of authentication and is grounded in the
principles of federated identity systems is OpenID. This protocol facilitates a single
sign-on (SSO) experience across multiple sites by enabling users to authenticate with a
single identity from a trusted provider. In federated identity systems, users maintain a
single identity that they can use across different platforms and services without needing
to create multiple credentials. OpenID achieves this by providing a way for users to log in
using their existing accounts at participating providers, thereby simplifying the
authentication process and enhancing user convenience.  OpenID's focus on
user-managed identity and its capability to interact with various applications aligns with
the fundamental objectives of federated identity systems, which aim to provide seamless
access and interoperability among different systems while maintaining secure
authentication processes. This decentralization of identity management is essential in
promoting safer and more flexible interaction within the digital ecosystem, making
OpenID a significant player in this realm.

2. In a scenario where a network is designed to prevent
unauthorized access, which approach is typically
implemented?
A. Segmentation
B. Captive portal
C. Access control policies
D. Firewalls

In a scenario aimed at preventing unauthorized access to a network, segmentation is a
key approach because it involves dividing a network into distinct segments or zones. This
division enhances security by isolating sensitive areas of the network from less secure
zones. Each segment can have its own security controls, making it harder for
unauthorized users or malicious actors to traverse the entire network.  By implementing
segmentation, organizations can ensure that access is granted based on role, function, or
need-to-know criteria. This means that even if a breach occurs in one segment, it doesn't
necessarily compromise the entire network. Segmentation also aids in monitoring and
controlling traffic flow, allowing for more effective detection and response to potential
security threats.  While other approaches like captive portals, access control policies, and
firewalls also play important roles in network security, segmentation specifically focuses
on limiting the movement of users across network boundaries, which directly contributes
to the prevention of unauthorized access. Each of these other options supports security,
but segmentation stands out in its ability to create isolated environments within a
network, enhancing the overall security posture.
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3. Which technique involves analyzing the state of an
application in real-time even if data is encrypted?
A. Static analysis
B. Dynamic analysis
C. Side-channel analysis
D. Reverse engineering

The correct technique for analyzing the state of an application in real-time, even when
data is encrypted, is side-channel analysis. This method leverages various types of
information that can be observed indirectly, such as timing information, power
consumption, electromagnetic leaks, and other physical phenomena while the application
is executing.  Side-channel analysis is particularly useful in cybersecurity contexts, where
it can help identify vulnerabilities that may not be apparent through conventional testing
methods. By analyzing the behaviors and responses of the application as it processes
commands and data, an attacker can gain insights into the application’s internals and
potentially extract sensitive information, despite any encryption that may be in place.  In
contrast, static analysis involves examining the code without executing it, and therefore
cannot handle real-time applications effectively. Dynamic analysis works with live
applications, but it does not typically focus on the kind of extraneous information
leveraged in side-channel attacks. Reverse engineering, while useful for understanding
how software operates, usually requires access to unencrypted or non-obfuscated data to
effectively reconstruct the application’s underlying structure or logic. Therefore,
side-channel analysis is the technique best suited for analyzing an application in
real-time in the context described.

4. In a cloud environment, which control mechanism is used
to regulate both inbound and outbound traffic between
virtual private clouds (VPCs)?
A. Screened subnet
B. Jump box
C. NAC lists
D. VNET

The appropriate control mechanism for regulating both inbound and outbound traffic
between virtual private clouds (VPCs) is NAC lists. Network Access Control (NAC) lists
are essential in cloud environments for defining and enforcing security policies
regarding which entities are allowed to communicate over the network. They serve as a
gatekeeper to ensure that only authorized traffic flows between VPCs, thus enhancing the
overall security posture.  NAC lists can dynamically adapt and manage network access
based on various criteria, such as source and destination IP addresses, port numbers, and
protocols. This functionality is critical in cloud architectures where multiple VPCs need
to interoperate securely while minimizing risks associated with unauthorized access or
data breaches.  In contrast, other options, while useful in certain functions within a
network architecture, do not specifically address the regulation of traffic between VPCs
in a cloud environment. Screened subnets primarily focus on creating a separate layer of
security between networks rather than directly managing traffic between VPCs. A jump
box serves as an intermediary host for accessing servers in a more secure part of the
network, but it is not a traffic control mechanism. VNET, while important for creating
virtual networks, does not inherently regulate traffic between multiple clouds or VPCs.
Therefore, NAC lists
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5. APIs play a major role in interacting with which technology
that allows applications to run independently in virtual
instances?
A. SOAR (Security orchestration, automation, and response)
B. IdP (identity provider)
C. Containers
D. Traditional VMs

APIs are crucial for interacting with containers, as they facilitate communication
between containerized applications and the orchestration systems that manage them.
Containers are a form of lightweight virtualization that allow applications to run in
isolated environments, enabling them to be packaged with all necessary dependencies
while sharing the underlying operating system kernel. This design promotes efficiency
and scalability.  The use of APIs in orchestrating containers, such as through platforms
like Kubernetes, allows developers to automate deployment, scaling, and management of
containerized applications seamlessly. This can enhance the development lifecycle by
enabling continuous integration and continuous deployment (CI/CD) practices.  In
contrast, while traditional virtual machines (VMs) and technologies like SOAR and
identity providers also utilize APIs, they do not provide the same level of efficiency and
resource utilization that containers offer. Traditional VMs require more overhead
because they run entire operating systems alongside applications, leading to increased
resource consumption. SOAR may utilize APIs for integration and automation within
security workflows, but it does not focus on application independence in virtual
instances. Similarly, an identity provider leverages APIs for authentication and
authorization, but it is not related to the architecture of running applications in isolated
environments.

6. Which NIST publication is the standard for Zero Trust
Architecture, focusing on security based on resources such as
users, services, and workflows instead of network boundaries?
A. A. NIST 800-63
B. B. NIST 800-84
C. C. NIST 800-53 (Security and Privacy Controls for

Information Systems)
D. D. NIST 800-207

The correct choice emphasizes NIST 800-207, which is specifically designed to provide
guidelines and standards for Zero Trust Architecture. This publication addresses crucial
principles of security that shift the focus from traditional perimeter-based defenses to a
model where security is determined by the resources involved, including users, services,
and workflows.   NIST 800-207 articulates the fundamental aspects of Zero Trust,
advocating for a more granular approach to security that assesses the trustworthiness of
users and devices on a continuous basis. This is in stark contrast to conventional security
models that often prioritize network boundaries, which can lead to vulnerabilities if those
boundaries are breached.  By adopting the Zero Trust model outlined in NIST 800-207,
organizations can enhance their ability to protect sensitive data and systems against
modern threats, making security decisions based on context rather than solely on where
a connection is made. This aligns closely with current cybersecurity best practices and
evolving threat landscapes, thus positioning NIST 800-207 as the authoritative source for
implementing Zero Trust Architecture effectively.
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7. Which of the following technologies focuses on creating
realistic, synthetic images and videos that can mimic real
people?
A. Deep learning
B. Deep fake
C. Machine learning
D. Big data

The correct choice focuses on the concept of deep fakes, which are a specific application
of artificial intelligence used to create realistic synthetic images and videos. Deep fakes
utilize advanced algorithms, particularly those associated with deep learning techniques,
to overlay or generate synthetic representations of individuals, often enabling the
manipulation of audiovisual content in a highly convincing manner. This technology can
produce outputs that mimic real people's appearances and voices with impressive fidelity,
often leading to concerns regarding misinformation and impersonation.  In contrast,
while deep learning and machine learning contribute to the foundational techniques that
can enable the creation of deep fakes, they are broader fields encompassing various
applications beyond just video and image synthesis. Big data, although it plays a role in
providing the large datasets needed for training AI models, does not directly focus on the
creation of realistic synthetic imagery by itself. Hence, the selection of deep fake directly
addresses the question about creating digital fabrications that closely resemble actual
individuals.

8. Which configuration guides can be downloaded for free
and include detailed descriptions of configuration points for
system hardening?
A. STIGs (Security Technical Implementation Guides)
B. NIST 800-84
C. CIS Benchmark
D. NIST 800-207

The correct choice is CIS Benchmark because it provides a comprehensive set of
configuration guidelines focused on security best practices for various systems and
applications. These benchmarks are designed to assist organizations in achieving a
higher level of security by detailing configuration points that can be implemented to
harden systems against attacks and vulnerabilities. The CIS Benchmarks are widely
recognized and freely accessible, making them an excellent resource for organizations
looking to enhance their security posture.  Additionally, the Benchmarks are
community-driven, validated by subject matter experts, and cover a wide range of
platforms and technologies, emphasizing their usability and relevance. They not only
offer detailed descriptions but also provide implementation steps and recommendations
based on real-world security challenges, which further aids organizations in
systematically improving their defenses.  Other resources listed, while valuable, do not
focus as specifically on configuration points for system hardening in the same manner as
the CIS Benchmarks. For instance, STIGs are also detailed configuration guides, but they
are mainly intended for U.S. Department of Defense systems and may have restrictions on
access. NIST 800-84 and NIST 800-207 address broader concepts and standards in
security rather than focusing specifically on practical configuration guidance akin to that
provided by CIS Benchmark papers.
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9. Which document is often considered the most recognized
output of a risk management program, containing metadata
such as threat, impact, likelihood, plan, and risk level?
A. Key Risk Indicators
B. Processes
C. Risk Register
D. Key Performance Indicators

The Risk Register is indeed considered the most recognized output of a risk management
program because it serves as a comprehensive document that provides a detailed account
of identified risks. It includes critical metadata such as the nature of the threat, the
potential impact it could have on the organization, the likelihood of its occurrence, the
plans in place to mitigate those risks, and the overall risk level associated with each
threat. This structured format allows organizations to track and manage risks
systematically, ensuring that they can make informed decisions based on the current risk
landscape.  The Risk Register not only aids in documenting risks but also functions as a
communication tool among stakeholders, providing a centralized account of the
organization's risk exposure and the strategies that are being implemented to address
these risks. By continuously updating this register, organizations can maintain
awareness of their risk profile and adjust strategies as necessary.  Other options play
different roles in risk management. For instance, Key Risk Indicators provide metrics to
help monitor risks, but they are not as comprehensive as the Risk Register. Processes
outline the procedures for managing risks but do not encapsulate the specifics of each
risk. Key Performance Indicators help measure the effectiveness of the organization’s
objectives but are not focused on risk management specifically. Thus, the Risk Register
stands out as the central document in risk management

10. Which action replaces the original file with a notice that
describes the policy violation and how it can be released?
A. Quarantine
B. Tombstone
C. Alert
D. Block

The action that replaces the original file with a notice describing the policy violation and
how it can be released is known as tombstoning. This term refers specifically to the
technique of marking an inappropriate or non-compliant item, such as a file, with a
placeholder or notice (the tombstone) that informs users about the violation.   When a
file is tombstoned, it essentially ensures that users cannot access the original content
until the issue is resolved, while still providing them the context of why the file is
inaccessible. This method serves both as a deterrent to further violations and as a means
of communication about the policy breaches, including the necessary steps for
remediation.  Other methods, such as quarantining, would typically involve isolating a
file from the system without replacing it, and blocking would prevent access without
giving feedback on the nature of the violation. Alerts generally serve to notify
administrators or users of a security event but do not replace the original content with a
notice. Tombstoning effectively addresses the need for accountability and clarity in policy
enforcement.
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Next StepsNext Steps
Congratulations on reaching the final section of this guide. You've taken
a meaningful step toward passing your certification exam and advancing
your career.

As you continue preparing, remember that consistent practice, review,
and self-reflection are key to success. Make time to revisit difficult
topics, simulate exam conditions, and track your progress along the way.

If you need help, have suggestions, or want to share feedback, we’d love
to hear from you. Reach out to our team at hello@examzify.com.

Or visit your dedicated course page for more study tools and resources:

https://wgu-itas6291d488.examzify.com

We wish you the very best on your exam journey. You've got this!
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