


Copyright © 2026 by Examzify - A Kaluba Technologies Inc. product.

ALL RIGHTS RESERVED.

No part of this book may be reproduced or transferred in any form or by any means, graphic,
electronic, or mechanical, including photocopying, recording, web distribution, taping, or by any
information storage retrieval system, without the written permission of the author.

Notice: Examzify makes every reasonable effort to obtain accurate, complete, and timely
information about this product from reliable sources.

Sample study guide, visit https://wgu-itas2140-d431.examzify.com
for the full version with hundreds of practice questions 1

SAMPLE



Table of Contents
Copyright 1.................................................................................................................

Table of Contents 2....................................................................................................

Introduction 3.............................................................................................................

How to Use This Guide 4............................................................................................

Questions 5................................................................................................................

Answers 8...................................................................................................................

Explanations 10..........................................................................................................

Next Steps 16.............................................................................................................

Sample study guide, visit https://wgu-itas2140-d431.examzify.com
for the full version with hundreds of practice questions 2

SAMPLE



IntroductionIntroduction

Preparing for a certification exam can feel overwhelming, but with the right tools, it becomes
an opportunity to build confidence, sharpen your skills, and move one step closer to your
goals. At Examzify, we believe that effective exam preparation isn’t just about
memorization, it’s about understanding the material, identifying knowledge gaps, and
building the test-taking strategies that lead to success.

This guide was designed to help you do exactly that.

Whether you’re preparing for a licensing exam, professional certification, or entry-level
qualification, this book offers structured practice to reinforce key concepts. You’ll find a
wide range of multiple-choice questions, each followed by clear explanations to help you
understand not just the right answer, but why it’s correct.

The content in this guide is based on real-world exam objectives and aligned with the types
of questions and topics commonly found on official tests. It’s ideal for learners who want to:

• Practice answering questions under realistic conditions,
• Improve accuracy and speed,
• Review explanations to strengthen weak areas, and
• Approach the exam with greater confidence.

We recommend using this book not as a stand-alone study tool, but alongside other
resources like flashcards, textbooks, or hands-on training. For best results, we recommend
working through each question, reflecting on the explanation provided, and revisiting the
topics that challenge you most.

Remember: successful test preparation isn’t about getting every question right the first
time, it’s about learning from your mistakes and improving over time. Stay focused, trust the
process, and know that every page you turn brings you closer to success.

Let’s begin.
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How to Use This GuideHow to Use This Guide

This guide is designed to help you study more effectively and approach your exam with
confidence. Whether you're reviewing for the first time or doing a final refresh, here’s how to
get the most out of your Examzify study guide:

1. Start with a Diagnostic Review

Skim through the questions to get a sense of what you know and what you need to focus on.
Your goal is to identify knowledge gaps early.

2. Study in Short, Focused Sessions

Break your study time into manageable blocks (e.g. 30 – 45 minutes). Review a handful of
questions, reflect on the explanations.

3. Learn from the Explanations

After answering a question, always read the explanation, even if you got it right. It reinforces
key points, corrects misunderstandings, and teaches subtle distinctions between similar
answers.

4. Track Your Progress

Use bookmarks or notes (if reading digitally) to mark difficult questions. Revisit these
regularly and track improvements over time.

5. Simulate the Real Exam

Once you're comfortable, try taking a full set of questions without pausing. Set a timer and
simulate test-day conditions to build confidence and time management skills.

6. Repeat and Review

Don’t just study once, repetition builds retention. Re-attempt questions after a few days and
revisit explanations to reinforce learning. Pair this guide with other Examzify tools like
flashcards, and digital practice tests to strengthen your preparation across formats.

There’s no single right way to study, but consistent, thoughtful effort always wins. Use this
guide flexibly, adapt the tips above to fit your pace and learning style. You've got this!
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Questions
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1. The most common protocol used at OSI Layer 3 is __________.
A. bit torrent
B. sockets
C. IP
D. ethernet

2. There are specific laws in the United States that are applicable to e-mail
investigations. __________ is about perpetrators who attempt to hide the
pornographic nature of their website, often to make it more accessible to
minors.
A. The USA Patriot Act
B. The Electronic Communications Privacy Act (ECPA)
C. 18 U.S.C. 2252B
D. The Communication Assistance to Law Enforcement Act

3. What is the vital first step in digital evidence preservation?
A. Documenting the scene
B. Collecting the evidence
C. Analyzing the data
D. Seizing digital devices

4. __________ is cryptography wherein two keys are used: one to encrypt the
message and another to decrypt it.
A. symmetric cryptography
B. Euler's Totient
C. Feistel cipher
D. asymmetric cryptography

5. Which computing system includes configuration files that assist in forensic
analysis, specifically located in the System Configuration directory?
A. Windows
B. Linux
C. Macintosh
D. Unix
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6. In Linux, as with Windows, the first sector on any disk is called the
__________.
A. command
B. boot loader
C. init
D. boot sector

7. What certification is specific to the use and mastery of FTK?
A. Certified Forensic Computer Examiner (CFCE)
B. AccessData Certified Examiner
C. EnCase Certified Examiner
D. Certified Hacking Forensic Investigator

8. What term is used to describe the process of acquiring and analyzing
information stored on physical storage media, such as computer hard drives
or smartphones?
A. Disk forensics
B. Chain of custody
C. Digital evidence
D. Demonstrative evidence

9. What name is given to a card that identifies a phone with a user and a
number?
A. subscriber identity module (SIM)
B. integrated circuit card identifier (ICCID)
C. personal identification number (PIN)
D. international mobile equipment identity (IMEI) number

10. What term denotes the practice of determining if a file conceals other
information?
A. steganalysis
B. temporary data
C. volatile data
D. basic input/output system (BIOS)
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Answers
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1. C
2. C
3. B
4. D
5. C
6. D
7. B
8. A
9. A
10. A
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Explanations
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1. The most common protocol used at OSI Layer 3 is __________.
A. bit torrent
B. sockets
C. IP
D. ethernet

The most common protocol used at OSI Layer 3 is the Internet Protocol (IP). This protocol is fundamental for
facilitating communication across networks by enabling devices to identify and locate each other through
addresses. Specifically, IP is responsible for addressing and routing packets of data between devices on a
network or across the internet.  At Layer 3 of the OSI model, which is known as the Network Layer, the primary
function is to handle packet forwarding including routing through intermediate routers. Other protocols, like
Ethernet, operate at Layer 2 (Data Link Layer) and are responsible for local area communication; they do not
handle the routing of packets across multiple networks. In contrast, while sockets are a programming
abstraction for managing network connections, they do not refer to a specific protocol or function at Layer 3.
BitTorrent, a file sharing protocol, operates at higher layers and is not aligned with the functionality of the
Network Layer.  Thus, when considering OSI Layer 3's responsibilities, IP stands out as the cornerstone protocol,
making it the correct choice.

2. There are specific laws in the United States that are applicable to e-mail
investigations. __________ is about perpetrators who attempt to hide the
pornographic nature of their website, often to make it more accessible to
minors.
A. The USA Patriot Act
B. The Electronic Communications Privacy Act (ECPA)
C. 18 U.S.C. 2252B
D. The Communication Assistance to Law Enforcement Act

The focus of the question is on specific laws related to e-mail investigations and obscenity in digital content,
particularly concerning the protection of minors. The law referenced in the correct answer specifically targets
individuals who attempt to conceal the pornographic nature of their websites to avoid detection and make such
content more accessible to children.   18 U.S.C. 2252B is part of the federal legal framework addressing child
exploitation and pornography. It prohibits various actions tied to the production, distribution, and possession of
child pornography, and includes provisions specifically designed to combat efforts to hide such content from law
enforcement and the public. This includes measures that make it easier for minors to inadvertently access
harmful content, aligning directly with the scenario presented in the question.  The other laws mentioned, while
relevant to broader cybersecurity and communications issues, do not specifically address the concealment of
pornographic content for the purpose of accessibility to minors. The USA Patriot Act primarily deals with
national security and surveillance, the Electronic Communications Privacy Act focuses on law enforcement
access to electronic communications, and the Communication Assistance to Law Enforcement Act concerns
telecommunications rather than internet obscenity or child protection. Thus, the specificity of 18 U.S.C. 2252B
makes it the appropriate choice in this context.
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3. What is the vital first step in digital evidence preservation?
A. Documenting the scene
B. Collecting the evidence
C. Analyzing the data
D. Seizing digital devices

The vital first step in digital evidence preservation is documenting the scene. This is crucial as it creates a
comprehensive record of the environment where the digital evidence is located, capturing the state of the scene
at the time of discovery. This documentation includes photography, notes, and sketches that detail the
surroundings, the configuration of devices, and any potential sources of evidence.   Accurate documentation is
essential for ensuring the integrity of the evidence and establishing a chain of custody, which is crucial in legal
proceedings. By meticulously recording the scene before any digital devices are seized or evidence collected,
investigators can ensure that the context in which the digital evidence was found is preserved, allowing for
better analysis and interpretation later on.   This step is foundational; without proper documentation, all
subsequent steps, such as evidence collection and analysis, may be compromised, leading to questions about
the validity and reliability of the evidence in a legal context.

4. __________ is cryptography wherein two keys are used: one to encrypt the
message and another to decrypt it.
A. symmetric cryptography
B. Euler's Totient
C. Feistel cipher
D. asymmetric cryptography

The concept of cryptography involving two keys—one for encryption and another for decryption—defines
asymmetric cryptography. This method utilizes a key pair comprising a public key, which can be shared with
anyone for encrypting messages, and a private key, which is kept confidential and used to decrypt those
messages. This two-key system allows for secured communications since even if the public key is known, the
private key remains secret, thus ensuring that only authorized parties can access the plaintext information.  In
contrast, symmetric cryptography employs a single key for both encrypting and decrypting messages, which can
pose security risks if the key is intercepted or shared among multiple parties. Euler's Totient and the Feistel
cipher refer to mathematical concepts and encryption methods respectively, but they are not directly related to
the use of two distinct keys for encryption and decryption as seen in asymmetric cryptography.   Understanding
the principles behind asymmetric cryptography is essential in the field of digital forensics and cybersecurity as it
enhances the security of data transmission and integrity, making it a core topic in the study of cryptography.
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5. Which computing system includes configuration files that assist in forensic
analysis, specifically located in the System Configuration directory?
A. Windows
B. Linux
C. Macintosh
D. Unix

The correct answer is Macintosh. The System Configuration directory in a Macintosh operating system contains
configuration files that are crucial for understanding the system's settings and state during forensic analysis.
These files can provide insights into user preferences, network settings, and other critical system configurations
that may be relevant during an investigation.  In the context of forensic analysis, accessing and analyzing these
configuration files can help identify unauthorized changes, suspicious activities, or other evidence that can aid
an investigation. For example, the files found in this directory can reveal which applications are set to launch at
startup, various system preferences, and network configurations, all of which can give investigators a clearer
picture of system usage and behavior.  While other operating systems like Windows, Linux, and Unix have their
own specific directories and configuration files that can be useful in forensic investigations, the question
specifically points to the System Configuration directory on Macintosh systems, making it the best fit for this
particular inquiry.

6. In Linux, as with Windows, the first sector on any disk is called the
__________.
A. command
B. boot loader
C. init
D. boot sector

The first sector on any disk in Linux, similar to Windows, is referred to as the boot sector. This sector is crucial
because it contains the necessary information and instructions that the computer uses to initiate the boot
process. When a computer is powered on, the BIOS or UEFI firmware looks for the boot sector of the storage
device to start the operating system. This sector typically houses the boot loader, which is a specific piece of
software responsible for loading the operating system into memory.   Understanding the boot sector's role is
essential for digital forensics and cybersecurity, as it provides insights into the operating system's installation
and the system's startup configuration. Recognizing that this concept is applicable not only in Linux but also in
Windows highlights its foundational importance in operating systems and their management at a low level.
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7. What certification is specific to the use and mastery of FTK?
A. Certified Forensic Computer Examiner (CFCE)
B. AccessData Certified Examiner
C. EnCase Certified Examiner
D. Certified Hacking Forensic Investigator

The AccessData Certified Examiner certification is specifically designed for individuals who have demonstrated
proficiency in using FTK (Forensic Toolkit), which is a software suite developed by AccessData for digital
investigations. Obtaining this certification entails mastering the functionalities of FTK, including its capabilities
for data acquisition, analysis, and reporting during forensic investigations. The emphasis on the use of FTK in
this certification distinguishes it from others that focus on different tools and methodologies in digital forensics.
In contrast, the other certifications mentioned are tied to different tools or broader aspects of digital forensics.
For instance, the Certified Forensic Computer Examiner focuses on a wide range of forensic principles and
practices, while the EnCase Certified Examiner is centered around EnCase software. The Certified Hacking
Forensic Investigator also encompasses broader skills in hacking and investigative techniques rather than
mastery of FTK specifically. This specificity to FTK usage makes the AccessData Certified Examiner the correct
answer for this question.

8. What term is used to describe the process of acquiring and analyzing
information stored on physical storage media, such as computer hard drives
or smartphones?
A. Disk forensics
B. Chain of custody
C. Digital evidence
D. Demonstrative evidence

The term that accurately describes the process of acquiring and analyzing information stored on physical
storage media, like computer hard drives or smartphones, is disk forensics. Disk forensics is a specialized area
within digital forensics that focuses specifically on the investigation and analysis of data residing on storage
devices. This process involves using advanced tools and methodologies to retrieve, examine, and interpret data
while preserving its integrity, ensuring that any findings can be used in a legal context.  In the field of digital
forensics, disk forensics is critical for uncovering evidence related to cyber crimes, data breaches, and other
illegal activities. It involves not only the recovery of deleted or damaged files but also the analysis of file
structures, metadata, and user activity to build a comprehensive understanding of the events that transpired on
the device.  In contrast, chain of custody refers to the process of maintaining and documenting the handling of
evidence to ensure its integrity in legal proceedings, while digital evidence encompasses any information that
can be stored or transmitted in digital form. Demonstrative evidence consists of materials used to illustrate or
explain aspects of a case, which may not necessarily come from storage media.
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9. What name is given to a card that identifies a phone with a user and a
number?
A. subscriber identity module (SIM)
B. integrated circuit card identifier (ICCID)
C. personal identification number (PIN)
D. international mobile equipment identity (IMEI) number

The term that refers to a card that identifies a phone with a user and a number is the subscriber identity module,
commonly known as a SIM card. A SIM card is essential for mobile communication, as it stores the International
Mobile Subscriber Identity (IMSI), which is used to uniquely identify the subscriber on the mobile network. This
allows the network to authenticate the user and provide access to services. In simpler terms, the SIM card acts
as the key that connects the user's phone number to their mobile identity, enabling them to send and receive
calls and messages.  In contrast, the integrated circuit card identifier (ICCID) is a unique serial number
associated with the SIM card itself but does not identify the user or the phone number directly. The personal
identification number (PIN) is a security feature used to protect access to the SIM card and device but does not
serve as an identifier for the phone or user. The international mobile equipment identity (IMEI) number identifies
the mobile device itself rather than the user or their subscription, further differentiating it from the SIM card's
function.

10. What term denotes the practice of determining if a file conceals other
information?
A. steganalysis
B. temporary data
C. volatile data
D. basic input/output system (BIOS)

The correct term for determining if a file conceals other information is steganalysis. This process involves
analyzing files to detect the presence of hidden data, particularly when that data is embedded using techniques
such as steganography. Steganography refers to the practice of hiding information within other non-secret files,
such as images or audio files, in a way that makes the hidden content difficult to detect without specific
analysis.   Steganalysis employs various methods and techniques aimed at uncovering these hidden messages,
allowing investigators to reveal the concealed information and assess any potential implications. This practice is
particularly important in the context of digital forensics and cybersecurity, where understanding the extent and
nature of hidden data can be crucial for investigations.  In contrast, temporary data refers to files created for
temporary use by applications, volatile data pertains to data that exists temporarily in a system's memory and
can be lost when the system is powered down, and the basic input/output system (BIOS) is firmware used to
perform hardware initialization during the booting process of a computer. These concepts do not relate to the
act of uncovering embedded information within files, thus making steganalysis the correct and relevant term.
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Next StepsNext Steps

Congratulations on reaching the final section of this guide. You've taken a meaningful step
toward passing your certification exam and advancing your career.

As you continue preparing, remember that consistent practice, review, and self-reflection
are key to success. Make time to revisit difficult topics, simulate exam conditions, and track
your progress along the way.

If you need help, have suggestions, or want to share feedback, we’d love to hear from you.
Reach out to our team at hello@examzify.com.

Or visit your dedicated course page for more study tools and resources:

https://wgu-itas2140-d431.examzify.com

We wish you the very best on your exam journey. You've got this!
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