Western Governors University
(WGU) ITAS2110 D430
Fundamentals of Information
Security Practice Exam (Sample)

Study Guide

| - |
BY EXAMZIFY

Everything you need from our exam experts!

Sample study guide. Visit https://wgu-itas2110-d430.examzify.com




Copyright © 2025 by Examzify - A Kaluba Technologies Inc. product.

ALL RIGHTS RESERVED.

No part of this book may be reproduced or transferred in any form or by any means, graphic,
electronic, or mechanical, including photocopying, recording, web distribution, taping, or by any
information storage retrieval system, without the written permission of the author.

Notice: Examzify makes every reasonable effort to obtain from reliable sources accurate,
complete, and timely information about this product.

Sample study guide. Visit https://wgu-itas2110-d430.examzify.com for the full version



Questions

Sample study guide. Visit https://wgu-itas2110-d430.examzify.com for the full version



1. What is the primary goal of phishing attacks?
A. To deliver malware to devices
B. To create security awareness

C. To trick individuals into providing sensitive information

D. To enhance data encryption

2. According to Haase's Laws, what must you know to protect your data

effectively?

A. Your vulnerabilities in the network

B. The threats to your data based on your location
C. The most important data to your organization

D. Government regulations regarding data protection

3. Which of the following is a benefit of using symmetric key cryptography?

A. Ease of key distribution
B. High speed of encryption
C. Enhanced security for public keys

D. Multiple keys usage

4. What method is commonly used to evaluate the effectiveness of security

controls?

A. Conducting employee interviews
B. Performing a security audit

C. Implementing new technologies

D. Monitoring user behavior

5. Why is the principle of least privilege important in information security?

A. It prevents unauthorized software installations
B. It minimizes potential damage from security breaches
C. It facilitates quick connections between devices

D. It encourages unrestricted access to all users
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6. What is the main function of Server-Side Request Forgery (SSRF)?
A. To detect security vulnerabilities in web applications
B. To take advantage of a trusting relationship between web servers
C. To analyze web traffic for malicious activities

D. To protect against unauthorized data access

7. Which port service should be removed when running a web server?
A. Port 80
B. Port 25
C. Port 443
D. Port 53

8. Which of the following is an example of confidentiality?
A. A doctor discussing patient information in a public place
B. An ATM owner wanting to keep bank account numbers confidential
C. A customer sharing personal information freely

D. Using the internet without encryption

9. What does 'segmentation’ in security refer to?
A. The division of data into smaller pieces

B. The practice of dividing a network into segments to control traffic and enhance
security

C. The process of encrypting data

D. The organization of security policies

10. Which of the following is an example of multi-factor authentication?
A. Using a password and a fingerprint scan to verify identity.
B. Using a username and a password to log into an account.
C. Using an IP address for location verification.

D. Using a security token alone for access.
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Sample study guide. Visit https://wgu-itas2110-d430.examzify.com for the full version



1. What is the primary goal of phishing attacks?
A. To deliver malware to devices
B. To create security awareness

C. To trick individuals into providing sensitive information

D. To enhance data encryption

Phishing attacks primarily aim to trick individuals into providing sensitive information, such as usernames,
passwords, credit card numbers, and other personal data. This deceptive practice often involves fraudulent emails
or websites that appear legitimate, luring victims into a false sense of security. The effectiveness of phishing lies
in its reliance on social engineering techniques, which exploit human psychology rather than technical
vulnerabilities. Attackers utilize various methods, such as urgency, fear, or curiosity, to manipulate targets into
taking actions that compromise their personal information. By successfully executing a phishing attack, the
cybercriminal can gain unauthorized access to accounts, leading to identity theft or financial loss. Although
delivering malware to devices may occur in some phishing attempts, it is not the primary goal; rather, it is a
secondary tactic that may also be employed. Likewise, creating security awareness is contrary to the intent of
phishing, as it seeks to deceive rather than educate. Enhancing data encryption is unrelated to phishing, as it
does not involve user interactions designed to extract sensitive information.

2. According to Haase's Laws, what must you know to protect your data
effectively?

A. Your vulnerabilities in the network

B. The threats to your data based on your location

C. The most important data to your organization
D. Government regulations regarding data protection

The correct choice emphasizes the importance of understanding the specific threats to your data based on your
location. This is vital because different geographical locations may have varying levels of risk associated with
them, influenced by factors such as regional crime rates, cyberattack trends, and the presence of threat actors. By
recognizing these threats, organizations can tailor their security measures more effectively to mitigate risks
relevant to their operational environment. Understanding location-based threats allows for a proactive approach in
developing security strategies, ensuring that the protective measures align with the specific context in which the
organization operates. This insight can guide organizations to prioritize their resources toward areas that present
the greatest potential for data compromise, ultimately enhancing their overall security posture.
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3. Which of the following is a benefit of using symmetric key cryptography?
A. Ease of key distribution
B. High speed of encryption

C. Enhanced security for public keys
D. Multiple keys usage

The benefit of using symmetric key cryptography primarily lies in its high speed of encryption. Symmetric key
algorithms use the same key for both encryption and decryption, allowing for quick processing of data. This is
particularly advantageous when a large volume of data needs to be encrypted or decrypted in a short amount of
time, making symmetric key cryptography a preferred choice for applications where performance is critical. In
contrast, other options highlight aspects that are not typical benefits of symmetric key cryptography. For instance,
symmetric systems can struggle with key distribution, as securely sharing the single key among parties can be
challenging. Enhanced security for public keys typically relates to asymmetric cryptography, where public keys can
be shared openly without compromising security. Lastly, symmetric cryptography usually operates with a single
key per communication session or file, rather than multiple key usage, which could complicate the cryptographic
process and management.

4. What method is commonly used to evaluate the effectiveness of security
controls?

A. Conducting employee interviews

B. Performing a security audit

C. Implementing new technologies
D. Monitoring user behavior

Performing a security audit is a widely recognized and systematic approach to evaluating the effectiveness of
security controls. During a security audit, an organization assesses its security policies, procedures, and controls
against established standards or best practices. This process involves reviewing documentation, configurations,
and operational practices, as well as conducting tests to identify vulnerabilities or gaps in security measures. A
security audit provides a comprehensive overview of how well security controls are functioning and whether they
are providing the desired level of protection against threats. It can help organizations identify weaknesses in their
security posture, ensure compliance with regulatory requirements, and guide improvements to enhance security
measures. While conducting employee interviews, implementing new technologies, and monitoring user behavior
are all important components of a security strategy, they do not specifically provide the structured evaluation of
security control effectiveness that a security audit offers. Interviews may yield qualitative insights, new
technologies might enhance security but need evaluation, and monitoring user behavior focuses on ongoing
surveillance rather than a systematic assessment of all security controls.
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5. Why is the principle of least privilege important in information security?

A. It prevents unauthorized software installations

B. It minimizes potential damage from security breaches

C. It facilitates quick connections between devices
D. It encourages unrestricted access to all users

The principle of least privilege is a fundamental concept in information security because it restricts users' access
rights to the bare minimum permissions necessary for them to perform their duties. This minimizes potential
damage from security breaches. If a user's account is compromised, the attacker gains access only to the limited
resources associated with that account, rather than the entire system or network. This containment significantly
reduces the risk of widespread damage, data loss, or exfiltration. By ensuring that users, processes, and
systems have the least amount of privilege necessary, organizations can effectively limit exposure to
vulnerabilities, thereby enhancing their overall security posture. This practice is crucial in protecting sensitive
information and maintaining the integrity of systems against threats.

6. What is the main function of Server-Side Request Forgery (SSRF)?
A. To detect security vulnerabilities in web applications

B. To take advantage of a trusting relationship between web servers

C. To analyze web traffic for malicious activities
D. To protect against unauthorized data access

The main function of Server-Side Request Forgery (SSRF) is to leverage a trusting relationship between web
servers. SSRF occurs when an attacker tricks a server into making requests to internal or external resources on
behalf of the attacker. This technique exploits the server's ability to access resources that the attacker may not be
able to reach directly due to network restrictions or firewalls. In many configurations, web servers may trust and
interact with other internal servers or APIs, leading to a situation where an attacker can craft a request that is
executed by the server. This can result in unauthorized access to sensitive data, services, and possibly a full
compromise of the server itself, depending on the server's configuration and the resources it accesses. The
trusting relationship is essential, as it allows the server to make requests without validating whether those
requests are appropriate or safe. Understanding this is crucial for securing applications and preventing SSRF
vulnerabilities, as it highlights the importance of properly configuring internal systems and validating the requests
being made by web applications.

Sample study guide. Visit https://wgu-itas2110-d430.examzify.com for the full version

10



7. Which port service should be removed when running a web server?
A. Port 80
B. Port 25
C. Port 443
D. Port 53

When running a web server, it is advisable to consider which port services are necessary for the server's
operation and which ones can be removed to enhance security and reduce vulnerabilities. In this context, the
correct choice is to remove the service associated with Port 53, which is used for Domain Name System (DNS)
operations. While a web server typically operates using Port 80 for HTTP traffic and Port 443 for HTTPS traffic,
Port 53 is not inherently necessary for the functioning of the web server itself. By removing Port 53 from active
services, you can minimize the attack surface and protect against DNS-related vulnerabilities. This is especially
relevant if the server is not providing DNS services, as having unnecessary services can increase the risk of
exploitation. In contrast, Port 80 and Port 443 are essential for standard web operations, handling both
unencrypted and encrypted web traffic respectively. Port 25 is used for SMTP (Simple Mail Transfer Protocol) for
email services, which may also be extraneous for a dedicated web server that does not handle email. However,
the clear choice in this scenario is to focus on Port 53, aligning with the goal of minimizing running services to only
those essential for the primary function of the web server.

8. Which of the following is an example of confidentiality?
A. A doctor discussing patient information in a public place

B. An ATM owner wanting to keep bank account numbers confidential

C. A customer sharing personal information freely
D. Using the internet without encryption

The situation presented highlights the importance of confidentiality as it relates to sensitive information. In this
case, an ATM owner wanting to keep bank account numbers confidential exemplifies a clear commitment to
protecting personal and financial data. Confidentiality involves ensuring that sensitive information is only
accessible to those who are authorized to access it. By emphasizing the importance of maintaining the secrecy
of bank account numbers, this answer showcases the fundamental principle of confidentiality within information
security. It illustrates a scenario where protective measures must be in place to guard against unauthorized
access or disclosure, which is crucial in financial settings where trust and privacy are paramount. Other options
do not align with the principles of confidentiality. For instance, discussing patient information publicly, sharing
personal information openly, or using the internet without encryption all represent situations where confidentiality
is compromised rather than upheld. Therefore, the emphasis on the ATM owner's desire to keep bank account
numbers confidential aligns perfectly with the core concept of confidentiality.
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9. What does 'segmentation’ in security refer to?
A. The division of data into smaller pieces

B. The practice of dividing a network into segments to control traffic and enhance
security
C. The process of encrypting data

D. The organization of security policies

Segmentation in security primarily refers to the practice of dividing a network into segments to control traffic and
enhance security. This approach involves segmenting a network into smaller, manageable pieces—each
potentially isolated from others—which limits the attack surface and contains any potential breaches within a
smaller section of the network. By doing this, organizations can monitor and control data flow between segments
more effectively, apply targeted security policies, and minimize the risk of lateral movement by attackers who may
gain access to one part of the network. This technique is crucial in security architecture, as it allows for more
granular control over data and access. For example, sensitive data can be isolated in a segment with heightened
security measures, while less sensitive operations can be placed in a different segment with more lenient controls.
Additionally, segmentation can help reduce the potential impact of a successful cyberattack, as any threat is
confined to a single segment rather than sprawling across the entire network. In contrast, the other options focus
on different aspects of data handling or security practices. While the division of data into smaller pieces is related
to data management, it does not directly pertain to network security. The process of encrypting data addresses
data protection rather than network structure, and the organization of security policies is more aligned with
governance

10. Which of the following is an example of multi-factor authentication?

A. Using a password and a fingerprint scan to verify identity.

B. Using a username and a password to log into an account.
C. Using an IP address for location verification.
D. Using a security token alone for access.

Multi-factor authentication (MFA) involves using two or more distinct forms of verification to confirm a user's
identity before granting access to a system or application. The correct choice exemplifies this concept by
combining something the user knows (a password) with something the user is (a fingerprint scan). The
combination of these two factors enhances security since the successful authentication requires both the
knowledge of the password and the physical characteristic of the fingerprint. This two-step process makes it
significantly more difficult for unauthorized individuals to gain access, therefore providing a higher level of security
than a single-factor method. In contrast, the option that mentions using a username and password only utilizes a
single factor—something you know—making it less secure. The choice that refers to an IP address for location
verification is not considered a factor in MFA, as it does not involve user-specific credentials. Lastly, using a
security token alone also represents a single factor (something you have), rather than a multi-factor approach,
which would require additional verification methods.
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