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1. What button can be leveraged to significantly reduce your
policy list in ThreatLocker?

A. Add Policies

B. Remove Unused Policies
C. Review Policies

D. Optimize Policies

2. Are unsigned files created on the fly, such as those in
C:\windows\temp\*, allowed by certificate and process path?
A. True

B. False

C. Only if they meet certain criteria
D. It depends on user settings

3. Which options can be utilized to deploy/install the
ThreatLocker Agent?

A. Windows Installer, Group Policy, Terminal Services, FTP
B. PowerShell, Active Directory via GPO, MSI, RMM
C. Cloud Deployment, Docker, Web Installer, Batch File

D. Manual Installation, Remote Desktop, Command Line, USB
Drive

4. What alert severity corresponds to a threat level increase
of 5?

A. Log

B. Info

C. Warn
D. Danger

5. What is true about drivers according to ThreatLocker?
A. They are always correctly identified by the system
B. They can only be misidentified by outdated software
C. They can sometimes be misidentified by ThreatLocker
D. They require manual verification before installation
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6. What do collaboration features in ThreatLocker enhance?
A. Individual user productivity
B. Policy creation and incident management
C. System performance during updates
D. User interface customization

7. Which of the following best describes the role of the
Unified Audit in ThreatLocker?

A. It provides a detailed overview of all permitted actions

B. It logs user credentials and access attempts

C. It reviews all actions taken by the system and users over time
D. It generates reports on license compliance

8. What functionality does 'Self-Service' provide in
ThreatLocker?

A. It allows users to automatically remove applications

B. It allows users to request application access, which can be
approved by administrators

C. It enables automatic updates of software
D. It provides a platform for user feedback

9. How does ThreatLocker help manage software
vulnerabilities?

A. By ignoring vulnerabilities

B. By controlling application execution
C. By allowing unrestricted app access
D. By automating patch installations

10. How does ThreatLocker prioritize alerts for security
incidents?

A. Based on the application name
B. Randomly

C. Based on risk level and application behavior
D. Based on user feedback
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1. What button can be leveraged to significantly reduce your
policy list in ThreatLocker?

A. Add Policies
B. Remove Unused Policies

C. Review Policies
D. Optimize Policies

The option "Remove Unused Policies" is the key to significantly reducing your policy list
in ThreatLocker. When managing policies, it is common for organizations to accumulate
policies that are no longer relevant or necessary due to changes in their operational
environment, software updates, or shifts in security needs. By systematically identifying
and removing these unused policies, administrators can streamline their policy list,
making it easier to manage and enforce the remaining policies effectively. This process
not only reduces clutter but also enhances the overall security posture by ensuring that
only necessary policies are in place, allowing for more efficient monitoring and
compliance. Removing unused policies also minimizes the risk of potential security gaps
that could arise from outdated or redundant rules. In contrast, other options, such as
adding or reviewing policies, do not directly address the issue of excess or obsolete
policies, nor do they provide the same level of simplification to the policy management
process.

2. Are unsigned files created on the fly, such as those in
C:\windows\temp\*, allowed by certificate and process path?

A. True

B. False

C. Only if they meet certain criteria
D. It depends on user settings

Unsigned files created on the fly, particularly those in the C:\windows\temp\ directory,
are typically restricted under security protocols because they do not have a verified
certificate that authenticates their origin or integrity. This lack of a digital signature
poses potential security risks, as these files can be exploited by malicious actors to
execute harmful software or compromise system integrity. In environments utilizing
strict file and process control measures, such as those enforced by ThreatLocker,
unsigned files are inherently blocked to prevent unauthorized execution. Therefore,
without a proper certificate, these files lack the validation needed to be permitted,
making the statement that they are allowed by certificate and process path false. This
emphasizes the need for stringent security measures that focus on the legitimacy and
trustworthiness of executables within the system.
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3. Which options can be utilized to deploy/install the
ThreatLocker Agent?

A. Windows Installer, Group Policy, Terminal Services, FTP
B. PowerShell, Active Directory via GPO, MSI, RMM
C. Cloud Deployment, Docker, Web Installer, Batch File

D. Manual Installation, Remote Desktop, Command Line, USB
Drive

The correct answer highlights the various effective methods available for deploying or
installing the ThreatLocker Agent, catering to different environments and administrative
strategies. Using PowerShell allows system administrators to script the deployment
process, providing flexibility and the ability to automate installation across multiple
systems efficiently. Active Directory via Group Policy (GPO) facilitates centralized
management and deployment within organizations, enabling automated installation
across numerous machines in a network environment without needing direct interaction
with each device. The inclusion of MSI indicates that the agent can be packaged in a
Microsoft Installer format, which simplifies installation procedures through standard
Windows mechanisms. RMM, or Remote Management and Monitoring, is crucial for IT
teams overseeing multiple endpoints, enabling seamless deployment and management of
the agent from a cloud-based console or centralized system. These methods collectively
represent a comprehensive approach to managing the deployment of the ThreatLocker
Agent, ensuring that it can be effectively integrated across diverse IT infrastructures.
Each option in the selected answer contributes to efficiency, scalability, and ease of

administration, which are essential in managing security solutions in modern
environments.

4. What alert severity corresponds to a threat level increase
of 5?

A. Log

B. Info
C. Warn
D. Danger

The alert severity that corresponds to a threat level increase of 5 is classified as "Warn."
In threat management frameworks, alert severities are designed to categorize the
urgency and impact of threats based on their severity ratings. A threat level increase of
5 signifies a noteworthy risk that requires attention but may not be classified as an
immediate danger. "Warn" serves to notify administrators or users of a potential issue
that should be investigated, indicating that while the situation is not yet critical, it holds
a substantial enough risk to warrant caution. This level helps ensure that stakeholders
are aware and can take proactive measures to either mitigate the risk or prepare for
possible escalation without being alarmed unnecessarily. Understanding these severity

levels aids organizations in prioritizing their responses effectively and managing threats
in a structured manner.
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5. What is true about drivers according to ThreatLocker?
A. They are always correctly identified by the system
B. They can only be misidentified by outdated software

C. They can sometimes be misidentified by ThreatLocker
D. They require manual verification before installation

The assertion that drivers can sometimes be misidentified by ThreatLocker highlights a
critical aspect of how software identification and classification systems operate. In many
cases, even sophisticated security solutions may not have complete or updated
information about every driver available, leading to potential misidentification. This can
occur due to factors like a lack of comprehensive databases, recent updates to drivers, or
unique configurations that the system might not recognize based on existing profiles.
The dynamic nature of software development means that new drivers are constantly
being created and existing ones are updated. ThreatLocker, like other security tools,
relies on predefined rules and databases to determine the legitimacy of software,
including drivers. When these rules don’t fully encompass the various characteristics of a
newly released or updated driver, there’s a possibility that the driver might not be
accurately classified. Understanding this characteristic is crucial as it informs users
about the importance of monitoring and verifying drivers installed on their systems.
Awareness of the potential for misidentification encourages proactive measures, such as
manual verification in situations where security concerns arise or when dealing with
lesser-known drivers. This awareness is vital for maintaining robust security protocols
within IT environments.

6. What do collaboration features in ThreatLocker enhance?
A. Individual user productivity
B. Policy creation and incident management

C. System performance during updates
D. User interface customization

Collaboration features in ThreatLocker enhance policy creation and incident
management by enabling multiple team members to work together efficiently on security
policies and incident responses. These features facilitate communication and
coordination among team members, allowing them to share insights, make collective
decisions, and implement changes more effectively. As security policies often require
input from various stakeholders, tools that promote collaboration can streamline the
process of developing, reviewing, and updating policies. This results in a more cohesive
security strategy that can quickly adapt to new threats and ensure effective incident
management. By fostering collaboration, teams can leverage diverse expertise and
perspectives, leading to improved security posture and increased efficiency in managing
incidents. This collaborative approach is essential in today’s dynamic cybersecurity
landscape, where timely decision-making and coordinated responses are critical to
mitigate risks.
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7. Which of the following best describes the role of the
Unified Audit in ThreatLocker?

A. It provides a detailed overview of all permitted actions
B. It logs user credentials and access attempts

C. It reviews all actions taken by the system and users over time
D. It generates reports on license compliance

The Unified Audit in ThreatLocker serves a critical function by systematically reviewing
all actions taken by both the system and users over time. This comprehensive
examination of activities provides organizations with insight into security measures and
operational behaviors. It ensures that inadvertent or malicious actions can be tracked
and analyzed, helping to identify potential threats or areas of concern in real-time. This
role is essential for maintaining compliance and security within a network, as it allows
administrators to monitor activities and make informed decisions based on historical
data. The ability to review actions over time contributes to a better understanding of
usage patterns and risk management, making it a valuable tool in a security framework.
Other choices, while relevant to certain aspects of security management, do not
encapsulate the broader scope and functionality of the Unified Audit. For instance,
simply providing an overview of permitted actions focuses narrowly on allowed activities
rather than the full range of actions taken. Logging user credentials and access attempts
pertains to authentication processes rather than the overall auditing role. Generating
reports on license compliance is associated with software management rather than the
detailed activity analysis offered by the Unified Audit.

8. What functionality does 'Self-Service' provide in
ThreatLocker?

A. It allows users to automatically remove applications

B. It allows users to request application access, which can be
approved by administrators

C. It enables automatic updates of software
D. It provides a platform for user feedback

The 'Self-Service' functionality in ThreatLocker empowers users to request access to
specific applications that they need for their work. This streamlines the process of
application management by allowing users to initiate requests, which can then be
reviewed and approved by administrators. This system not only enhances user
productivity by facilitating access to necessary tools but also maintains security and
control, as administrators retain oversight over what applications are ultimately
permitted. The process is particularly beneficial in environments where users may
require a variety of applications to perform their tasks effectively, helping to reduce
bottlenecks caused by the need for administrative intervention each time access is

needed. Through this process, organizations can balance user autonomy with security
protocols effectively.
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9. How does ThreatLocker help manage software
vulnerabilities?

A. By ignoring vulnerabilities

B. By controlling application execution
C. By allowing unrestricted app access
D. By automating patch installations

ThreatLocker helps manage software vulnerabilities by controlling application execution.
This approach ensures that only authorized and trusted applications can run on a system,
effectively mitigating the risks associated with unpatched software or vulnerable
applications. By implementing application whitelisting, ThreatLocker allows
organizations to enforce security policies that prevent unauthorized or potentially
harmful software from executing, thus reducing the attack surface. This method is
particularly effective in managing vulnerabilities because even if an application has
known security flaws, if it is not allowed to run within the environment, the potential for
exploitation is significantly decreased. By focusing on the execution controls,
ThreatLocker provides a proactive stance on security, helping to prevent incidents before
they occur rather than relying solely on reactive measures like patching or ignoring
problematic software.

10. How does ThreatLocker prioritize alerts for security
incidents?

A. Based on the application name

B. Randomly

C. Based on risk level and application behavior
D. Based on user feedback

ThreatLocker prioritizes alerts for security incidents primarily based on risk level and
application behavior. This methodology allows the system to assess the severity of
potential threats more effectively. By analyzing the behavior of applications and their
associated risk levels, ThreatLocker can identify which alerts may pose the most
significant threats to security. For instance, if an application is exhibiting behavior that
is typically associated with malware or is attempting to access sensitive data in an
unusual manner, it will be prioritized higher on the alert scale. This risk-based approach
enables security teams to allocate resources more efficiently, focusing their attention on
the incidents that could have the most severe impact on the organization’s systems and
data integrity. This effective prioritization ensures that the most critical alerts are
addressed promptly, thereby enhancing the overall security posture of an organization.
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