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IntroductionIntroduction

Preparing for a certification exam can feel overwhelming, but with the right tools, it becomes
an opportunity to build confidence, sharpen your skills, and move one step closer to your
goals. At Examzify, we believe that effective exam preparation isn’t just about
memorization, it’s about understanding the material, identifying knowledge gaps, and
building the test-taking strategies that lead to success.

This guide was designed to help you do exactly that.

Whether you’re preparing for a licensing exam, professional certification, or entry-level
qualification, this book offers structured practice to reinforce key concepts. You’ll find a
wide range of multiple-choice questions, each followed by clear explanations to help you
understand not just the right answer, but why it’s correct.

The content in this guide is based on real-world exam objectives and aligned with the types
of questions and topics commonly found on official tests. It’s ideal for learners who want to:

• Practice answering questions under realistic conditions,
• Improve accuracy and speed,
• Review explanations to strengthen weak areas, and
• Approach the exam with greater confidence.

We recommend using this book not as a stand-alone study tool, but alongside other
resources like flashcards, textbooks, or hands-on training. For best results, we recommend
working through each question, reflecting on the explanation provided, and revisiting the
topics that challenge you most.

Remember: successful test preparation isn’t about getting every question right the first
time, it’s about learning from your mistakes and improving over time. Stay focused, trust the
process, and know that every page you turn brings you closer to success.

Let’s begin.
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How to Use This GuideHow to Use This Guide

This guide is designed to help you study more effectively and approach your exam with
confidence. Whether you're reviewing for the first time or doing a final refresh, here’s how to
get the most out of your Examzify study guide:

1. Start with a Diagnostic Review

Skim through the questions to get a sense of what you know and what you need to focus on.
Your goal is to identify knowledge gaps early.

2. Study in Short, Focused Sessions

Break your study time into manageable blocks (e.g. 30 – 45 minutes). Review a handful of
questions, reflect on the explanations.

3. Learn from the Explanations

After answering a question, always read the explanation, even if you got it right. It reinforces
key points, corrects misunderstandings, and teaches subtle distinctions between similar
answers.

4. Track Your Progress

Use bookmarks or notes (if reading digitally) to mark difficult questions. Revisit these
regularly and track improvements over time.

5. Simulate the Real Exam

Once you're comfortable, try taking a full set of questions without pausing. Set a timer and
simulate test-day conditions to build confidence and time management skills.

6. Repeat and Review

Don’t just study once, repetition builds retention. Re-attempt questions after a few days and
revisit explanations to reinforce learning. Pair this guide with other Examzify tools like
flashcards, and digital practice tests to strengthen your preparation across formats.

There’s no single right way to study, but consistent, thoughtful effort always wins. Use this
guide flexibly, adapt the tips above to fit your pace and learning style. You've got this!
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Questions
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1. Tailgating, dumpster diving, and shoulder surfing are forms of which type
of attacks?
A. Social engineering attacks
B. Physical security attacks
C. Network attacks
D. Malware attacks

2. A worm spreading on the network can be stopped by:
A. Rebooting all machines
B. Installing antivirus on one machine
C. Disconnecting all infected computers from the network
D. Ignoring it and hoping it stops

3. Which staff members are typically involved in an emergency notification
system?
A. Administration, security, teachers, and sometimes IT and local emergency

services.
B. Students and vendors only.
C. Maintenance staff only.
D. Cafeteria staff only.

4. In emergencies, to whom should requests for student data from outside
parties be directed?
A. The student
B. The district counsel
C. The IT department
D. The designated authority

5. Which item does not belong to an acceptable AUP policy?
A. Ignore others' copyrights and intellectual property
B. Use company resources for business purposes only
C. Protect company data and assets
D. Respect privacy and confidentiality

Sample study guide, visit https://safeschoolstraining2.examzify.com
for the full version with hundreds of practice questions 6

SAMPLE



6. If your child uses your smartphone or tablet for games, what is
recommended?
A. Install a parental control application
B. Disable all games
C. Install random apps from unknown sources
D. Share device password with your child

7. If a student confides that he or she is a victim of dating violence, you
should ignore their statement unless you can find physical proof of abuse.
A. False
B. True
C. Not applicable
D. Unknown

8. Choose all that apply: Acceptable use policy (AUP) is a general policy that:
A. All of these
B. It covers only email usage
C. It applies only to administrators
D. It is optional for students

9. How should you document and preserve evidence after a safety incident?
A. Record detailed notes, collect witness statements, and secure any physical or

digital evidence per policy.
B. Delete all notes after 24 hours.
C. Only photograph the scene, no notes.
D. Rely on memory and oral reports alone.

10. Which statement best describes the district policy on weapons on school
property?
A. No weapons on school property, with exceptions for law enforcement in

official capacity.
B. Weapons are allowed on campus by staff for safety.
C. Students may possess nonlethal weapons with parental consent.
D. Weapons are permitted on campus only during school-sponsored events with

permission.
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Answers
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1. B
2. C
3. A
4. D
5. A
6. A
7. A
8. A
9. A
10. A
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Explanations

Sample study guide, visit https://safeschoolstraining2.examzify.com
for the full version with hundreds of practice questions 10

SAMPLE



1. Tailgating, dumpster diving, and shoulder surfing are forms of which type
of attacks?
A. Social engineering attacks
B. Physical security attacks
C. Network attacks
D. Malware attacks

These attacks target physical security by exploiting people and the environment to gain access or obtain
sensitive information. Tailgating happens when someone follows an authorized person through a secure door,
bypassing access controls. Dumpster diving involves searching through discarded materials to find documents
or data that can be used to breach security. Shoulder surfing is watching someone enter a password or PIN to
steal credentials. None of these rely on hacking networks or deploying malware; they rely on physical access,
disposal practices, and human behavior, which is why they’re categorized as physical security attacks. To
reduce risk, strengthen access controls, train people to avoid letting others piggyback, securely dispose of
sensitive information, and use privacy measures when entering credentials.

2. A worm spreading on the network can be stopped by:
A. Rebooting all machines
B. Installing antivirus on one machine
C. Disconnecting all infected computers from the network
D. Ignoring it and hoping it stops

Stopping a worm on a network hinges on containment—cutting off the path the worm uses to move from one
machine to another. The best immediate action is to disconnect all infected computers from the network. When
those machines are isolated, they can’t reach other devices to infect them, so the spread stops and you gain
time to clean and patch affected systems.  Rebooting every machine might remove the worm from some hosts,
but it doesn’t guarantee full removal and won’t stop new infections while the network remains connected.
Installing antivirus on a single machine helps that device, but it doesn’t prevent the worm from jumping to other
uninfected machines. Ignoring the problem allows the worm to continue spreading unchecked. Isolating the
infected systems directly interrupts transmission, which is the key step to halt the spread.

3. Which staff members are typically involved in an emergency notification
system?
A. Administration, security, teachers, and sometimes IT and local emergency

services.
B. Students and vendors only.
C. Maintenance staff only.
D. Cafeteria staff only.

An effective emergency notification system relies on a coordinated team across leadership, safety, classroom
staff, technology, and external responders. Administrators take the lead, initiating alerts and coordinating the
overall response. Security personnel monitor the situation, verify threats, and enforce safety protocols. Teachers
are essential in classrooms, translating alerts into concrete actions for students and ensuring everyone stays
safe. IT keeps the notification technology functioning—managing contact lists, mass messaging systems,
network reliability, and backups to ensure messages reach people quickly. Working with local emergency
services ensures guidance is accurate and responders are informed, creating a smooth, integrated response. 
That’s why the combination of administration, security, teachers, IT, and local emergency services best fits how
emergency notification systems operate. Other groups like students and vendors or single departments such as
maintenance or cafeteria staff don’t typically lead or manage the notification process.
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4. In emergencies, to whom should requests for student data from outside
parties be directed?
A. The student
B. The district counsel
C. The IT department
D. The designated authority

In emergencies, protecting student privacy while ensuring safety means the person or role designated to handle
data requests should be the first contact. The designated authority is empowered to review outside requests,
verify legitimacy, and decide whether a disclosure is appropriate under privacy laws and district policy. They also
handle documentation and ensure the release aligns with legal requirements, even in urgent situations. The
student isn’t the appropriate recipient for external requests, since they don’t have the authority to approve or
deny data sharing. The district counsel may provide legal guidance, but they aren’t the frontline contact for
routine external requests. The IT department manages technical access and systems, not the authorization to
disclose student information.

5. Which item does not belong to an acceptable AUP policy?
A. Ignore others' copyrights and intellectual property
B. Use company resources for business purposes only
C. Protect company data and assets
D. Respect privacy and confidentiality

An acceptable use policy defines how employees should use company resources and protects the organization,
emphasizing legal and ethical behavior. It expects you to respect copyrights and intellectual property, use
resources for work-related purposes, protect data and assets, and safeguard privacy and confidentiality. The
statement about ignoring others' copyrights and intellectual property is not acceptable because it promotes
illegal and unethical conduct, which an AUP is designed to prevent and punish. The other items fit because they
reflect responsible, security-minded use: using resources only for business purposes helps prevent abuse and
risk, protecting data and assets is a core security goal, and respecting privacy and confidentiality maintains trust
and compliance.

6. If your child uses your smartphone or tablet for games, what is
recommended?
A. Install a parental control application
B. Disable all games
C. Install random apps from unknown sources
D. Share device password with your child

The main idea is using safeguards to supervise a child’s device use. Installing a parental control application is
the best choice because it lets you tailor protection to your child’s needs. You can set time limits for gaming,
approve or block specific apps, restrict in-app purchases, filter content, and monitor activity. This keeps gaming
enjoyable and safe without resorting to drastic measures.  Disabling all games is too rigid and impractical for
everyday use. Installing random apps from unknown sources is risky and can expose the device to malware.
Sharing the device password removes an essential control and increases security and privacy risks.
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7. If a student confides that he or she is a victim of dating violence, you
should ignore their statement unless you can find physical proof of abuse.
A. False
B. True
C. Not applicable
D. Unknown

When a student confides dating violence, respond with care and take the disclosure seriously. Abuse can be
non-physical or ongoing, and a student may be in danger even if there isn’t visible evidence. Listen, validate their
feelings, and let them know you will help them stay safe. Don’t require physical proof before taking action; follow
your school’s policies to connect them with a counselor or administrator and, if the student is a minor, fulfill any
mandatory reporting requirements. Document the disclosure and the safety steps you discuss, and work with the
student to develop a safety plan and connect them with local resources or hotlines. The aim is to support the
student and prioritize their safety, not to wait for proof.

8. Choose all that apply: Acceptable use policy (AUP) is a general policy that:
A. All of these
B. It covers only email usage
C. It applies only to administrators
D. It is optional for students

An acceptable use policy sets broad rules for how school technology and networks can be used. It isn’t limited to
one thing like email; it covers email, internet access, devices, and online services, and it outlines expected
behavior, security, privacy, and consequences for misuse. Since it is meant for everyone who uses the school's
tech—students, staff, administrators, and even visitors—it isn’t restricted to administrators, and it’s not optional
for students. So the description that it encompasses all of these is the correct understanding. The other options
describe narrower scopes or voluntary participation that don’t match typical AUPs.
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9. How should you document and preserve evidence after a safety incident?
A. Record detailed notes, collect witness statements, and secure any physical or

digital evidence per policy.
B. Delete all notes after 24 hours.
C. Only photograph the scene, no notes.
D. Rely on memory and oral reports alone.

The main idea here is to create a complete, verifiable record of what happened after a safety incident.
Documenting everything well and preserving evidence ensures the incident can be understood later, investigated
properly, and used to guide corrective actions, while also maintaining accountability and legal or policy
compliance.  This best approach combines three elements that work together. First, recording detailed notes
with clear times, locations, people involved, what occurred, the sequence of events, injuries or property damage,
equipment involved, environmental conditions, actions taken, and notifications. These notes provide the
narrative backbone of the incident record. Second, collecting witness statements from those who observed or
were affected by the incident adds additional perspectives and helps reduce gaps or biases that any single
memory might have. Third, securing any physical or digital evidence per policy—properly labeling, storing, and
maintaining a chain of custody—ensures evidence isn’t altered or lost and remains admissible for review or
investigation.  Helpful context: documenting promptly helps capture accurate details before they fade, and
securing evidence prevents later disputes about what exists or what happened. For digital items, preserve
metadata and avoid overwriting files; for physical items, seal and log them in a controlled location with restricted
access.  Why the other options don’t fit: deleting notes erases part of the official record and undermines
accountability; photographing the scene without notes misses important context, timing, and actions taken;
relying on memory and spoken reports alone invites inaccuracies and bias and doesn’t provide a verifiable,
auditable trail.  In short, thorough documentation plus proper evidence preservation creates a reliable foundation
for investigation, corrective actions, and safety improvements.

10. Which statement best describes the district policy on weapons on school
property?
A. No weapons on school property, with exceptions for law enforcement in

official capacity.
B. Weapons are allowed on campus by staff for safety.
C. Students may possess nonlethal weapons with parental consent.
D. Weapons are permitted on campus only during school-sponsored events with

permission.
The main idea here is that school districts aim to keep the campus weapon-free for safety, with a clear, narrow
exception. The policy states that no weapons are allowed on school property, and the only allowed exception is
for law enforcement officers acting in their official capacity. This keeps the learning environment secure while
still allowing trained officers to be present when needed.  Think about the other options in terms of risk and
practicality: allowing weapons for staff for safety would create significant safety concerns and blur lines around
who can carry a weapon. Allowing students to possess nonlethal weapons with parental consent introduces
loopholes and potential harm. Permitting weapons during school-sponsored events, even with permission,
would extend risk to gatherings and activities. None of these fit the standard goal of a weapon-free campus with
a single, legitimate exception for official law enforcement.
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Next StepsNext Steps

Congratulations on reaching the final section of this guide. You've taken a meaningful step
toward passing your certification exam and advancing your career.

As you continue preparing, remember that consistent practice, review, and self-reflection
are key to success. Make time to revisit difficult topics, simulate exam conditions, and track
your progress along the way.

If you need help, have suggestions, or want to share feedback, we’d love to hear from you.
Reach out to our team at hello@examzify.com.

Or visit your dedicated course page for more study tools and resources:

https://safeschoolstraining2.examzify.com

We wish you the very best on your exam journey. You've got this!
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