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1. Which scenario can lead to a stack overflow?
A. Running a program with insufficient CPU resources
B. Having massive datasets, exceeding the memory limitations
C. Using an excessive number of recursive function calls
D. Accessing local files too frequently

2. What is 'public key encryption'?
A. A method of securing data with a single encryption key
B. A cryptographic method that uses a pair of keys—a public key

for encryption and a private key for decryption
C. A technique for hiding data in plain sight
D. A form of encryption that is only usable within a private

network

3. What would happen if a motor is set to a value of 255?
A. It would turn off
B. It spins at half speed
C. It runs at full speed and clockwise
D. It runs at full speed and counterclockwise

4. What does polymorphism in programming allow?
A. Different data types to be handled in the same way
B. Multiple instances of a class to coexist
C. Data structure retrieval without predefined keys
D. Limitations on class functionality

5. Which of the following best describes a stack overflow?
A. An error where the stack memory is exceeded
B. A slowdown in program execution
C. A feature for enhancing data processing
D. An optimization of system resources
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6. What is meant by 'endpoint' in API communication?
A. A set of protocols used to create backup connections
B. A specific location where an API can be accessed by a client

application
C. A framework that dictates data validation methods
D. A security measure that ensures data integrity during API

calls

7. Which of the following statements is true about modules in
programming?
A. Modules are used to write code in a single file
B. Modules are designed to hold related code components
C. Modules eliminate the need for testing
D. Modules are irrelevant in modern programming

8. What is the main purpose of using cloud storage?
A. To minimize network connectivity
B. To provide an alternative to traditional local storage
C. To increase the physical size of a computer’s hard drive
D. To restrict access to stored data

9. What does DNS stand for?
A. Dynamic Network System
B. Domain Name System
C. Data Networking Solution
D. Dedicated Name Service

10. In network configurations, what does DHCP eliminate the
need for?
A. Static IP assignments for each device
B. Dynamic coding practices
C. Manual router configurations
D. Authentication procedures for network access
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1. C
2. B
3. C
4. A
5. A
6. B
7. B
8. B
9. B
10. A
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Explanations
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1. Which scenario can lead to a stack overflow?
A. Running a program with insufficient CPU resources
B. Having massive datasets, exceeding the memory limitations
C. Using an excessive number of recursive function calls
D. Accessing local files too frequently

A stack overflow typically occurs when there are too many function calls active at the
same time, which can happen in particular with recursive function calls. When a function
calls itself, each call consumes a certain amount of stack space to hold its local variables
and state. If the recursion is too deep — meaning the function calls itself too many times
without reaching a base case that stops the recursion — the stack space can eventually be
exhausted. This leads to a stack overflow error, as there is no more stack memory
available to handle additional function calls.  In this scenario, a program trying to
execute a recursive function that does not have a proper termination condition or that
runs too long can drastically increase the call stack, leading to this overflow. Thus, this
option correctly identifies a situation that directly contributes to a stack overflow.
Understanding recursion and its limits is crucial for managing memory effectively in
programming to avoid such issues.

2. What is 'public key encryption'?
A. A method of securing data with a single encryption key
B. A cryptographic method that uses a pair of keys—a public key

for encryption and a private key for decryption
C. A technique for hiding data in plain sight
D. A form of encryption that is only usable within a private

network
Public key encryption is a cryptographic method that fundamentally relies on the use of
two distinct yet mathematically related keys: a public key and a private key. The public
key is widely distributed and can be shared with anyone, allowing them to encrypt
messages intended for the key's owner. Only the corresponding private key, which is kept
secret by the owner, can decrypt these messages.  This system enhances security because
even if someone intercepts the encrypted message, they would not be able to decrypt it
without access to the private key. This approach effectively resolves the problem of key
management commonly seen in symmetric encryption, where the same key is used for
both encryption and decryption, thus requiring secure exchange of the key between
parties.  In contrast to other responses, public key encryption does not employ a single
encryption key, nor is it limited to private networks or simply a technique for concealing
data. These distinctions underscore the pivotal role that the dual-key system plays in
ensuring secure communications in various applications, such as secure emails, digital
signatures, and data integrity verification.
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3. What would happen if a motor is set to a value of 255?
A. It would turn off
B. It spins at half speed
C. It runs at full speed and clockwise
D. It runs at full speed and counterclockwise

When a motor is set to a value of 255, it is being instructed to operate at the maximum
power output. In the context of many programming environments, particularly those used
for robotics and embedded systems, motor values typically range from 0 to 255, where 0
represents off and 255 signifies full speed.   Setting the motor to 255 generally causes it
to run at full speed in a predetermined direction, which is often clockwise unless
otherwise specified by the motor’s configuration or its wiring setup. Thus, if there’s no
context given that indicates a different operational setting, the assumption would be that
the motor would indeed run at full speed and clockwise.   The other potential options do
not align with the typical functionality of motor control using these scale values—turning
off or operating at half speed would require significantly lower values, while
counterclockwise rotation would typically be denoted by a negative scale or a value
distinct from the maximum forward speed setting.

4. What does polymorphism in programming allow?
A. Different data types to be handled in the same way
B. Multiple instances of a class to coexist
C. Data structure retrieval without predefined keys
D. Limitations on class functionality

Polymorphism in programming enables different data types, particularly objects of
different classes, to be treated as objects of a common superclass. This is particularly
beneficial in object-oriented programming, where polymorphism allows for methods to
process objects differently based on their actual derived class types while maintaining a
unified interface.   For instance, consider a method that accepts a parameter of a
common superclass type. You can pass any subclass instance to that method, allowing it
to execute the appropriate behavior depending on the actual class of object being
processed. This capability enhances code flexibility and reusability, as the same method
can operate on various data types that share a common interface.  The other options
reflect concepts that may relate to programming but do not accurately define what
polymorphism entails. While the coexistence of multiple instances of a class is relevant to
object-oriented programming, it does not capture the essence of polymorphism.
Similarly, the retrieval of data structures and limitations on class functionality are not
central to the, nor accurately expand upon, the concept of polymorphism.
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5. Which of the following best describes a stack overflow?
A. An error where the stack memory is exceeded
B. A slowdown in program execution
C. A feature for enhancing data processing
D. An optimization of system resources

A stack overflow occurs when a program uses more stack memory than is allocated for it.
The stack is a special region of memory that stores local variables and function call
information. When a function is called, a block of memory is allocated on the stack for
that function's execution. If a program has deep recursive calls or too many local
variables, it can exceed the stack's capacity, leading to a stack overflow error. This
typically results in the program crashing or exhibiting unexpected behavior, as the
memory intended for the stack starts to overwrite other critical data in memory.
Understanding stack overflow is essential for developers to write efficient, error-free
code, especially in applications that utilize recursion or large data structures in local
variables.

6. What is meant by 'endpoint' in API communication?
A. A set of protocols used to create backup connections
B. A specific location where an API can be accessed by a client

application
C. A framework that dictates data validation methods
D. A security measure that ensures data integrity during API

calls
In API communication, an 'endpoint' refers to a specific location where an API can be
accessed by a client application. This location is typically defined by a URL which
specifies where the API service resides and can receive requests and provide responses.
Each endpoint corresponds to a particular function of the API, allowing clients to
interact with the underlying system or retrieve specific data.   Endpoints can pertain to
various actions, such as retrieving data, sending data, updating records, or deleting
resources. For example, in a RESTful API for a library system, one might have endpoints
like `/books` to get a list of books or `/books/{id}` to access a specific book by its
identifier. The clarity and definition of endpoints are crucial for developers as they
dictate how to communicate with the API effectively.   In contrast, options like a set of
protocols for backup connections, a framework for data validation methods, and a
security measure for data integrity do not accurately capture the core concept of what an
endpoint represents in the context of API communication.
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7. Which of the following statements is true about modules in
programming?
A. Modules are used to write code in a single file
B. Modules are designed to hold related code components
C. Modules eliminate the need for testing
D. Modules are irrelevant in modern programming

Modules are essential tools in programming that promote organization and reusability of
code. When a statement asserts that modules are designed to hold related code
components, it highlights a fundamental principle of modular programming.   By
grouping together code that serves a similar purpose or functionality into a module,
programmers can create a clear structure for their applications. This means each module
can encapsulate specific functionality, making it easier to manage complexity in larger
codebases. When a module contains related components, developers can work on them
independently, enhance maintainability, and simplify debugging processes, as changes in
one module typically do not directly impact others.  This design philosophy benefits
collaboration among developers, allows for better documentation, and helps in unit
testing, where software can be tested in segments defined by module boundaries. This
modular approach is foundational to many programming languages and frameworks
today, contributing to improved organization and scalability of software projects.

8. What is the main purpose of using cloud storage?
A. To minimize network connectivity
B. To provide an alternative to traditional local storage
C. To increase the physical size of a computer’s hard drive
D. To restrict access to stored data

The primary purpose of using cloud storage is to provide an alternative to traditional
local storage. Cloud storage allows users to store data on remote servers that can be
accessed via the internet, rather than relying solely on local hardware such as personal
computers or external drives. This approach offers numerous advantages, including
scalability, accessibility from multiple devices, automatic backups, and potential cost
efficiency, especially for organizations that need to manage large amounts of data
without the need for extensive physical infrastructure.  Utilizing cloud storage means
users can retrieve their files from various locations and devices without the constraints
of physical storage limitations. It also helps facilitate collaboration by allowing multiple
users to access and edit shared files simultaneously. Since the data is stored off-site, it
adds an additional layer of security and redundancy, provided that the cloud service
provider employs robust data protection measures.  The other options do not capture the
essence of cloud storage's primary benefit. Minimizing network connectivity is not a
focus since cloud storage relies heavily on internet access. Increasing the physical size of
a computer's hard drive is not relevant, as cloud storage does not directly impact local
physical hardware. Finally, while access restrictions can be a feature of cloud storage,
the core purpose is not to restrict access, but rather to enable broader access and
flexibility for users
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9. What does DNS stand for?
A. Dynamic Network System
B. Domain Name System
C. Data Networking Solution
D. Dedicated Name Service

DNS stands for Domain Name System. This fundamental system in networking primarily
serves to translate human-friendly domain names, such as www.example.com, into IP
addresses, which are numeric and necessary for locating and identifying devices on a
network. The use of DNS simplifies the experience of using the internet, as users can
remember easy-to-type domain names rather than complex numerical addresses.  The
Domain Name System operates like a phone directory for the internet, allowing users to
send requests to reach specific servers hosting websites or services. This hierarchical
system consists of numerous servers that ensure that queries can be resolved efficiently
and effectively across the vast network of the internet.  Understanding DNS is critical for
grasping how the internet operates and how users access websites and services. It plays a
key role in website performance, accessibility, and the overall functionality of the
internet as it allows for the easy navigation of web resources.

10. In network configurations, what does DHCP eliminate the
need for?
A. Static IP assignments for each device
B. Dynamic coding practices
C. Manual router configurations
D. Authentication procedures for network access

Dynamic Host Configuration Protocol (DHCP) is a network management protocol used to
automate the process of configuring devices on IP networks. By enabling DHCP, network
administrators can assign IP addresses dynamically to devices on the network, removing
the need for each device to have a static IP address assigned manually.   Static IP
assignments require individual configuration on each device, which can be very
time-consuming and prone to human error, especially in larger networks where many
devices need to be connected. With DHCP, devices can automatically retrieve their IP
address and other necessary network configurations (like subnet mask, gateway address,
and DNS server information) from a DHCP server, streamlining network management
and enhancing flexibility.  The other options—dynamic coding practices, manual router
configurations, and authentication procedures for network access—do not relate directly
to the specific function of DHCP, which focuses mainly on IP address allocation rather
than these other aspects of network management.
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