Penetration Testing and
Vulnerability Analysis
Practice Exam (Sample)

Study Guide

BY EXAMZIFY

Everything you need from our exam experts!

Sample study guide. For the full version with hundreds of questions, visit:

https://pentestvulnerabilityanalysis.examzify.com




Copyright © 2026 by Examzify - A Kaluba Technologies Inc. product.

ALL RIGHTS RESERVED.

No part of this book may be reproduced or transferred in any form or by any
means, graphic, electronic, or mechanical, including photocopying,
recording, web distribution, taping, or by any information storage retrieval
system, without the written permission of the author.

Notice: Examzify makes every reasonable effort to obtain accurate,
complete, and timely information about this product from reliable sources.

Sample study guide, visit https://pentestvulnerabilityanalysis.examzify.com
for the full version with hundreds of practice questions



Table of Contents

Copyright ..o e e 1
Table of Contents ...........cccociiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeaeens 2
INtroduction ...........ccccciciiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiir e ceeeeae 3
How to Use This Guide ............cccociiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieniinens 4
L1011 =13 0 ) 1 7 5
ANSWETS ...iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiteteeentaacacosentosentonsncossntosensoscnsanss 9
EXplanations ...........cccoiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiiieiieetiacnttnenenes 11

LN T ] 1= 0 1 17




Introduction

Preparing for a certification exam can feel overwhelming, but with the
right tools, it becomes an opportunity to build confidence, sharpen your
skills, and move one step closer to your goals. At Examzify, we believe
that effective exam preparation isn’t just about memorization, it’s about
understanding the material, identifying knowledge gaps, and building
the test-taking strategies that lead to success.

This guide was designed to help you do exactly that.

Whether you’re preparing for a licensing exam, professional
certification, or entry-level qualification, this book offers structured
practice to reinforce key concepts. You’ll find a wide range of
multiple-choice questions, each followed by clear explanations to help
you understand not just the right answer, but why it’s correct.

The content in this guide is based on real-world exam objectives and
aligned with the types of questions and topics commonly found on
official tests. It’s ideal for learners who want to:

¢ Practice answering questions under realistic conditions,
e Improve accuracy and speed,

* Review explanations to strengthen weak areas, and

e Approach the exam with greater confidence.

We recommend using this book not as a stand-alone study tool, but
alongside other resources like flashcards, textbooks, or hands-on
training. For best results, we recommend working through each
question, reflecting on the explanation provided, and revisiting the
topics that challenge you most.

Remember: successful test preparation isn’t about getting every question
right the first time, it’s about learning from your mistakes and improving
over time. Stay focused, trust the process, and know that every page you
turn brings you closer to success.

Let’s begin.
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How to Use This Guide

This guide is designed to help you study more effectively and approach
your exam with confidence. Whether you're reviewing for the first time
or doing a final refresh, here’s how to get the most out of your Examzify
study guide:

1. Start with a Diagnostic Review

Skim through the questions to get a sense of what you know and what
you need to focus on. Your goal is to identify knowledge gaps early.

2. Study in Short, Focused Sessions

Break your study time into manageable blocks (e.g. 30 - 45 minutes).
Review a handful of questions, reflect on the explanations.

3. Learn from the Explanations

After answering a question, always read the explanation, even if you got
it right. It reinforces key points, corrects misunderstandings, and
teaches subtle distinctions between similar answers.

4. Track Your Progress

Use bookmarks or notes (if reading digitally) to mark difficult questions.
Revisit these regularly and track improvements over time.

5. Simulate the Real Exam

Once you're comfortable, try taking a full set of questions without
pausing. Set a timer and simulate test-day conditions to build confidence
and time management skills.

6. Repeat and Review

Don’t just study once, repetition builds retention. Re-attempt questions
after a few days and revisit explanations to reinforce learning. Pair this
guide with other Examzify tools like flashcards, and digital practice tests
to strengthen your preparation across formats.

There’s no single right way to study, but consistent, thoughtful effort
always wins. Use this guide flexibly, adapt the tips above to fit your pace
and learning style. You've got this!
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Questions




1. To access a sensitive database server located on a different

subnet by using a compromised web server as a pivot, which
technique should be used?

A. VPN tunneling

B. Port Forwarding

C. SSH reverse tunnel
D. Proxy chaining

2. As a penetration tester, you are tasked with conducting a
social engineering assessment to evaluate the susceptibility
of an organization to phishing attacks. You need to choose a
tool that allows you to perform phishing campaigns and

potentially bypass multi-factor authentication (MFA). Which
of the following tools should you use?

A. Burp Suite
B. Evilginx
C. Metasploit
D. Maltego

3. Which action best mitigates exposure of credentials in
logs?
A. Archive logs in plaintext for easy access.
B. Disable all logging.
C. Store logs in a publicly accessible location.
D. Exclude sensitive data from logs and encrypt storage.

4. How should you evaluate the effectiveness of using scripts
to validate scan results?

A. Scripts replace the need for human review entirely.

B. Scripts can automate tasks, reducing the time needed for

validation, but they may introduce errors if not properly
maintained.

C. Scripts always produce perfectly validated results.
D. Scripts are never used in validation.
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5. Approximately how many inputs are required to find a
collision in a hash function with an n-bit output by the
birthday bound?

A. 27 (n/2)
B.2"n
C.n

D. 27 (n/4)

6. In penetration testing terminology, what does data
exfiltration refer to?

A. Movement of data from the target environment to an external
location

B. Internal data backup
C. Encryption of data at rest
D. Developing new data schemas

7. What is the primary purpose of documenting
pre-engagement activities in a penetration test?

A. To log the client's payment terms.
B. To determine hardware inventory.
C. To define the test's success metrics.

D. To establish a clear understanding and agreement on the
testing process between all stakeholders.

8. A penetration tester is assessing a network and identifies a
multihomed host configured as a web server. The tester plans
to exploit a vulnerability in the web server to gain access to
the internal network. Which of the following actions should
the tester take to effectively utilize the multihomed host for
network penetration?

A. Exploit the web server vulnerability to pivot into the internal
network.

B. Patch the web server from the internet.
C. Disable the web server to prevent access.
D. Move laterally using a different host.
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9. 125kHz EM4100 RFID technology is vulnerable to cloning
due to what security limitation?

A. Excessively long key rotation

B. Lack of strong encryption for authentication data
C. Excessive use of dynamic sessions

D. Overly strong access controls

10. A penetration tester has found several vulnerabilities in a

scan that appear inconsistent with prior tests. What should
be done to validate the results?

A. Rerun the scan until it passes.
B. Ignore inconsistent results.

C. Investigate each vulnerability further by manually testing
whether the vulnerability exists on the target system.

D. Patch the system immediately without verification.
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Explanations




1. To access a sensitive database server located on a different

subnet by using a compromised web server as a pivot, which
technique should be used?

A. VPN tunneling

B. Port Forwarding
C. SSH reverse tunnel
D. Proxy chaining

Port forwarding is the technique that fits this pivoting scenario best. By using the
compromised web server as a conduit, you set up a tunnel so that a local port on your
machine is forwarded through the pivot to the database server on the different subnet.
This makes the database appear reachable on your own host, letting you connect to it as
if it were local. For example, you can establish a local port forward that forwards a port
on your machine to the database port on the target network through the pivot host, then
connect to localhost on that forwarded port to interact with the database. This approach
is precise and minimally invasive: you don't need a full VPN to rewrite network topology,
and you avoid exposing larger parts of the network. SSH reverse tunnels can work in
different NAT scenarios but are more complex and serve a different access pattern, while
VPN tunneling would create broader network access through the pivot, which is not as
targeted. Proxy chaining adds layers of proxies and isn’t the most direct path to reach a
specific database service. Port forwarding directly achieves access to the service on the
distant subnet through the pivot.

2. As a penetration tester, you are tasked with conducting a
social engineering assessment to evaluate the susceptibility
of an organization to phishing attacks. You need to choose a
tool that allows you to perform phishing campaigns and
potentially bypass multi-factor authentication (MFA). Which
of the following tools should you use?

A. Burp Suite

B. Evilginx
C. Metasploit

D. Maltego

The idea being tested is phishing campaigns that go beyond just stealing passwords by
also capturing the factors used for MFA, so you can evaluate whether an attacker could
gain access even when MFA is in place. Evilginx is designed for this scenario: it acts as a
man-in-the-middle proxy that sits between the user and the real service, presenting a
convincing login flow while quietly relaying credentials and MFA-related data (such as
session tokens or codes) back to the attacker. By harvesting these tokens, the tester can
reproduce an authenticated session without needing the user to complete an MFA
prompt on the actual service, which makes it a powerful tool for assessing MFA resilience
in a controlled, authorized engagement. Burp Suite is a general web app testing proxy
and can simulate many web interactions, but it’s not built specifically to bypass MFA
through phishing. Metasploit focuses on exploitation and payload delivery, not

phishing-based MFA bypass. Maltego is used for OSINT and relationship mapping, not for
conducting phishing campaigns.
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3. Which action best mitigates exposure of credentials in
logs?
A. Archive logs in plaintext for easy access.
B. Disable all logging.
C. Store logs in a publicly accessible location.
D. Exclude sensitive data from logs and encrypt storage.

Minimizing credential exposure in logs relies on data minimization and protecting what
remains. Excluding sensitive data from logs means credentials, tokens, and secrets aren’t
written or stored in plain text, reducing the chance they’ll be exposed if logs are
accessed. Encrypting storage adds a second layer of defense, so even if someone gains
access to the log files, the information remains unreadable without the decryption key.
Together, these practices cut the risk both at the moment of logging and while the logs
are stored. Archiving logs in plaintext increases exposure risk because secrets could be
read directly if the archives are accessed. Disabling all logging eliminates important
auditing and visibility, which hinders detection and response to incidents. Storing logs in
a publicly accessible location makes sensitive information trivially discoverable. By
excluding sensitive data and encrypting storage, you strike a balance between useful
logging and protecting credentials.

4. How should you evaluate the effectiveness of using scripts
to validate scan results?

A. Scripts replace the need for human review entirely.

B. Scripts can automate tasks, reducing the time needed for
validation, but they may introduce errors if not properly
maintained.

C. Scripts always produce perfectly validated results.
D. Scripts are never used in validation.

Automation can speed up validating scan results, but it requires careful governance and
ongoing maintenance. Using scripts to check outputs from security scans helps you
process large results quickly, enforce consistency, and catch obvious issues at scale. The
reason this is the best approach is that it acknowledges both the strength and the
limitation: automation reduces manual toil and accelerates validation, yet scripts can
introduce or miss problems if they're not kept up to date, tested, and properly aligned
with the scanning tool’s behavior. In practice, you'd evaluate effectiveness by looking at
how much time and effort the scripts save compared to manual validation, and by
monitoring the quality of the results produced. Key indicators include the reduction in
validation time, the rate of false positives or negatives detected during scripted checks,
and how well the scripts cover the range of expected findings. It’s also important to
assess maintainability—how easy it is to update the scripts when scan formats change,
how reproducible the validation is across environments, and whether there’s proper
logging, auditing, and version control so results can be traced and trusted. When scripts
are well-maintained, tested, and integrated with human review, they enhance reliability
without sacrificing accuracy. The other statements fall short because automation does
not guarantee perfect results and cannot fully replace human judgment. Scripts can
misinterpret outputs if scan formats evolve or if there are edge cases the script wasn’t
written to handle. They are also not universally applicable to every validation scenario,
and relying on them exclusively can hide subtle issues that a human reviewer would
catch. Similarly, saying scripts are never used ignores a fundamental reality of modern
testing: automation is a common, valuable tool for validation.
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5. Approximately how many inputs are required to find a
collision in a hash function with an n-bit output by the
birthday bound?

A. 27 (n/2)
B.2"n
C.n

D. 27 (n/4)

When assessing how many inputs are needed to find a collision in an n-bit hash, the key
idea is the birthday bound. The hash output space has 2" n possible values, and collisions
become likely once you’ve sampled enough inputs that the probability of at least one pair
sharing a value becomes significant. The number of input samples needed grows with the
square root of the number of possible outputs, because the number of possible pairs
grows quadratically while each pair has a 1 in 2" n chance of matching. Setting m~2 ~
27 n and solving for m gives m ~ 2~ (n/2). So about 2~ (n/2) inputs are required to expect
a collision with high probability. This is why the birthday bound points to the square-root
scale of the output space. The other options are far from this threshold: 2" n would mean
exhaustively checking all inputs, n is far too small, and 2~ (n/4) is not enough to reach
the collision likelihood predicted by the birthday paradox.

6. In penetration testing terminology, what does data
exfiltration refer to?

A. Movement of data from the target environment to an external
location

B. Internal data backup
C. Encryption of data at rest
D. Developing new data schemas

Data exfiltration is the unauthorized transfer of data from the target environment to an
external location under the control of the attacker. In a penetration test, it refers to
moving sensitive information out of the compromised network to demonstrate impact
and to evaluate how well detection and response controls catch or block such activity.
The transfer can use many channels—email, cloud storage, FTP, web requests to external
endpoints, or covert channels like DNS tunneling—so long as the destination is outside
the organization and the transfer isn’t authorized by the data owner. Internal data
backups are legitimate protective or recovery processes, encryption of data at rest is a
defensive measure to protect data while stored, and developing new data schemas relates
to data organization and design, not the act of moving data out of the environment.

Sample study guide, visit https://pentestvulnerabilityanalysis.examzify.com
for the full version with hundreds of practice questions



7. What is the primary purpose of documenting
pre-engagement activities in a penetration test?

A. To log the client's payment terms.
B. To determine hardware inventory.
C. To define the test's success metrics.

D. To establish a clear understanding and agreement on the
testing process between all stakeholders.

Documenting pre-engagement activities is about getting everyone on the same page
before testing starts. It captures how the test will be conducted, who is authorized to act,
what assets and methods are in scope, when testing will occur, how to contact the right
people, how data will be handled, and what the reporting and remediation expectations
are. This creates a formal agreement among the client, testers, and any other
stakeholders that defines the testing process, boundaries, and how success will be
judged. It helps ensure the work stays legal, ethical, and aligned with business goals,
while reducing the risk of scope creep and miscommunication. The other options fall
outside this core purpose: payment terms are a contract/finance concern, hardware
inventory is not the central focus of how the test will be performed, and while metrics

may be discussed, the primary aim of pre-engagement documentation is the agreed-upon
process and governance.

8. A penetration tester is assessing a network and identifies a
multihomed host configured as a web server. The tester plans
to exploit a vulnerability in the web server to gain access to
the internal network. Which of the following actions should

the tester take to effectively utilize the multihomed host for
network penetration?

A. Exploit the web server vulnerability to pivot into the internal
network.

B. Patch the web server from the internet.
C. Disable the web server to prevent access.
D. Move laterally using a different host.

Pivoting through a multihomed host is the key idea. When a server sits on two
networks—one exposed to the internet and another connected to the internal
network—the attacker can use a foothold gained on that host to reach internal systems
that aren’t directly reachable from the outside. Exploiting the web server vulnerability on
that host lets the tester establish a presence on the internal-facing side and move further
into the network from there, demonstrating how an otherwise isolated internal segment
can be accessed via a compromised boundary asset. Patching the web server from the
internet wouldn’t help the attacker reach internal hosts, disabling the server would

prevent the test, and moving laterally with another host wouldn’t leverage the bridge
provided by the multihomed setup.
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9. 125kHz EM4100 RFID technology is vulnerable to cloning
due to what security limitation?

A. Excessively long key rotation
B. Lack of strong encryption for authentication data
C. Excessive use of dynamic sessions

D. Overly strong access controls

125kHz EM4100 tags carry a fixed, unencrypted identification code and do not perform
cryptographic authentication with the reader. Because there’s no encryption or
challenge-response proving the tag’s authenticity, an attacker can read the tag’s ID and
copy it onto a clone tag. The access system then treats the clone as if it were the original,
enabling unauthorized access. This vulnerability comes from the lack of strong
encryption for the tag’s authentication data. The other options don’t fit because EM4100
does not implement key rotation, dynamic sessions, or overly strong access controls as
part of its fundamental operation.

10. A penetration tester has found several vulnerabilities in a
scan that appear inconsistent with prior tests. What should
be done to validate the results?

A. Rerun the scan until it passes.
B. Ignore inconsistent results.

C. Investigate each vulnerability further by manually testing
whether the vulnerability exists on the target system.

D. Patch the system immediately without verification.

Validating vulnerability findings requires manual verification to confirm whether the
issue actually exists on the target and is exploitable. Automated scanners often produce
false positives or miss context due to timing, network differences, authentication states,
or specific configurations. By performing targeted, hands-on checks on the live system,
you establish whether the vulnerability is real, understand its impact, and gather credible
evidence (such as command outputs, banners, logs, and configuration details). This may
involve rechecking service versions, patch levels, and settings, and conducting safe,
controlled tests with alternate methods or tools to corroborate the finding. This careful
verification reduces false positives and guides appropriate remediation.
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Next Steps

Congratulations on reaching the final section of this guide. You've taken
a meaningful step toward passing your certification exam and advancing
your career.

As you continue preparing, remember that consistent practice, review,
and self-reflection are key to success. Make time to revisit difficult
topics, simulate exam conditions, and track your progress along the way.

If you need help, have suggestions, or want to share feedback, we’d love
to hear from you. Reach out to our team at hello@examzify.com.

Or visit your dedicated course page for more study tools and resources:
https://pentestvulnerabilityanalysis.examzify.com

We wish you the very best on your exam journey. You've got this!
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