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1. What is referred to as Secondary Loss?

A. The reactions of primary stakeholders to a loss event

B. Losses incurred as a result of reactions from secondary
stakeholders

C. The overall financial impact of a primary loss
D. The initial loss event itself

2. Malicious, Error, Natural, and Failure are types of what?
A. Security Protocols
B. Threat Events
C. Risk Factors
D. Incident Reports

3. Firewalls, Physical Barriers, and Reducing Access are
examples of which types of control?

A. Mitigation
B. Transfer

C. Avoidance
D. Acceptance

4. Which factor typically increases the risk from social
engineering attacks?

A. Robust encryption measures

B. Employee awareness and training

C. Lack of security protocols and procedures
D. Frequent software updates

5. Which term refers to unintentional data breaches caused
by human error?

A. Accidental disclosure
B. Malicious attack

C. Dynamic threat

D. Controlled breach
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6. What is the unit of measure for Loss Event Frequency
(LEF)?

A. Percentage

B. Units

C. # (number)

D. Time period

7. What type of risk control focuses on eliminating the threat
entirely?

A. Transfer

B. Avoidance
C. Mitigation
D. Acceptance

8. How do we start the calibration process in risk assessment?
A. With a realistic estimate
B. With a series of assumptions
C. With an absurd estimate
D. With statistical analysis

9. In the FAIR framework, why is risk prioritization
necessary?

A. To ignore critical threats

B. To effectively allocate resources and attention to significant
risks

C. To follow standard procedures
D. To assess every risk equally

10. When assessing risk, what might indicate a high threat
level?

A. A history of past incidents

B. A low skill rating of the threat community

C. A lack of resources available to the community
D. An absence of specific motives
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1. What is referred to as Secondary Loss?

A. The reactions of primary stakeholders to a loss event

B. Losses incurred as a result of reactions from secondary
stakeholders

C. The overall financial impact of a primary loss

D. The initial loss event itself

Secondary loss encompasses the losses that arise not directly from the initial event, but
rather from the reactions and consequences that follow. In this context, it refers
specifically to the impact on an organization or individual due to the actions taken by
secondary stakeholders—those who are affected indirectly by the original loss event. For
instance, if a company suffers a data breach (the primary loss), the initial losses might
include direct costs such as recovery efforts or regulatory fines. However, as a result of
that breach, secondary stakeholders, such as customers or partners, may react
negatively—perhaps by withdrawing their support or choosing to take their business
elsewhere. These reactions can lead to additional financial losses, which are categorized
as secondary losses. Understanding secondary loss is essential for a comprehensive risk
management strategy, as it complements the assessment of primary loss, allowing
organizations to gauge the full spectrum of implications from a loss event. This ensures
better preparedness and response strategies that take into account not only direct
impacts but also the broader ripple effects stemming from stakeholder reactions.

2. Malicious, Error, Natural, and Failure are types of what?
A. Security Protocols
B. Threat Events
C. Risk Factors
D. Incident Reports

The categories mentioned—Malicious, Error, Natural, and Failure—are classifications of
threat events. Threat events refer to occurrences that can cause harm or disruption to an
organization's operations, assets, or individuals. Malicious threat events typically
involve intentional actions designed to cause damage, such as hacking or vandalism.
Error threat events arise from unintended actions, like human mistakes or software bugs,
that can lead to security breaches or system failures. Natural threat events include
natural disasters, such as earthquakes or floods, that can impact an organization's ability
to function. Failure events pertain to the failure of hardware or software, which can
disrupt normal operations. Understanding these classifications is crucial for
organizations as they help in identifying potential risks and preparing to manage or
mitigate them effectively. The emphasis on these types of threat events clarifies the
landscape of risks that organizations need to navigate, further underlining the
importance of a comprehensive risk management strategy.
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3. Firewalls, Physical Barriers, and Reducing Access are
examples of which types of control?

A. Mitigation
B. Transfer
C. Avoidance

D. Acceptance

The correct answer identifies Firewalls, Physical Barriers, and Reducing Access as
examples of avoidance controls. This classification is based on the primary goal of these
control measures, which is to prevent security incidents from occurring. Avoidance
strategies involve eliminating the risk by reducing the potential for threats or
vulnerabilities. Firewalls act as a barrier to block unauthorized access to networks, while
physical barriers, such as locks or security systems, deter physical entry into secure
areas. Additionally, reducing access refers to limiting permissions to necessary
personnel, which minimizes exposure to potential threats. In contrast, mitigation
controls focus on reducing the impact of risks after they have been identified, rather
than eliminating the risk entirely. Transfer controls involve shifting the impact of a risk
to another party, often through insurance or outsourcing. Acceptance controls
acknowledge the risk exists but decide to take no further action, often due to cost-benefit
considerations. Thus, these strategies differ significantly in their risk management
approaches compared to avoidance, which is aimed directly at preventing threats from
materializing in the first place.

4. Which factor typically increases the risk from social
engineering attacks?

A. Robust encryption measures
B. Employee awareness and training
C. Lack of security protocols and procedures

D. Frequent software updates

The factor that typically increases the risk from social engineering attacks is the lack of
security protocols and procedures. When organizations do not have established security
protocols in place, it creates vulnerabilities that social engineers can exploit. These
attackers often take advantage of employees' ignorance or lack of guidance regarding
security measures. Without clear protocols, employees may not know how to respond to
suspicious communications, making them more susceptible to manipulation. For
example, if there are no procedures for verifying identities or reporting suspicious
activity, an attacker can easily deceive an employee into providing sensitive information.
Lack of security measures can also include poor password policies or inadequate methods
for handling sensitive data, further contributing to risk. In contrast, robust encryption
measures, employee awareness and training, and frequent software updates are proactive
strategies designed to mitigate risks, including those from social engineering. Proper
training and awareness empower employees to recognize and report suspicious activities,
while encryption and updates help protect sensitive data against various threats.
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5. Which term refers to unintentional data breaches caused
by human error?

A. Accidental disclosure

B. Malicious attack
C. Dynamic threat
D. Controlled breach

The term that accurately reflects unintentional data breaches caused by human error is
"Accidental disclosure.” This term encompasses situations where sensitive or confidential
data is inadvertently exposed or shared without malicious intent. Such breaches
commonly occur through mistakes like sending an email to the wrong recipient, failing to
properly secure data, or misconfiguring privacy settings. In contrast, the other terms do
not pertain to unintentional breaches caused by human error. "Malicious attack" refers
to breaches where individuals deliberately target systems for harmful purposes.

"Dynamic threat" tends to describe evolving risks in the cybersecurity landscape rather
than specific incidents of accidental breaches. "Controlled breach" suggests a scenario in
which a breach is intentionally orchestrated with oversight, which does not align with the
definition of an unintentional event. Thus, "Accidental disclosure" is the term that
correctly captures the essence of unintentional data breaches due to human error.

6. What is the unit of measure for Loss Event Frequency
(LEF)?

A. Percentage
B. Units

C. # (number)

D. Time period

The unit of measure for Loss Event Frequency (LEF) is expressed as a count or number.
This metric represents how often loss events occur within a specified time frame, which
is essential for organizations to understand their risk exposure. By quantifying loss
events in terms of a numerical value, businesses can analyze trends, assess risk levels,
and develop strategies to mitigate potential losses. In the context of risk management,
LEF is often articulated in relation to time, such as "number of events per year" or
"number of events per month." This allows organizations to understand the frequency of
loss events over specific periods, making it easier to perform comparative analyses and
risk assessments. The emphasis on measuring frequency as a raw count underscores the
importance of tracing incidents to better inform future risk evaluations and
management. The other options may imply different contexts but do not accurately
encapsulate how LEF is quantified. For instance, a percentage might convey a proportion
of events relative to a total, while units and time periods pertain to measuring different
characteristics. However, the straightforward count of occurrences captures the essence
of LEF effectively.
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7. What type of risk control focuses on eliminating the threat
entirely?

A. Transfer
B. Avoidance

C. Mitigation
D. Acceptance

The type of risk control that focuses on eliminating the threat entirely is avoidance. This
strategy involves changing plans or processes to prevent the risk from occurring in the
first place. For example, if an organization identifies a risk associated with a particular
process or technology, it might decide to discontinue that process or switch to a more
secure technology altogether to eliminate the associated threat. In contrast, other
strategies serve different purposes. For instance, mitigation aims to reduce the impact or
likelihood of a risk occurring rather than eliminating it entirely. Transfer involves
shifting the risk to another party, often through insurance, which does not eliminate the
risk but rather moves the burden elsewhere. Acceptance accepts the risk as is,
acknowledging that it is an inherent part of the business, which also does not eliminate
the risk but rather prepares the organization to manage it if it occurs.

8. How do we start the calibration process in risk assessment?
A. With a realistic estimate
B. With a series of assumptions
C. With an absurd estimate

D. With statistical analysis

The calibration process in risk assessment is fundamentally based on establishing a
realistic and relevant foundation from which to measure and analyze risks effectively.
Starting with an absurd estimate undermines the validity of the entire risk assessment
process. Calibration aims to ensure that assessments reflect actual circumstances and
expectations rather than baseless or fanciful estimates. In risk assessment, realistic
estimates lead to more accurate and actionable insights, allowing organizations to make
informed decisions regarding risk management. This approach helps in creating a
credible baseline against which actual risks can be measured and compared. It ensures
that resources are allocated effectively and that mitigation strategies are relevant to
real-world scenarios. Other options, such as a series of assumptions or statistical
analysis, while important elements of the risk assessment process, do not serve as the
foundational starting point. Assumptions need to be based on realistic estimates to be
useful, and statistical analysis typically follows the establishment of initial, credible
estimates to help refine understanding of risks. Hence, beginning the calibration process
with an absurd estimate would lead to misguided assessments and misaligned risk
management strategies.
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9. In the FAIR framework, why is risk prioritization
necessary?

A. To ignore critical threats

B. To effectively allocate resources and attention to significant
risks

C. To follow standard procedures
D. To assess every risk equally

Risk prioritization is essential in the FAIR framework because it enables organizations to
focus their resources and attention on the risks that pose the most significant threats to
their objectives. By identifying and prioritizing risks based on their potential impact and
likelihood, organizations can make informed decisions on where to allocate resources,
implement controls, and improve risk management practices effectively. In a typical
organizational setting, it may be impractical or impossible to address every risk equally
due to limited resources. Hence, prioritization ensures that critical risks that could lead
to substantial losses or impair the achievement of strategic goals are managed
appropriately. This systematic approach enhances the overall risk management process,

allowing for a more effective response to potential risk events that could significantly
affect the organization.

10. When assessing risk, what might indicate a high threat
level?

A. A history of past incidents

B. A low skill rating of the threat community

C. A lack of resources available to the community
D. An absence of specific motives

A history of past incidents is a strong indicator of a high threat level when assessing risk.
This historical data provides valuable insight into previous behaviors and actions of
threat actors. If there have been numerous incidents in the past, it suggests that these
actors are active and may be likely to re-offend. This trend helps analysts understand
patterns, tendencies, and potential future actions, which is critical for risk assessment.
In contrast, low skill ratings of the threat community might suggest a reduced capacity
to carry out sophisticated attacks, which could lower threat levels rather than indicate a
high one. Similarly, a lack of resources available to the community could hinder their
ability to initiate threats effectively. Lastly, an absence of specific motives could indicate
that there is no drive or reason for a threat to occur, suggesting a lower threat level
rather than a high one. Thus, the presence of past incidents aligns most closely with a
higher likelihood of future threats, reinforcing its position as the correct answer.
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