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1. How does a security plan differ from a security
assessment?
A. A security plan evaluates risks, a security assessment

outlines security measures
B. A security plan outlines security measures, a security

assessment evaluates risks
C. A security assessment provides training guidelines, a security

plan does not
D. There is no difference; they are the same

2. What does the Facility Security Officer coordinate with?
A. Port officials
B. Federal law enforcement
C. Captain of the Port (COTP) and Company Security Officer

(CSO)
D. Local government agencies

3. What purpose does the Ship Security Alert System (SSAS)
serve?
A. To notify crew of drill timings
B. To alert authorities of a security threat
C. To monitor fuel levels
D. To maintain communication with other vessels

4. Which entity is responsible for enforcing ISPS Code
implementation?
A. Facility Security Officer
B. Designated Authority
C. United States Coast Guard
D. Port Authority

5. Who is typically designated as the owner or operator of a
vessel?
A. The person responsible for vessel maintenance.
B. The entity responsible for operational control and security

compliance.
C. Any individual who can operate a vessel legally.
D. The captain of the vessel at sea.
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6. What defines a major security breach on a vessel?
A. Unauthorized access to secure areas
B. Minor inconveniences for the crew
C. Routine security checks
D. Loss of cargo during transit

7. What does the abbreviation 'VPDSD' stand for?
A. Vessel Protocol for Designated Security Duties
B. Vessel Personnel with Designated Security Duties
C. Vessel Procedures for Disaster Security Duties
D. Vessel Protocol for Defense and Security Duties

8. What role does the Master of the vessel play in security
operations?
A. They execute all loading procedures
B. They manage shipping schedules
C. They oversee overall security and support the VSO
D. They are responsible for the vessel's insurance

9. What does vulnerability mean in maritime security?
A. Resistance to external threats
B. Adaptability of maritime operations
C. Susceptibility to security threats or breaches
D. Improvement of security measures

10. What is the purpose of the Maritime Security (MARSEC)
Directive?
A. To create non-mandatory guidelines for vessel safety.
B. To inform ship owners about cost-cutting measures.
C. To require specific security actions against potential

maritime threats.
D. To regulate shipping routes during peak seasons.

4Sample study guide. Visit https://mokashivso.examzify.com for the full version

SA
M

PLE



Answers
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1. B
2. C
3. B
4. B
5. B
6. A
7. B
8. C
9. C
10. C
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Explanations
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1. How does a security plan differ from a security
assessment?
A. A security plan evaluates risks, a security assessment

outlines security measures
B. A security plan outlines security measures, a security

assessment evaluates risks
C. A security assessment provides training guidelines, a security

plan does not
D. There is no difference; they are the same

A security plan is essentially a strategic document that outlines specific security
measures and protocols to mitigate identified risks. It provides guidance on how to
implement security strategies, detailing what actions will be taken to protect assets and
ensure safety. This includes outlining preventative measures, response protocols, and
responsibilities of personnel involved in security operations.  In contrast, a security
assessment is an evaluative process that identifies and analyzes potential threats and
vulnerabilities within a system or facility. It focuses on recognizing risks—both internal
and external—and evaluating the effectiveness of current security measures. The
assessment informs the creation of the security plan by providing critical insights into
what vulnerabilities need to be addressed and what resources might be necessary to
enhance security.  Understanding this distinction is vital for anyone involved in security
operations, as the security assessment is foundational to developing an effective security
plan. It’s through the assessment that risks are recognized and prioritized, which then
guides the strategic planning of security measures in the security plan.

2. What does the Facility Security Officer coordinate with?
A. Port officials
B. Federal law enforcement
C. Captain of the Port (COTP) and Company Security Officer

(CSO)
D. Local government agencies

The Facility Security Officer (FSO) plays a crucial role in the security management of a
facility, particularly in maritime and port operations. They are primarily responsible for
ensuring that the facility complies with the Maritime Transportation Security Act and
associated regulations. The FSO coordinates with the Captain of the Port (COTP) and
Company Security Officer (CSO) to ensure that security measures are effectively
implemented and maintained.  The COTP oversees safety and security in U.S. waters and
has authority over maritime security operations, making their collaboration with the FSO
essential for operational effectiveness and compliance. The CSO is responsible for
designating security measures at the company level, and the FSO works closely with them
to align facility operations with company policies and federal regulations.   This
coordination helps to create a comprehensive security plan that addresses potential risks
and ensures that all security measures are up to date, which is vital for protecting
against threats at the facility. Such collaboration is instrumental in ensuring that both
local facility operations and broader security protocols are consistently followed.
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3. What purpose does the Ship Security Alert System (SSAS)
serve?
A. To notify crew of drill timings
B. To alert authorities of a security threat
C. To monitor fuel levels
D. To maintain communication with other vessels

The Ship Security Alert System (SSAS) is designed specifically to enhance maritime
security by enabling ships to alert authorities in the event of a security threat. It acts as a
critical tool for proactively increasing safety measures in the maritime environment.
When the SSAS is activated, it sends a signal to the relevant authorities, indicating that
the vessel may be in danger or that a security breach is occurring. This instant
notification capability is essential in allowing emergency responders to take timely and
appropriate actions to protect the vessel, crew, and cargo.  In contrast, the other options
do not accurately reflect the primary function of the SSAS. The system is not intended for
notifying crew members about drill timings, monitoring fuel levels, or maintaining
communication with other vessels, which are addressed by different systems and
procedures in maritime operations.

4. Which entity is responsible for enforcing ISPS Code
implementation?
A. Facility Security Officer
B. Designated Authority
C. United States Coast Guard
D. Port Authority

The correct answer is the Designated Authority, which is typically the national authority
responsible for implementing and enforcing the International Ship and Port Facility
Security (ISPS) Code within a specific country. This authority is tasked with ensuring
that the maritime security measures defined in the ISPS Code are properly applied at
ports and facilities, as well as overseeing the compliance of ships and port facilities with
the security requirements set forth in the code.  The Designated Authority plays a crucial
role in the establishment of regulations, the guidance of security assessments, and the
issuance of security-related documentation. By functioning as the regulatory body, they
ensure that both the maritime industry and port facilities adhere to the international
standards aimed at enhancing security and preventing maritime security threats.  In
contrast, while the Facility Security Officer, United States Coast Guard, and Port
Authorities have specific roles and responsibilities in the context of maritime security,
they operate under the framework established by the Designated Authority. The Facility
Security Officer is responsible for the security of specific facilities, the United States
Coast Guard enforces maritime laws and regulations, and Port Authorities manage port
operations but are also guided by the overarching authority designated in their
jurisdiction to implement the ISPS Code.
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5. Who is typically designated as the owner or operator of a
vessel?
A. The person responsible for vessel maintenance.
B. The entity responsible for operational control and security

compliance.
C. Any individual who can operate a vessel legally.
D. The captain of the vessel at sea.

The owner or operator of a vessel is typically the entity responsible for operational
control and security compliance. This designation means that they hold the legal and
operational responsibilities for the vessel's operation, including adherence to safety and
security regulations as outlined by governing bodies. This role is crucial because it
encompasses not just the management of the vessel's day-to-day operations but also
ensuring that all security measures are in place to prevent any potential threats or
incidents.  While maintenance of the vessel is important, it doesn't encompass the
overarching responsibilities that the owner or operator must manage. Similarly, just
being a person who can legally operate a vessel does not equate to having the authority
or responsibilities that come with being the owner or operator. The captain, while pivotal
to the operation and navigation of the ship, does not hold the overarching operational
and compliance responsibilities attributed to the owner or operator in the context of
maritime security and operations. Thus, identifying the owner or operator as the entity
responsible for operational control and security compliance is key in understanding the
broader scope of vessel management.

6. What defines a major security breach on a vessel?
A. Unauthorized access to secure areas
B. Minor inconveniences for the crew
C. Routine security checks
D. Loss of cargo during transit

A major security breach on a vessel is defined by unauthorized access to secure areas.
This is critical because secure areas are typically where sensitive equipment,
information, or high-value cargo is stored, and gaining unauthorized access can pose
significant risks to the safety and security of the vessel, crew, and cargo. Ensuring that
only authorized personnel can enter these areas is fundamental to maintaining the
integrity of a vessel's security protocols.   In contrast, minor inconveniences for the crew
do not constitute a security threat or breach. Routine security checks are standard
procedures intended to prevent breaches and maintain safety rather than indicate a
breach. The loss of cargo during transit, while concerning, does not directly relate to the
security of the vessel; it could result from various factors, including operational errors or
weather conditions rather than security violations. Thus, unauthorized access to secure
areas stands out as the defining characteristic of a major security breach on a vessel.
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7. What does the abbreviation 'VPDSD' stand for?
A. Vessel Protocol for Designated Security Duties
B. Vessel Personnel with Designated Security Duties
C. Vessel Procedures for Disaster Security Duties
D. Vessel Protocol for Defense and Security Duties

The abbreviation 'VPDSD' stands for 'Vessel Personnel with Designated Security Duties.'
This term refers to individuals assigned specific responsibilities related to the security of
a vessel, ensuring that they are equipped with the necessary training and knowledge to
perform their duties effectively.   Understanding this designation is crucial for those
involved in maritime security operations, as it highlights the importance of clearly
defined roles and responsibilities in maintaining the security of vessels. These personnel
are pivotal in implementing the vessel security plan, responding to security threats, and
maintaining overall safety while at sea or in port. The designation ensures regulatory
compliance and reinforces the framework for security measures that protect the vessel
and its crew.   By focusing on "Personnel" in the definition, this term emphasizes the
human element of vessel security, which is essential for the effective management of
security risks.

8. What role does the Master of the vessel play in security
operations?
A. They execute all loading procedures
B. They manage shipping schedules
C. They oversee overall security and support the VSO
D. They are responsible for the vessel's insurance

The role of the Master of the vessel in security operations is crucial, as they are
responsible for overseeing overall security and supporting the Vessel Security Officer
(VSO). This includes ensuring that proper security measures and protocols are followed
aboard the vessel, which are essential for protecting the ship, crew, and cargo from
potential threats. The Master is in a position to make real-time decisions regarding
security issues and to coordinate with the VSO to implement security plans effectively.  
While the other options highlight important tasks related to vessel operations, they do
not specifically align with the Master’s role in security. Executing loading procedures,
managing shipping schedules, and handling insurance are all significant responsibilities,
but they fall outside the primary focus of security operations and the collaboration
involved with the VSO. The emphasis is on the Master’s leadership in maintaining a
secure environment on the vessel, making option C the most accurate choice.
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9. What does vulnerability mean in maritime security?
A. Resistance to external threats
B. Adaptability of maritime operations
C. Susceptibility to security threats or breaches
D. Improvement of security measures

In maritime security, the concept of vulnerability refers to susceptibility to security
threats or breaches. This can encompass various aspects of maritime operations,
including the physical infrastructure, personnel, procedures, and technologies involved.
Recognizing vulnerability is crucial because it helps security professionals identify and
assess potential risks that could lead to unauthorized access, damage, or other security
incidents.  Understanding vulnerability allows maritime security officers to implement
effective measures designed to mitigate these risks. By assessing vulnerabilities, they
can prioritize their security efforts, allocate resources more efficiently, and develop
comprehensive strategies that address the specific threats faced by vessels, ports, and
surrounding environments. This proactive approach is fundamental in establishing
resilient security practices within the maritime context.

10. What is the purpose of the Maritime Security (MARSEC)
Directive?
A. To create non-mandatory guidelines for vessel safety.
B. To inform ship owners about cost-cutting measures.
C. To require specific security actions against potential

maritime threats.
D. To regulate shipping routes during peak seasons.

The Maritime Security (MARSEC) Directive is primarily designed to establish mandatory
security measures for ships and port facilities in response to potential maritime threats.
It aims to enhance the safety and security of maritime operations by setting out specific
security protocols and actions that need to be implemented to protect against risks such
as terrorism, piracy, and other criminal activities at sea.  This directive plays a crucial
role in ensuring that vessel operators and port authorities are prepared and equipped to
respond effectively to security challenges. By requiring specific actions, the MARSEC
Directive facilitates a standardized approach to maritime security across different vessels
and facilities, thereby improving overall maritime safety and security.  The other options
do not align with the purpose of the MARSEC Directive. Non-mandatory guidelines for
vessel safety would lack the enforcement necessary for effective security, while informing
ship owners about cost-cutting measures and regulating shipping routes during peak
seasons do not address the immediate need for security actions against threats. Thus, the
focus of the MARSEC Directive on requiring specific security measures makes it essential
for maintaining effective maritime security.
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