
Mimecast Warrior – Email
Security, Cloud Gateway
Fundamentals Certification
Practice Exam (Sample)
Study Guide

Everything you need from our exam experts!

Sample study guide. Visit https://mimecastwarrior.examzify.com



Copyright © 2025 by Examzify - A Kaluba Technologies Inc. product.

ALL RIGHTS RESERVED.

No part of this book may be reproduced or transferred in any form or by any
means, graphic, electronic, or mechanical, including photocopying,
recording, web distribution, taping, or by any information storage retrieval
system, without the written permission of the author.

Notice: Examzify makes every reasonable effort to obtain from reliable
sources accurate, complete, and timely information about this product.

1Sample study guide. Visit https://mimecastwarrior.examzify.com for the full version

SA
M

PLE



Questions

2Sample study guide. Visit https://mimecastwarrior.examzify.com for the full version

SA
M

PLE



1. A Full Administrator can manage permissions of a Custom
Role. What two levels of rights can they grant to Services and
Menu Items?
A. View and Export
B. Delete and Edit
C. Activate and Deactivate
D. Add and Remove

2. What is the primary purpose of Mimecast's Email Security
service?
A. To enhance productivity through collaboration
B. To secure email communication from cyber threats
C. To provide cloud storage solutions
D. To manage IT infrastructure

3. What is the maximum number of Block List Hits that you
can configure in your Reputation Policy?
A. 1
B. 3
C. 5
D. 7

4. Which technique does Mimecast use to enhance email
security?
A. Data visualization technologies
B. Machine learning algorithms
C. Email marketing automation
D. Customer relationship management integration

5. Which feature of Mimecast provides an added layer of
protection against email threats?
A. Data Loss Prevention
B. Email Archiving
C. Targeted Threat Protection
D. Secure Messaging
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6. What takes precedence if an Entry is listed in both the
Permitted Senders and Blocked Senders Profile Groups?
A. Permitted Senders
B. Blocked Senders
C. Neither, they are ignored
D. Depends on the email subject

7. What is required for holding certain file types contained in
a ZIP file?
A. Specific Attachment Management settings
B. Custom Security Checks
C. A standard SMTP server
D. Archived policies

8. True or False: Phrases in the word/phrase match list need
to have hash tags around them.
A. True
B. False
C. Only for specific filters
D. Depends on system settings

9. What is the primary purpose of email logging in Mimecast?
A. To send alerts to users about promotions
B. To maintain a detailed record of email traffic
C. To edit email content before delivery
D. To enhance graphic designs of emails

10. Are Profile Groups automatically populated by being
linked to an Active Directory Group?
A. True
B. False
C. Depends on configuration
D. Only for certain users
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Answers
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1. B
2. B
3. C
4. B
5. C
6. A
7. A
8. B
9. B
10. B
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Explanations
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1. A Full Administrator can manage permissions of a Custom
Role. What two levels of rights can they grant to Services and
Menu Items?
A. View and Export
B. Delete and Edit
C. Activate and Deactivate
D. Add and Remove

The correct answer highlights that a Full Administrator can grant two specific levels of
rights—Delete and Edit—to Services and Menu Items within a Custom Role. This means
that the Full Administrator has the authority to not only modify existing services and
menu items but also remove them entirely from the system if necessary.   This capability
is crucial for maintaining control over the permissions assigned to different roles in an
organization. By allowing a Full Administrator to Edit, they can fine-tune the
functionalities associated with each service and menu item, ensuring that the user
experience aligns with the organization's needs. The ability to Delete ensures that any
services or menu items that are no longer relevant or required can be removed, thus
keeping the system organized and efficient.  The other options present different types of
interactions that may not fully encapsulate the pivotal responsibilities of managing roles
and permissions in a comprehensive way as Delete and Edit do. For instance, Activate and
Deactivate pertain to the operational status of services rather than managing
permissions directly, while Add and Remove focus more on the creation of new items
rather than editing existing permissions. Similarly, View and Export are focused on
observational capabilities rather than hands-on management of service functionalities.

2. What is the primary purpose of Mimecast's Email Security
service?
A. To enhance productivity through collaboration
B. To secure email communication from cyber threats
C. To provide cloud storage solutions
D. To manage IT infrastructure

The primary purpose of Mimecast's Email Security service is to secure email
communication from cyber threats. This includes protecting organizations from various
forms of attacks such as phishing, malware, and spam, which can compromise sensitive
information and disrupt business operations. Mimecast achieves this through a
combination of advanced filtering, threat intelligence, and content analysis, ensuring
that only legitimate emails reach users while malicious communications are blocked.   By
focusing on email security, Mimecast helps organizations maintain the integrity of their
communication channels, protect against data breaches, and comply with regulatory
requirements. This is crucial in today’s digital landscape where email remains a primary
vector for cyber threats.
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3. What is the maximum number of Block List Hits that you
can configure in your Reputation Policy?
A. 1
B. 3
C. 5
D. 7

The maximum number of Block List Hits that can be configured in your Reputation Policy
is 5. This setting allows administrators to specify the thresholds for determining the
reputation of an email sender based on various block list criteria. By enabling up to five
block list hits, organizations can fine-tune their security measures to better protect
against malicious emails and potential threats.  Utilizing multiple block lists helps to
improve the effectiveness of the reputation assessment, as it provides a broader view of
sender behavior and potential risks. When the hits from these lists reach the configured
limit, the system can take appropriate action, such as blocking or flagging the email for
further review. This capability is crucial for maintaining a secure email environment and
minimizing the risk of phishing or spam attacks.

4. Which technique does Mimecast use to enhance email
security?
A. Data visualization technologies
B. Machine learning algorithms
C. Email marketing automation
D. Customer relationship management integration

Mimecast utilizes machine learning algorithms as a key technique to enhance email
security. These algorithms analyze vast amounts of data to detect patterns and anomalies
indicative of malicious behavior, such as phishing attacks or spam. By employing
machine learning, Mimecast can continually improve its threat detection capabilities,
adapting to new and evolving threats in real time. This proactive approach not only helps
to identify known threats but also uncovers previously unknown attack vectors,
significantly strengthening overall email security for users.  In contrast to the other
options, data visualization technologies focus on presenting data in a visual format,
which, while beneficial for analysis, does not directly enhance security. Email marketing
automation relates to optimizing email campaigns and managing customer outreach,
rather than protecting against security threats. Customer relationship management
integration facilitates managing customer interactions but does not have a direct impact
on email security measures. Overall, the application of machine learning algorithms
stands out as a critical component of Mimecast's strategy to provide robust email
security solutions.
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5. Which feature of Mimecast provides an added layer of
protection against email threats?
A. Data Loss Prevention
B. Email Archiving
C. Targeted Threat Protection
D. Secure Messaging

Targeted Threat Protection is a crucial feature of Mimecast that enhances security
against sophisticated email threats, such as phishing, malware, and other types of
attacks. This feature employs advanced techniques to analyze both incoming and
outgoing emails, ensuring that potential threats are identified and mitigated before they
can cause harm.  The technology behind Targeted Threat Protection includes various
methods, such as URL protection, attachment sandboxing, and malicious link detection.
By assessing the content and the context of the communications, it helps organizations
stay one step ahead of attackers who constantly evolve their tactics.  In contrast, while
Data Loss Prevention, Email Archiving, and Secure Messaging are valuable components
of an organization's overall email strategy, they serve different purposes. Data Loss
Prevention focuses on preventing sensitive data leaks; Email Archiving is primarily about
storing emails for compliance and retrieval; and Secure Messaging ensures that
communications are encrypted. These features do not primarily target threats in the
same way that Targeted Threat Protection does.

6. What takes precedence if an Entry is listed in both the
Permitted Senders and Blocked Senders Profile Groups?
A. Permitted Senders
B. Blocked Senders
C. Neither, they are ignored
D. Depends on the email subject

In the scenario where an Entry is found in both the Permitted Senders and Blocked
Senders Profile Groups, the policy stipulates that the Permitted Senders take
precedence. This means that if a sender is listed in both groups, the system will allow
emails from that sender to be delivered, as the directive from the Permitted Senders
group supersedes the Blocked Senders group.   This prioritization is crucial in ensuring
that legitimate emails from trusted senders can bypass any blocking rules that are in
place, thereby reducing the risk of important communications being mistakenly filtered
out. It underscores the principle of trust in email communications, where known and
verified senders are favored over general restrictions that might apply to unknown or
potentially harmful sources.   The other choices do not apply because they either suggest
that the entries would be ignored or that the outcome depends on irrelevant factors like
email subject, which does not affect sender precedence in this context.
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7. What is required for holding certain file types contained in
a ZIP file?
A. Specific Attachment Management settings
B. Custom Security Checks
C. A standard SMTP server
D. Archived policies

Holding certain file types contained in a ZIP file requires specific attachment
management settings. Mimecast's attachment management features are designed to
analyze and manage the handling of file attachments, particularly within compressed
files like ZIP formats. These settings specify which file types are subject to certain
policies or actions, such as holding for review, quarantine, or blocking.  In practice, these
settings allow organizations to enforce rules that align with their security requirements.
For instance, if a particular file type is deemed high-risk, specific attachment
management rules can be configured to hold or block these files within ZIP archives
before they reach the end user. This proactive approach helps minimize the risk of
malware or other security threats embedded within files that are commonly compressed
for easier transfer.  The other options do not directly relate to the specific requirements
for holding file types in ZIP files. Custom security checks pertain to predefined security
measures that might not necessarily focus specifically on attachment types. A standard
SMTP server is essential for email transmission but does not dictate how attachments are
handled. Archived policies refer to data retention strategies and do not specifically
address how to manage file types in attachments.

8. True or False: Phrases in the word/phrase match list need
to have hash tags around them.
A. True
B. False
C. Only for specific filters
D. Depends on system settings

The statement is false because phrases in the word/phrase match list do not require hash
tags around them. In the context of email security systems like Mimecast, a word/phrase
match list is designed to identify specific terms or phrases that may trigger actions like
filtering or flagging emails. The format of how these phrases are inputted—whether with
hash tags or not—depends on the specific requirements and design of the system. In this
case, Mimecast allows phrases to be added directly without the need for special
characters such as hash tags, which simplifies the process for users and avoids confusion
in the configuration of filters and policies.   Thus, the correct answer aligns with the
standard operating procedures for configuring word/phrase matches in the Mimecast
system, emphasizing user-friendliness and straightforwardness in email filtering
practices.
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9. What is the primary purpose of email logging in Mimecast?
A. To send alerts to users about promotions
B. To maintain a detailed record of email traffic
C. To edit email content before delivery
D. To enhance graphic designs of emails

The primary purpose of email logging in Mimecast is to maintain a detailed record of
email traffic. This functionality is crucial for organizations as it allows for the tracking of
all incoming and outgoing emails, providing vital information about email flow,
timestamps, sender and receiver details, and the status of messages (e.g., delivered,
bounced, or quarantined). This record-keeping is essential for compliance, security
audits, troubleshooting, and understanding email performance. It helps businesses
monitor their email communications effectively and ensures that they have an accurate
history of all email interactions, which can be important for regulatory requirements and
internal policy enforcement.   In contrast, other options do not align with the core
functionalities of email logging; sending alerts about promotions, editing email content,
and enhancing graphic designs are unrelated to the primary logging process, which
focuses solely on documenting and analyzing email traffic.

10. Are Profile Groups automatically populated by being
linked to an Active Directory Group?
A. True
B. False
C. Depends on configuration
D. Only for certain users

Profile Groups in Mimecast are not automatically populated simply by being linked to an
Active Directory Group. This means that just linking a Profile Group to an Active
Directory Group will not lead to automatic inclusion of users within that Profile Group.
Instead, you typically need to define specific criteria or configurations to control how
users are populated into these Profile Groups, which allows for greater flexibility in
managing users and their permissions within Mimecast’s email security framework.  
When managing Profile Groups, administrators often must manually specify which users
should be included or use additional criteria, such as specific attributes or policies, to
automate user management effectively. This structured approach ensures that
administrators have more control over user access and permissions, tailored according to
organizational needs, rather than relying solely on default linking with Active Directory. 
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