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1. Which device would best verify the identity of a user on a
laptop?

A. Fingerprint scanner
B. Webcam

C. External hard drive
D. USB flash drive

2. What is a VLAN, and why is it used?

A. A Virtual Local Area Network; it improves physical network
speed

B. A Very Large Area Network; it extends a network globally

C. A Virtual Local Area Network; it segments a physical network
for better management

D. A Variable Local Area Network; it adapts to network demands

3. What device should be recommended to repair an airplane
while seeing and interacting with the repair manual?

A. Virtual reality headset
B. Smartphone

C. Augmented reality (AR) headset
D. Tablet with manual

4. What is malware?
A. A type of software that increases system performance
B. Malicious software designed to harm systems

C. A program that manages user interfaces
D. A tool for making backups

5. What does the term 'malware’' refer to?
A. Software that improves system performance

B. Software designed to harm or exploit any programmable
device

C. Software that is used for data backup

D. Software for user interface development
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6. What is the primary function of a load balancer?
A. To store data temporarily for fast access
B. To encrypt data during transmission

C. To distribute network or application traffic across multiple
servers

D. To backup data regularly to prevent loss

7. What device should be recommended for helping a person

with accessibility issues input instructions into a laptop using
a pen?

A. Mouse
B. Stylus
C. Touchpad
D. Trackball

8. What principle does the principle of least privilege
emphasize?

A. Granting full access to all users

B. Providing users with minimum levels of access necessary to
perform their job functions

C. Allowing unrestricted access to data
D. Offering maximum permissions to IT staff only

9. What is the difference between a public and private IP
address?

A. A public IP address is only used in local networks
B. A public IP address is accessible over the internet

C. A private IP address is accessible over the internet
D. A public IP address is exclusive to mobile networks

10. When is a VPN commonly used?
A. For backing up files remotely

B. To create a private connection over a public network
C. To access exclusively local resources
D. For downloading files faster
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1. Which device would best verify the identity of a user on a
laptop?

A. Fingerprint scanner
B. Webcam

C. External hard drive
D. USB flash drive

A fingerprint scanner is the most effective device for verifying the identity of a user on a
laptop because it uses biometric authentication. Biometric authentication relies on
unique physical characteristics of an individual—in this case, their fingerprint—to grant
access. This method provides a higher level of security compared to traditional passwords
or PINs, as fingerprints are unique to each individual and nearly impossible to replicate.
The other options do not serve the primary purpose of identity verification. A webcam
could potentially allow for facial recognition, but this is less common and less secure
than fingerprint scanning. An external hard drive and a USB flash drive are storage
devices that do not have any inherent capability to authenticate a user’s identity and are
unrelated to the process of verifying who is accessing the laptop. Thus, when considering
the best device for user identity verification on a laptop, the fingerprint scanner stands
out for its effectiveness and security features.

2. What is a VLAN, and why is it used?

A. A Virtual Local Area Network; it improves physical network
speed

B. A Very Large Area Network; it extends a network globally

C. A Virtual L.ocal Area Network; it segments a physical network
for better management

D. A Variable Local Area Network; it adapts to network demands

A VLAN, or Virtual Local Area Network, is a technology that allows for the segmentation
of a single physical network into multiple logical networks. Option C is correct because
VLANS enable administrators to group devices that are on different physical LANs into
the same broadcast domain. This segmentation improves network management by
allowing for better traffic control, enhanced security, and the ability to apply policies to
specific groups of devices. By using VLANSs, an organization can reduce the size of
broadcast domains, which can decrease unnecessary traffic and improve overall network
efficiency. Additionally, VLANs can enhance security by isolating sensitive information
and limiting access to that data only to those devices assigned to the specific VLAN. This
is particularly useful in environments where different departments or functions require
varied levels of access to network resources without needing to physically separate
devices. In contrast, other options describe incorrect interpretations of VLANSs or other
networking concepts. For example, the first option claims it improves physical network
speed, which is misleading because while VLANs can enhance network efficiency, they do
not inherently improve physical speed; that depends on other factors such as the
underlying infrastructure. The second option incorrectly describes VLANs as "Very Large

Area Networks," which fundamentally misrepresents what a VLAN is and its application.
Lastly, the fourth
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3. What device should be recommended to repair an airplane
while seeing and interacting with the repair manual?

A. Virtual reality headset

B. Smartphone

C. Augmented reality (AR) headset
D. Tablet with manual

The most suitable device for repairing an airplane while simultaneously seeing and
interacting with the repair manual is an augmented reality (AR) headset. This technology
allows users to overlay digital information, like maintenance manuals or schematics, onto
their view of the physical environment. This integration creates an interactive
experience, enabling technicians to visualize complex instructions and data in context,
right at the point of work. For example, an AR headset could display step-by-step
guidance directly on the airplane component being repaired, highlighting parts and
providing 3D visualizations. This is particularly beneficial in aviation where precision is
crucial and where it is often necessary to coordinate both physical tasks and information
seamlessly. Other devices, while useful in certain contexts, do not offer the same level of
interactive and immersive experience as AR. A virtual reality headset typically immerses
the user in a completely digital environment, isolating them from the physical task at
hand, which is not ideal for hands-on repairs. A smartphone and tablet can display
manuals and information, but these require the user to divert their attention away from
the physical work to read on-screen, which can be less efficient and more error-prone in
a complex repair situation.

4. What is malware?

A. A type of software that increases system performance

B. Malicious software designed to harm systems
C. A program that manages user interfaces
D. A tool for making backups

Malware, short for malicious software, refers specifically to software that is intentionally
designed to cause damage to computers, networks, or systems. This can include a variety
of harmful activities, such as stealing sensitive information, corrupting files, or
disrupting system operations. The defining characteristic of malware is its malicious
intent, which distinguishes it from other types of software that may be beneficial or
neutral. In the context of the other choices, software that increases system performance
or manages user interfaces focuses on enhancing user experience and system efficiency,
not causing harm. A tool for making backups is intended for data preservation and
recovery, emphasizing safety rather than damage. Therefore, the option identifying
malware as malicious software accurately captures its purpose and impact in the realm of
information technology.
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5. What does the term 'malware’' refer to?
A. Software that improves system performance

B. Software designed to harm or exploit any programmable
device

C. Software that is used for data backup
D. Software for user interface development

The term 'malware’ refers specifically to software that is designed to harm, exploit, or
gain unauthorized access to computers, networks, or devices. This category includes
various malicious software types, such as viruses, worms, Trojans, ransomware, and
spyware. The primary characteristic of malware is its intent to disrupt operations, gather
sensitive information, or perform other harmful actions without the user's consent. In
the context of computer security, understanding malware is crucial for implementing
effective protection measures and recognizing potential threats to an organization’s
information systems. Therefore, the focus on harmful actions makes the correct answer
stand out starkly from options that suggest beneficial software functionalities, such as
improving performance, backing up data, or developing user interfaces.

6. What is the primary function of a load balancer?
A. To store data temporarily for fast access
B. To encrypt data during transmission

C. To distribute network or application traffic across multiple
servers

D. To backup data regularly to prevent loss

The primary function of a load balancer is to distribute network or application traffic
across multiple servers. This process ensures that no single server becomes overwhelmed
with too much traffic, which can lead to performance degradation or downtime. By
intelligently routing user requests to different servers based on current load, the load
balancer enhances application availability, fault tolerance, and responsiveness. In
addition to distributing traffic evenly among servers, load balancers can also perform
health checks to monitor server performance, rerouting traffic away from servers that
are down or underperforming. This contributes to a more robust and reliable user
experience. The other options relate to different aspects of IT infrastructure. Temporary
data storage pertains to caching, encryption focuses on data security during
transmission, and regular data backups are crucial for data preservation but do not
involve load balancing traffic among servers. Thus, while all the functions mentioned are
important in IT, the specific role of load balancers is centered around managing and
optimizing network and application traffic.
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7. What device should be recommended for helping a person

with accessibility issues input instructions into a laptop using
a pen?

A. Mouse

B. Stylus
C. Touchpad

D. Trackball

A stylus is the most suitable device for someone with accessibility issues who needs to
input instructions into a laptop using a pen. A stylus allows for precise control and can
be used on touch-enabled screens, enabling users to write or draw directly on the display.
This is particularly beneficial for individuals who may have difficulty using traditional
input devices like a mouse or touchpad. Using a stylus can help cater to various
accessibility needs, as it supports more natural hand movements and the ability to
perform more intricate tasks than with a finger or other devices. Styluses are often
designed to work seamlessly with touchscreen technology, enhancing the user's
experience and making interaction more intuitive. In contrast, a mouse, touchpad, or
trackball may not offer the same level of direct interaction and precision that a stylus
provides, making it less ideal for those with specific accessibility concerns.

8. What principle does the principle of least privilege
emphasize?

A. Granting full access to all users

B. Providing users with minimum levels of access necessary to
perform their job functions

C. Allowing unrestricted access to data
D. Offering maximum permissions to IT staff only

The principle of least privilege emphasizes providing users with the minimum levels of
access necessary to perform their job functions. This security concept aims to reduce the
risk of accidental or malicious misuse of sensitive information and resources. By limiting
access, organizations can prevent unauthorized actions and limit potential damage in
case an account is compromised. For example, if an employee only needs access to
specific files to complete their tasks, granting them full access to all systems would
unnecessarily expose the organization to security risks. In applying this principle,
organizations can enforce a more robust security posture by ensuring that users cannot
access data or perform actions that fall outside their job requirements. This not only
helps protect sensitive information but also minimizes the chance of human error that
could lead to data breaches or compliance violations.
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9. What is the difference between a public and private IP
address?

A. A public IP address is only used in local networks
B. A public IP address is accessible over the internet

C. A private IP address is accessible over the internet
D. A public IP address is exclusive to mobile networks

A public IP address is accessible over the internet, which is the primary distinguishing
feature that sets it apart from a private IP address. Public IP addresses allow devices to
communicate with each other across the internet and are assigned by your Internet
Service Provider (ISP). These addresses must be unique throughout the entire internet,
ensuring that data is routed correctly to the appropriate destination. In contrast, private
IP addresses are reserved for use within local networks and cannot be accessed directly
from the internet. They are commonly used in home and office networks to allow multiple
devices to communicate internally. This distinction is crucial for network design and
security, as private IP addresses help preserve the limited number of public IP addresses
available and provide a layer of protection for devices on a local network.

10. When is a VPN commonly used?
A. For backing up files remotely
B. To create a private connection over a public network

C. To access exclusively local resources
D. For downloading files faster

A Virtual Private Network (VPN) is primarily used to create a secure and private
connection over a public network, such as the Internet. This technology employs
encryption and tunneling protocols to protect the data transmitted between the user’s
device and the server. By establishing this secure connection, users can safeguard their
sensitive information from potential eavesdropping or interception by unauthorized
parties. Using a VPN is particularly beneficial when accessing public Wi-Fi networks,
where security vulnerabilities are prevalent. It allows users to browse the internet, access
corporate networks, or connect to private resources from any location while maintaining
confidentiality and integrity of the data being transmitted. This capability is essential
for remote workers, travelers, or anyone needing to access restricted content or internal
company systems securely from outside the office environment. Thus, the primary
purpose of a VPN aligns with the need to securely connect to a network, making this
option the most applicable choice.

Sample study guide. Visit https://itspecialistmos25b.examzify.com for the full y6i%:i3H610 | Page 12



