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1. In Windows, what utility is used for disk management
tasks?

A. Device Manager

B. Disk Management tool
C. Task Manager

D. Command Prompt

2. In Active Directory, what is an Organizational Unit (OU)?
A. A section of the user interface
B. A database for storing user passwords

C. A container used to organize users and resources within a
domain

D. An administrative role for managing permissions

3. Which protocol is primarily used for sending emails?
A. FTP
B. SMTP
C. IMAP
D. HTTP

4. Which command in Linux would you use to troubleshoot
network connection issues?

A. ipconfig
B. traceroute
C. ping

D. Is

5. What does the acronym RAID O signify?
A. Redundant Array of Independent Disks; data mirroring
B. Redundant Array of Inexpensive Disks; for fault tolerance

C. Redundant Access for Independent Devices; for better
performance

D. Striping without redundancy, increasing performance but not
fault tolerance
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6. Which command can be used to run the Windows Defender
Firewall with Advanced Security tool in Command Prompt?

A. certmgr.msc
B. gpedit.msc
C. wif.msc

D. certlm.msc

7. What is a server's IP address?

A. A unique numerical label assigned to each device connected
to a computer network

B. A type of server hardware
C. A software application running on a server
D. An encrypted protocol for secure data transmission

8. What might be preventing Gabriela from sharing a folder
via NFS on Windows Server 2019?

A. The Server for NFS role is installed.
B. She is sharing to a Linux or UNIX computer.

C. She is not an administrator or part of the Administrator
group.

D. The folder is on a FAT32 filesystem.

9. How do you clear the screen in a Linux terminal?
A. Using the reset command
B. Using the clear command
C. Using the clean command
D. Using the cls command

10. What is the purpose of system logging on a server?
A. To enhance network speed

B. To record system events and errors for monitoring and
troubleshooting

C. To manage user authentication
D. To install software applications
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1. In Windows, what utility is used for disk management
tasks?

A. Device Manager
B. Disk Management tool

C. Task Manager
D. Command Prompt

The Disk Management tool is the correct choice for performing disk management tasks
in Windows. This utility allows users to manage the hard drives installed on their system
and includes functionalities such as creating, deleting, resizing, or formatting partitions.
Through the Disk Management interface, users can also change drive letters, convert
between partition types, and initialize new disks, all of which are essential for
maintaining and organizing storage. Other tools such as Device Manager, Task Manager,
and Command Prompt have very different purposes. Device Manager is used for
managing hardware devices and their drivers, Task Manager is focused on monitoring
system resources and managing running processes, while Command Prompt is a
command-line interface that can perform a variety of tasks but is not specifically
designed for disk management. Therefore, the Disk Management tool is the most
appropriate utility for this specific purpose.

2. In Active Directory, what is an Organizational Unit (OU)?
A. A section of the user interface
B. A database for storing user passwords

C. A container used to organize users and resources within a
domain

D. An administrative role for managing permissions

An Organizational Unit (OU) is a crucial structure within Active Directory that serves as a
container to organize users, groups, computers, and other organizational resources
within a domain. OUs allow for hierarchical structuring, making it easier to manage and
delegate administrative tasks. For example, an organization might create separate OUs
for different departments, like Marketing and Human Resources, to apply specific
policies or settings relevant only to those groups. Using OUs also facilitates delegation
of control. Administrators can assign permissions to a specific OU, allowing designated
users or groups to manage only that portion of the directory without providing them
access to the entire domain. This capability is significant for maintaining security and
operational efficiency. The other options do not accurately reflect the role of OUs within
Active Directory. While sections of the user interface, databases for passwords, and
administrative roles are important components of directory services, they do not embody
the organizational and structural purposes that an OU fulfills in managing a domain's
resources effectively.
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3. Which protocol is primarily used for sending emails?
A. FTP
B. SMTP
C. IMAP
D. HTTP

The protocol primarily used for sending emails is Simple Mail Transfer Protocol (SMTP).
SMTP is responsible for the transfer of email messages from the sender's mail server to
the recipient's mail server. When you send an email, your email client communicates with
the server using SMTP to relay the email to the recipient's mail server. SMTP is
specifically designed for this purpose, facilitating the sending of emails through a
reliable connection. It specifies how email messages should be formatted and
transmitted, ensuring that emails reach their intended destination. In contrast, other
protocols listed serve different functions. FTP (File Transfer Protocol) is used for
transferring files between systems, IMAP (Internet Message Access Protocol) is utilized
for retrieving and managing emails from a mail server, and HTTP (Hypertext Transfer
Protocol) is mainly used for accessing web pages. Each of these protocols has its specific
role in internet communication, but SMTP is the go-to protocol for the sending of emails.

4. Which command in Linux would you use to troubleshoot
network connection issues?

A. ipconfig
B. traceroute
C. pin

D. Is

Using the ping command is an effective way to troubleshoot network connection issues
because it allows you to check the reachability of a host on a network. When you execute
this command, it sends ICMP (Internet Control Message Protocol) Echo Request packets
to the specified IP address or hostname. If the target host is reachable, it responds with
ICMP Echo Reply packets. This process helps determine if there is connectivity between
your machine and the remote host, and it can also provide information about the
round-trip time for the packets. The ping command is particularly useful for diagnosing
issues such as network outages, firewall configurations, or hostname resolution
problems. A consistent failure to receive replies indicates a potential problem at either
the local or remote end, helping in pinpointing where troubleshooting efforts should
focus. In contrast, while the other options like traceroute and ipconfig are also useful
networking tools, they serve different purposes. Traceroute is designed to track the path
packets take to reach a destination, which can help identify where delays occur along the
route. Ipconfig, primarily used in Windows environments, displays network configuration
details rather than testing connectivity. The Is command is used for listing files and
directories in Linux, which is unrelated to network troubleshooting.
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5. What does the acronym RAID O signify?
A. Redundant Array of Independent Disks; data mirroring
B. Redundant Array of Inexpensive Disks; for fault tolerance

C. Redundant Access for Independent Devices; for better
performance

D. Striping without redundancy, increasing performance but not
fault tolerance

The acronym RAID O stands for "Redundant Array of Independent Disks," and it
specifically refers to a configuration where data is striped across multiple disks. This
striping process enhances performance by allowing simultaneous read and write
operations across the different disks, effectively increasing input/output (I/0)
throughput. However, a critical characteristic of RAID O is that it offers no redundancy
or fault tolerance. This means that if any single disk in the RAID 0 array fails, all data
within that array is lost, since there are no copies or mirrors of the data stored anywhere
else. Therefore, while RAID 0 improves performance, it does not provide a safety net for
data protection, making it essential to have backups or alternative data protection
strategies when using this RAID level. In summary, RAID 0 is focused on maximizing
performance through striping, and the absence of redundancy is a key feature that

distinguishes it from other RAID configurations that include data protection
mechanisms.

6. Which command can be used to run the Windows Defender
Firewall with Advanced Security tool in Command Prompt?

A. certmgr.msc
B. gpedit.msc
C. wf.msc

D. certlm.msc

The command to run the Windows Defender Firewall with Advanced Security tool in the
Command Prompt is "wf.msc." This command directly opens the firewall management
interface, allowing users to configure settings, create inbound and outbound rules, and
manage other firewall-related options. Understanding the context of the other
commands is helpful for clarity. "certmgr.msc" is used for managing user certificates,
while "gpedit.msc" is employed to open the Group Policy Editor, which is used to set
policies for the system. On the other hand, "certlm.msc" accesses the local machine’s
certificate store. None of these commands relate to the management of the firewall
specifically, making "wf.msc" the correct choice for that purpose.
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7. What is a server's IP address?

A. A unique numerical label assigned to each device connected
to a computer network

B. A type of server hardware
C. A software application running on a server
D. An encrypted protocol for secure data transmission

A server's IP address is indeed a unique numerical label assigned to each device
connected to a computer network. This uniqueness is essential for identification and
communication across the network, allowing different devices to send and receive data
effectively. An IP address serves as a means of locating a server on a network and can be
compared to a home address in that it tells other devices where to send information. In
a network, every device, including servers, routers, and computers, requires an IP
address to facilitate data exchange. Without this unique identification, it would be
challenging for devices to distinguish between one another, leading to communication
failures or misdirected information. The other choices present concepts that don’t align
with the definition of an IP address. A type of server hardware refers to the physical
components that make up the server, while a software application running on a server
involves programs that operate on the server rather than its identity on the network. An
encrypted protocol for secure data transmission pertains to methods of securing data as
it travels, but does not address what an IP address is or does within the context of
networking.

8. What might be preventing Gabriela from sharing a folder
via NFS on Windows Server 2019?

A. The Server for NFS role is installed.
B. She is sharing to a Linux or UNIX computer.

C. She is not an administrator or part of the Administrator
group.

D. The folder is on a FAT32 filesystem.

In the context of sharing a folder via Network File System (NFS) on Windows Server
2019, the correct reasoning behind the answer relates to the limitations of the filesystem
being used. When a folder is stored on a FAT32 filesystem, it is not suitable for advanced
sharing functions like NFS. FAT32 has several restrictions that can hinder its ability to
support complex sharing protocols effectively. Specifically, it lacks support for certain
permissions and features that NFS relies on to operate properly, such as file ownership
and advanced security attributes. NFS typically requires NTFS, which is optimized for
network sharing and provides the necessary support for those features. Thus, having the
folder on a FAT32 filesystem would indeed prevent Gabriela from successfully sharing it
via NFS, as the necessary functionality and permission structures do not exist on that
type of filesystem, leading to sharing issues. Options regarding the Server for NFS role,
sharing to Linux or UNIX systems, and administrative privileges may present challenges
in different scenarios, but they do not directly invalidate the ability to share a folder in
the same way that the restrictions of the FAT32 filesystem do.
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9. How do you clear the screen in a Linux terminal?
A. Using the reset command

B. Using the clear command
C. Using the clean command

D. Using the cls command

Clearing the screen in a Linux terminal can be accomplished effectively using the clear
command. This command is specifically designed to remove all previous output from the
terminal window, providing a clean interface for the user to continue working. When the
clear command is executed, it sends an escape sequence to the terminal to reset the
display, making it appear as though the screen is blank without disrupting any running
processes. The other options listed are not intended for clearing the screen in the same
straightforward manner. For instance, while the reset command might reset terminal
settings and could lead to a clearing of the display, its primary function is to restore the
terminal to its default state rather than simply clearing the screen. The clean command
is not a standard command in Linux and would not perform the desired action. Similarly,
the cls command is commonly used in Windows command prompt to clear the screen but
is not recognized in the Linux environment, making it ineffective for this purpose.

10. What is the purpose of system logging on a server?
A. To enhance network speed

B. To record system events and errors for monitoring and
troubleshooting

C. To manage user authentication
D. To install software applications

The purpose of system logging on a server is to record system events and errors for
monitoring and troubleshooting. This process is crucial for maintaining the health and
performance of a server because it provides a detailed account of what is happening
within the system, allowing administrators to track various activities, identify issues, and
respond to anomalies. Proper logging can capture security incidents, system failures,
application errors, and more, thus facilitating analysis and informed decision-making.
This capability is fundamental for diagnosing problems, as logs can reveal patterns or
specific errors that signify underlying issues, enabling proactive management of the
server environment. By utilizing the information captured in logs, system administrators
can enhance their ability to maintain server stability and security, ensuring that
operations run smoothly and efficiently.
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