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1. Your bank is implementing a token-based solution for
authentication. What type of authentication will they be
using?
A. Single-factor authentication
B. Multifactor authentication
C. Knowledge-based authentication
D. Certificate-based authentication

2. Which utility would you use to monitor CPU usage of
individual processes updated every three seconds?
A. ps
B. htop
C. top
D. vmstat

3. In the address
ab00:fc87:234a:0090:5120:ffab:bc8a:0098/23, what does the
/23 indicate?
A. The number of bits in the host portion of the address
B. The total number of bits in the address
C. The number of bits in the network portion of the address
D. The number of available IP addresses

4. Which of these would be considered the most important
part of cryptography?
A. Protecting the algorithms
B. Managing the keys
C. Encrypting the data
D. Protecting the keys

5. Which security measure is designed to protect a network
by blocking unauthorized access while permitting outward
communication?
A. Intrusion Detection System
B. Firewall
C. Virtual Private Network
D. Router
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6. If your web browser generates a certificate error, which of
the following is mostly likely to be the case?
A. The CA has been compromised
B. The digital signature of the CA on the certificate is invalid
C. The certificate has expired
D. The server is not using SSL

7. In response to SQL injection errors detected in a
commercial web application, which action would NOT be a
part of remediation?
A. Implementing proper input validation
B. Changing the access permissions to the database
C. Decrypting the database
D. Utilizing prepared statements in code

8. In which scenario is ARP spoofing most likely occurring?
A. Files are extremely slow to download
B. Many ARP requests are sent simultaneously
C. ARP responses are received without corresponding requests
D. All devices are showing the same MAC address

9. The frequent appearance of popup ads while browsing the
web is an indication of what type of malware?
A. Spyware
B. Ransomware
C. Adware
D. Trojan horse

10. H.245 is used for what aspects of an H.323 session?
A. Authentication and encryption
B. Capabilities exchange
C. Session initiation
D. Data transmission
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Answers
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1. B
2. C
3. C
4. D
5. B
6. B
7. C
8. C
9. C
10. B
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Explanations
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1. Your bank is implementing a token-based solution for
authentication. What type of authentication will they be
using?
A. Single-factor authentication
B. Multifactor authentication
C. Knowledge-based authentication
D. Certificate-based authentication

The implementation of a token-based solution for authentication indicates the use of
multifactor authentication. This is because token-based systems typically require users to
provide a combination of two or more different factors to verify their identity.   In a
multifactor authentication setup, one factor is generally something the user knows (like
a password), and the second factor is something the user possesses (such as a hardware
token, a mobile device app that generates a code, or a physical smart card). The use of a
token adds an additional layer of security by ensuring that even if a password is
compromised, access to the protected resource would still require the possession of the
token.  This is distinctly different from single-factor authentication, which relies on just
one method, such as a password alone. Knowledge-based authentication, which involves
something the user knows, does not include a physical item like a token.
Certificate-based authentication relies on digital certificates to authenticate users or
devices, which doesn’t directly involve token-based methods. Therefore, the token-based
solution aligns with the principles of multifactor authentication, making it the correct
answer.

2. Which utility would you use to monitor CPU usage of
individual processes updated every three seconds?
A. ps
B. htop
C. top
D. vmstat

The most suitable utility for monitoring CPU usage of individual processes, updated every
three seconds, is top.   Top is a widely used command-line tool that provides a real-time
view of system processes and their resource consumption. One of its key features is its
ability to refresh the display at a configurable interval, with the default being every three
seconds. This real-time monitoring is crucial for system administrators and users who
need to evaluate the performance and resource usage of running applications promptly. 
While htop also provides a similar function with a more user-friendly interface that
allows users to view CPU and memory usage of processes, it may not be set to update
specifically every three seconds by default. Instead, users can customize its refresh rate,
but it is not the primary designed function compared to top.  The ps command is static
and provides a snapshot of currently running processes without continuous updates,
making it less suitable for real-time monitoring. vmstat focuses more on overall system
performance statistics related to virtual memory, processes, and CPU activity, rather
than individual process monitoring.  Therefore, top is the most appropriate choice for
monitoring CPU usage of individual processes with the desired update frequency.

8Sample study guide. Visit https://giacsecurityessentials.examzify.com for the full version

SA
M

PLE



3. In the address
ab00:fc87:234a:0090:5120:ffab:bc8a:0098/23, what does the
/23 indicate?
A. The number of bits in the host portion of the address
B. The total number of bits in the address
C. The number of bits in the network portion of the address
D. The number of available IP addresses

The notation "/23" in the address ab00:fc87:234a:0090:5120:ffab:bc8a:0098/23 indicates
the number of bits used for the network portion of the address. In an IPv6 address, which
consists of 128 bits total, the "/23" specifies that the first 23 bits are designated for the
network portion, while the remaining bits are allocated for the host portion.  By defining
the network portion using this bit-length, it allows network routers and devices to
effectively distinguish between addresses that belong to the same network and those that
belong to different networks. The choice of how many bits to allocate for the network
versus the host portion is crucial for proper routing and network management.  This
understanding is essential for network administrators when designing subnet structures,
managing IP allocations, and implementing security protocols within a network.

4. Which of these would be considered the most important
part of cryptography?
A. Protecting the algorithms
B. Managing the keys
C. Encrypting the data
D. Protecting the keys

The most important part of cryptography is protecting the keys. In cryptographic
systems, keys are essential for both encryption and decryption processes. If an attacker
gains access to the cryptographic keys, they can easily bypass security measures and
decrypt sensitive data, rendering the encryption ineffective.   Key management involves
generating, storing, distributing, and revoking keys. However, the act of protecting them
is paramount because no matter how secure the algorithms or encryption methods are,
compromised keys can lead to a total failure of the cryptographic system's intended
security. Thus, ensuring that keys are properly safeguarded from unauthorized access or
theft is critical in maintaining the integrity and confidentiality of encrypted information. 
Protecting the algorithms, managing the keys, and encrypting the data are important
aspects of a comprehensive cryptographic strategy, but they do not hold the same level of
significance as ensuring that the keys themselves are secured. This emphasis on key
protection underscores the necessity of implementing strong key management practices.
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5. Which security measure is designed to protect a network
by blocking unauthorized access while permitting outward
communication?
A. Intrusion Detection System
B. Firewall
C. Virtual Private Network
D. Router

The correct choice is a firewall, which is specifically designed to safeguard a network by
controlling inbound and outbound traffic based on predetermined security rules.
Firewalls act as a barrier between a trusted internal network and untrusted external
networks, such as the internet. They inspect the data packets that attempt to enter or
exit the network and allow or block them based on the established security policies.  A
firewall can help prevent unauthorized access to the network while still allowing users
within the network to communicate outwardly with external systems. This dual
functionality is crucial for maintaining both security and usability in network
environments.  In contrast, an Intrusion Detection System is primarily focused on
monitoring network traffic for suspicious activity and potential threats rather than
actively blocking unauthorized access. A Virtual Private Network (VPN) secures remote
access to a network by encrypting data transmitted over the internet but does not
inherently control access to the network itself. A router, while essential for directing data
between networks, does not manage security aspects, focusing instead on the forwarding
of data packets.

6. If your web browser generates a certificate error, which of
the following is mostly likely to be the case?
A. The CA has been compromised
B. The digital signature of the CA on the certificate is invalid
C. The certificate has expired
D. The server is not using SSL

When a web browser generates a certificate error, one of the most common reasons is the
invalid digital signature of the Certificate Authority (CA) on the certificate. This indicates
that the browser is unable to verify the authenticity or trustworthiness of the certificate.
Browsers rely on a chain of trust that begins with known and trusted CAs. If the digital
signature is invalid, it can mean that the certificate has been tampered with, or it was
issued by a CA that the browser does not trust or recognize.   This scenario is crucial in
ensuring safe browsing experiences; a valid digital signature assures users that the entity
they are communicating with is indeed who they claim to be, safeguarding them against
malicious activities.  While there can be other reasons for certificate errors, such as
expired certificates and compromised CAs, the invalidity of the CA's digital signature
specifically highlights a failure in the authentication process between the browser and
the server, making this the most relevant scenario connected to a certificate error.
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7. In response to SQL injection errors detected in a
commercial web application, which action would NOT be a
part of remediation?
A. Implementing proper input validation
B. Changing the access permissions to the database
C. Decrypting the database
D. Utilizing prepared statements in code

Decrypting the database would not be a part of the remediation process in response to
SQL injection errors. SQL injection attacks typically exploit vulnerabilities in how user
input is handled in SQL queries, allowing attackers to manipulate the database through
crafted input. Remediation efforts focus on preventing such exploitation by ensuring that
user inputs are properly validated, query parameters are used securely, and database
access permissions are appropriately restricted.  Implementing proper input validation
helps thwart injection attempts by ensuring that input follows an expected format,
effectively reducing the risk of malicious code being executed. Utilizing prepared
statements safeguards against SQL injection by separating user data from SQL
commands, making it impossible for attackers to alter the intended SQL query. Changing
database access permissions can limit the potential impact of SQL injection by restricting
what actions can be performed by the application on the database.  Decrypting the
database does not directly address SQL injection vulnerabilities and is unrelated to
preventing or remediating these types of attacks, which is why it is inappropriate in this
context. The overarching goal of remediation in cases of SQL injection is to bolster the
security and integrity of the database interactions, not to alter the confidentiality of the
data itself through decryption.

8. In which scenario is ARP spoofing most likely occurring?
A. Files are extremely slow to download
B. Many ARP requests are sent simultaneously
C. ARP responses are received without corresponding requests
D. All devices are showing the same MAC address

ARP spoofing, also known as ARP poisoning, is a technique where an attacker sends
falsified Address Resolution Protocol (ARP) messages over a local area network. This can
allow the attacker to associate their MAC address with the IP address of another device,
enabling them to intercept, modify, or stop data intended for that device.  The scenario
where ARP responses are received without corresponding requests indicates that an
unauthorized device is responding with its MAC address to IP addresses for which it
should not be responding. This unsolicited response is a common tactic in ARP spoofing,
as it allows the attacker to inject their MAC address into the ARP tables of other devices
on the network, misleading them about the actual MAC address associated with certain
IP addresses.  In the context of the given choices, this behavior strongly suggests that
ARP spoofing is occurring. Other options, while they may indicate network issues, do not
directly imply malicious ARP activities. For example, slow file downloads could arise from
numerous factors such as bandwidth limitations or network congestion, while many
simultaneous ARP requests or identical MAC addresses on devices could indicate other
network configuration issues rather than ARP spoofing itself. Thus, the reception of ARP
responses without corresponding requests is the most telling sign of ARP
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9. The frequent appearance of popup ads while browsing the
web is an indication of what type of malware?
A. Spyware
B. Ransomware
C. Adware
D. Trojan horse

The frequent appearance of popup ads while browsing the web is primarily indicative of
adware. Adware is a type of software that automatically displays or downloads advertising
material (often unwanted) when a user is online. Its primary function is to generate
revenue for its developer by displaying ads, which can be intrusive and interfere with a
user's browsing experience.   Unlike other types of malware, such as spyware, which is
more focused on gathering user data without consent, or ransomware, which aims to
encrypt a user's files and demand payment for their release, adware specifically targets
advertising. A Trojan horse, on the other hand, refers to a type of malware that disguises
itself as a legitimate program but performs harmful activities once activated, but it does
not specifically relate to advertising popups.  In summary, the nature of adware is
directly linked to the unwanted and frequent advertisements experienced during web
browsing, making it the correct identification for the type of malware that causes those
popup ads.

10. H.245 is used for what aspects of an H.323 session?
A. Authentication and encryption
B. Capabilities exchange
C. Session initiation
D. Data transmission

H.245 is specifically designated for capabilities exchange in an H.323 session. This
protocol is essential for communicating the media capabilities of connected endpoints,
allowing each participant to understand what media types they can support, such as
audio and video formats, and how they can negotiate those capabilities to establish a
session. It ensures that both ends of a communication link are compatible, facilitating
seamless interaction during a call or conference.  In the context of H.323, the
capabilities exchange process through H.245 allows for an agreement on codec usage,
which is crucial for ensuring quality and compatibility in voice and video communication.
This negotiation occurs after the session initiation takes place, allowing the endpoints to
communicate their capabilities effectively.  Understanding this function of H.245
highlights its importance in establishing a successful multimedia communication session
within the H.323 framework, further underscoring its role in the overall call setup
process.
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