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1. Which of the following is NOT a characteristic of
cryptocurrency?

A. It is easy to trace transactions.

B. It can be accessed via the Internet.
C. It is decentralized.

D. It is often used for ransom payments.

2. Why might a credit institution use big data for their
operations?

A. To improve customer service

B. To anticipate the likelihood of loan default
C. To streamline internal processes

D. To lower operational costs

3. What is a "Data Protection Impact Assessment" (DPIA)?
A. A process to increase data collection
B. A method to minimize project costs

C. A process used to identify and minimize data protection risks
D. A checklist for data storage compliance

4. How does the principle of nonmaleficence apply to
research ethics?

A. It supports the idea of maximizing participant engagement

B. It emphasizes the importance of avoiding harm to
participants

C. It allows researchers to prioritize their interests in the study

D. It endorses the use of risky experimental methods for
progress

5. What is a potential ethical issue linked to third-party data
sharing?

A. Lack of promotion of the organization’s services
B. Improved user trust in data management

C. Concerns about consent and control over personal
information

D. Increased user engagement in data collection
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6. How can researchers demonstrate accountability in their
research practices?

A. By working independently without supervision
B. By publishing results without prior review

C. By adhering to ethical guidelines and being transparent
D. By minimizing participant involvement

7. Which of the following examples is eligible for copyright
protection?

A. Newspaper articles
B. Sculptures

C. Scientific formulas
D. Public domain works

8. Which ethical principle emphasizes fairness in distribution
of resources?

A. Principle of Utilitarianism

B. Principle of Distributive Justice
C. Principle of Integrity

D. Principle of Transparency

9. Which type of tracking gives companies insight into user
behavior without actively collecting data?

A. Active tracking
B. Indirect tracking
C. Direct tracking
D. Passive tracking

10. What constitutes an "ethical lapse" in research?
A. A failure to achieve research objectives
B. Ignoring financial considerations in research
C. A failure to adhere to ethical standards
D. A conflict of interest in funding
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Sample study guide. Visit https://ethicsprivacyconcerns.examzify.com for the full version



1. Which of the following is NOT a characteristic of
cryptocurrency?

A. It is easy to trace transactions.
B. It can be accessed via the Internet.

C. It is decentralized.
D. It is often used for ransom payments.

The chosen answer highlights a nuanced understanding of cryptocurrency's
characteristics. While it may seem that cryptocurrency transactions are traceable
because they are recorded on a blockchain, the reality is more complex. Cryptocurrencies
like Bitcoin offer a pseudonymous system where transactions are linked to wallet
addresses, not to personal identities. This means while transaction histories can be
tracked on the blockchain, identifying the parties involved requires additional
information that is often not publicly available. This underscores the fact that
transactions cannot be easily traced back to specific individuals, distinguishing it clearly
from the notion of straightforward traceability. In contrast, accessing cryptocurrency
generally requires internet connectivity, making it widely available online. Additionally,
the decentralized nature of cryptocurrencies is a foundational principle, allowing them to
operate without a single authority or central entity. Lastly, the use of cryptocurrencies in
illegal activities, such as ransom payments, highlights how some actors exploit its
characteristics. Thus, the idea that cryptocurrency is easily traceable is a misconception,
which makes it the correct choice for characteristics that do not apply to cryptocurrency.

2. Why might a credit institution use big data for their
operations?

A. To improve customer service
B. To anticipate the likelihood of loan default
C. To streamline internal processes

D. To lower operational costs

Using big data allows credit institutions to analyze vast amounts of information to gain
insights that help assess customer risk. By leveraging data analytics, these institutions
can identify patterns and trends related to borrower behavior, financial history, and
other factors that may influence the likelihood of loan default. Predictive modeling can
be employed to analyze historical data and forecast the probability of a borrower
fulfilling their loan obligations, thereby enabling the institution to make more informed
lending decisions and enhance risk management strategies. This capability is crucial for
maintaining the financial stability of the institution and ensuring responsible lending
practices. Although improving customer service, streamlining internal processes, and
lowering operational costs are relevant applications of big data, they are not as directly
linked to the loan default assessment as the predictive analytics involved in anticipating
the likelihood of default. These other options reflect broader operational efficiencies but
do not capture the specific financial risk management benefit that big data provides in
the context of lending.
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3. What is a "Data Protection Impact Assessment" (DPIA)?
A. A process to increase data collection
B. A method to minimize project costs
C. A process used to identify and minimize data protection risks
D. A checklist for data storage compliance

A Data Protection Impact Assessment (DPIA) is fundamentally a process used to identify
and minimize data protection risks associated with processing personal data. It serves as
a proactive tool that organizations implement to assess the potential impact their
projects may have on the privacy and protection of individuals' data. By conducting a
DPIA, organizations can systematically analyze how their operations will affect the
privacy of individuals, evaluating aspects such as the necessity and proportionality of
data processing, and implementing measures to mitigate any identified risks. The
importance of DPIAs is particularly emphasized in the context of compliance with data
protection regulations, such as the General Data Protection Regulation (GDPR) in
Europe, which mandates conducting a DPIA in certain high-risk situations. This process
not only helps ensure adherence to legal obligations but also promotes responsible data
handling practices. In contrast, the other options do not accurately reflect the purpose
or function of a DPIA. While increasing data collection or minimizing project costs may
be goals in some business strategies, they do not align with the core objectives of risk
assessment and ensuring data protection, which are central to a DPIA. Additionally, a
checklist for data storage compliance, while useful in a different context, does not
encompass the comprehensive risk evaluation that a DPIA entails.

4. How does the principle of nonmaleficence apply to
research ethics?

A. It supports the idea of maximizing participant engagement

B. It emphasizes the importance of avoiding harm to
participants

C. It allows researchers to prioritize their interests in the study

D. It endorses the use of risky experimental methods for
progress

The principle of nonmaleficence is a foundational concept in research ethics that
underscores the responsibility of researchers to avoid causing harm to participants. This
principle aligns with the ethical obligation to protect the well-being of individuals
involved in a study, ensuring that any potential risks are minimized and justified by the
potential benefits of the research. In the context of research, nonmaleficence stresses
the importance of risk assessment and the implementation of safeguards to prevent
physical, psychological, or emotional harm. It requires researchers to be diligent in their
design and execution of studies, continually considering the safety and rights of
participants throughout the research process. This principle is crucial for maintaining
trust between researchers and participants, as well as promoting ethical integrity within
the scholarly community. The other options do not align with the principle of
nonmaleficence. Maximizing participant engagement does not inherently relate to
avoiding harm, prioritizing researcher interests disregards participant welfare, and
endorsing risky methods conflicts with the obligation to prevent harm. Therefore,
emphasizing the avoidance of harm is the correct emphasis when considering the
application of nonmaleficence in research ethics.
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5. What is a potential ethical issue linked to third-party data
sharing?
A. Lack of promotion of the organization’s services
B. Improved user trust in data management

C. Concerns about consent and control over personal
information

D. Increased user engagement in data collection

The issue of concerns about consent and control over personal information is a
significant ethical challenge associated with third-party data sharing. When
organizations share data with third parties, it can lead to situations where individuals
may not have fully understood or agreed to how their personal information would be
used. Often, users may provide their data to one entity but might not be aware that it can
be shared with others without their explicit consent. This lack of transparency can lead
to erosion of trust between users and organizations, as people feel their privacy is
compromised. Moreover, users may lose control over their personal data, as third-party
actors might use it in ways that the original user did not anticipate or approve of. Ethical
considerations in this context revolve around ensuring that individuals have clear,
informed choices about their data and maintaining their autonomy over how their
information is managed. In contrast, the other choices do not present ethical issues
associated with third-party data sharing. Lack of promotion of services is more related to
marketing strategies, improved user trust is generally the opposite of the concerns raised
by third-party sharing, and increased user engagement in data collection refers to the
methods of acquiring data, not the ethical implications of sharing it.

6. How can researchers demonstrate accountability in their
research practices?

A. By working independently without supervision
B. By publishing results without prior review

C. By adhering to ethical guidelines and being transparent
D. By minimizing participant involvement

Demonstrating accountability in research practices involves adhering to ethical
guidelines and being transparent about the research process. This includes following
established protocols for conducting research, obtaining informed consent from
participants, and being open about methodologies, funding sources, and potential
conflicts of interest. By maintaining transparency, researchers allow for scrutiny and
validation of their work, which is essential in fostering trust among peers and the public.
This approach not only ensures that researchers uphold ethical standards but also helps
the scientific community and society at large to critically evaluate research findings.
Being accountable means responsibly managing the impact of research on participants
and ensuring that their rights and welfare are prioritized throughout the research
process. Working independently without supervision can lead to a lack of oversight and
guidance, potentially compromising the integrity of the research. Publishing results
without prior review can undermine credibility and accountability, as peer review is a
crucial process in validating research. Minimizing participant involvement may not align
with ethical obligations to engage participants fully and transparently in research
activities. Thus, adhering to ethical guidelines and practicing transparency are key to
demonstrating accountability in research.
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7. Which of the following examples is eligible for copyright
protection?

A. Newspaper articles
B. Sculptures

C. Scientific formulas
D. Public domain works

Sculptures are eligible for copyright protection because they are classified as original
works of authorship fixed in a tangible medium of expression. Copyright law safeguards
the expression of ideas rather than the ideas themselves, and sculptures are a form of
artistic expression that can be uniquely created by an artist. As a result, the creator of a
sculpture holds exclusive rights to reproduce, distribute, and display their work. In
contrast, newspaper articles can be subject to varying copyright protections based on the
content and the writer's originality, although they are typically protected. Scientific
formulas, however, are generally not eligible for copyright protection because they are
considered factual information or ideas, rather than expressions of creativity. Public
domain works are not eligible for copyright protection, as they are works whose copyright
has expired or were never eligible for copyright in the first place, meaning they can be
freely used by anyone.

8. Which ethical principle emphasizes fairness in distribution
of resources?

A. Principle of Utilitarianism
B. Principle of Distributive Justice

C. Principle of Integrity
D. Principle of Transparency

The principle that emphasizes fairness in the distribution of resources is the Principle of
Distributive Justice. This ethical framework is focused on the equitable allocation of
benefits and burdens within society, ensuring that all individuals have access to
resources based on moral considerations of fairness. Distributive justice addresses
questions about how to distribute goods, opportunities, and services in ways that respect
individual rights and promote equality. It considers various factors, such as need,
contribution, and equality among members of society. By advocating for a fair
distribution, this principle aims to rectify inequalities and ensure that all members of
society are treated justly. In contrast, the Principle of Utilitarianism focuses on
outcomes and maximizing overall happiness rather than on fairness in distribution. The
Principle of Integrity emphasizes adherence to moral principles and truthfulness, while
the Principle of Transparency involves open communication and clear disclosure of
information, which do not specifically address resource allocation issues.
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9. Which type of tracking gives companies insight into user
behavior without actively collecting data?

A. Active tracking

B. Indirect tracking
C. Direct tracking

D. Passive tracking

The type of tracking that provides companies insight into user behavior without actively
collecting data is known as indirect tracking. This method typically involves analyzing
information that is generated as a byproduct of user interactions, rather than explicitly
gathering personal data through surveys or direct tracking methods. Indirect tracking
encompasses techniques like the analysis of aggregated data or the use of cookies that
accumulate information over time on how users interact with a website. This allows
companies to infer behaviors and preferences without needing to obtain explicit consent
or directly monitoring each user's actions. Understanding indirect tracking is crucial in
discussions surrounding ethics and privacy concerns, as it raises questions about the
boundary between user privacy and the data practices companies employ. It highlights
the importance of transparency and the need for companies to develop ethical guidelines
regarding data usage, even when the tracking methods appear more benign than active
data collection techniques.

10. What constitutes an "ethical lapse" in research?
A. A failure to achieve research objectives
B. Ignoring financial considerations in research
C. A failure to adhere to ethical standards

D. A conflict of interest in funding

An "ethical lapse" in research is fundamentally defined as a failure to adhere to ethical
standards. Ethical standards serve as guidelines to ensure that research is conducted
responsibly, with integrity, and in a manner that respects the rights and welfare of
subjects involved. This includes aspects such as obtaining informed consent, ensuring
confidentiality, and conducting research without falsification or fabrication of data.
When researchers deviate from these standards, they compromise the trustworthiness of
their work and can harm participants and the broader community. Therefore, a failure to
adhere to these established moral principles directly constitutes an ethical lapse. In
contrast, while achieving research objectives, financial considerations, and conflicts of
interest are important to address within research, they do not inherently represent
ethical lapses themselves. Issues related to funding and financial matters can lead to
ethical concerns if they create biases or conflicts of interest, but they aren't defined as
lapses unless they result in a violation of ethical standards.
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