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1. Which document contains performance measures and
proper project and time management details related to
incident response?
A. Incident Response Policy
B. Incident Response Tactics
C. Incident Response Process
D. Incident Response Procedures

2. What does Egress Filtering help to prevent?
A. Malicious traffic leaving the network
B. Unauthorized access to systems
C. Unauthorized software installations
D. Data loss prevention

3. Which formula represents the risk?
A. Risk = Likelihood × Severity × Asset Value
B. Risk = Likelihood × Consequence × Severity
C. Risk = Likelihood × Impact × Severity
D. Risk = Likelihood × Impact × Asset Value

4. What is the first step the Incident Response Team takes
after receiving an escalated incident?
A. Incident Analysis and Validation
B. Incident Recording
C. Incident Classification
D. Incident Prioritization

5. In security management, what is an essential component of
preventing security breaches?
A. Monitoring network traffic 24/7
B. Regular security audits and assessments
C. Isolating critical systems from public access
D. Developing a response plan

3Sample study guide. Visit https://eccouncilcsa.examzify.com for the full version

SA
M

PLE



6. What does the incident prioritization step focus on
regarding the escalated incidents?
A. Assigning severity levels
B. Immediate response actions
C. Detailed reporting
D. Effectiveness of existing controls

7. What does level 0 indicate in Syslog message severity
levels?
A. Alert
B. Notification
C. Emergency
D. Debugging

8. In which phase of Lockheed Martin's Cyber Kill Chain
Methodology does the adversary create a deliverable
malicious payload using an exploit and a backdoor?
A. Reconnaissance
B. Delivery
C. Weaponization
D. Exploitation

9. What is the term for a method where past data breaches
are analyzed to improve future defenses?
A. Threat Intelligence
B. Security Monitoring
C. Incident Response
D. Vulnerability Management

10. Which component is NOT typically part of a threat
intelligence program?
A. Data Collection
B. Threat Analysis
C. Incident Response Procedures
D. Attribution Techniques
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Answers

5Sample study guide. Visit https://eccouncilcsa.examzify.com for the full version

SA
M

PLE



1. B
2. A
3. C
4. A
5. B
6. A
7. C
8. C
9. A
10. C
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Explanations
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1. Which document contains performance measures and
proper project and time management details related to
incident response?
A. Incident Response Policy
B. Incident Response Tactics
C. Incident Response Process
D. Incident Response Procedures

The document that specifically contains performance measures and detailed information
about project and time management related to incident response is indeed the Incident
Response Tactics document. This document is focused on describing the strategies and
methods that an organization employs to manage incidents effectively. It typically
outlines how various teams should operate during an incident, addresses timing
considerations, and sets performance benchmarks to ensure incidents are handled
efficiently and within expected time frames.  Incident Response Tactics often provide a
strategic overview of how to respond effectively to various situations, thereby ensuring
that project milestones and response times are met. In contrast, the other documents,
while they play crucial roles in the incident response plan, focus on different aspects. The
Incident Response Policy sets the overarching principles and guidelines for incident
handling, the Incident Response Process outlines the steps to be followed in response to
incidents, and Incident Response Procedures provide specific instructions on how to
implement the processes. Thus, for details on performance measures and incident
management, the Incident Response Tactics document is the appropriate choice.

2. What does Egress Filtering help to prevent?
A. Malicious traffic leaving the network
B. Unauthorized access to systems
C. Unauthorized software installations
D. Data loss prevention

Egress filtering is a security measure applied at the perimeter of a network to monitor
and control the outbound traffic. Its primary purpose is to scrutinize and restrict the type
of traffic that can exit the network. By implementing egress filtering, organizations can
prevent malicious traffic from leaving their network, such as data exfiltration attempts or
communications initiated by compromised systems.   The focus of egress filtering is on
identifying and blocking any suspicious or harmful traffic that could indicate that a
system within the network has been compromised and is attempting to send out data or
communicate with external malicious entities. This measure effectively reduces the risk
of exposing sensitive information and helps maintain the integrity of the network.   While
egress filtering can indirectly contribute to data loss prevention, its primary function is
centered around monitoring outgoing traffic specifically to address the risk of malicious
activities leaving the network. This distinction clarifies how egress filtering serves as a
crucial security control in defending against threats that originate from compromised
internal resources.
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3. Which formula represents the risk?
A. Risk = Likelihood × Severity × Asset Value
B. Risk = Likelihood × Consequence × Severity
C. Risk = Likelihood × Impact × Severity
D. Risk = Likelihood × Impact × Asset Value

The formula that most accurately represents the concept of risk in a security context is
based on the likelihood of an event occurring and the potential impact or severity of that
event. In this case, risk is defined as the probability of a security breach or incident
multiplied by the impact or severity of that incident.  The components of this calculation
are critical in a security operations center (SOC) environment. 'Likelihood' refers to the
chance of a threat materializing, while 'Impact' is the potential consequence on the
organization if that threat occurs. 'Severity' provides a measure of the seriousness of the
impact that could result from a successful incident.  This relationship highlights how risk
is not simply about the severity or consequence of an event individually but rather how
those elements are interconnected through likelihood. Understanding this allows
organizations to prioritize security measures based on both the probability of various
threats and the potential consequences, rather than relying on just one aspect.  The
emphasis on combining these three areas enables teams in SOC environments to make
informed decisions about resource allocation and incident response strategies. Other
formulas provided do not appropriately combine the most pertinent elements of risk in a
way that reflects the complexity and importance of these variables in assessing overall
risk.

4. What is the first step the Incident Response Team takes
after receiving an escalated incident?
A. Incident Analysis and Validation
B. Incident Recording
C. Incident Classification
D. Incident Prioritization

The first step the Incident Response Team takes after receiving an escalated incident is
incident analysis and validation. This step is crucial because it involves confirming that
the reported incident is legitimate and requires a response. During this stage, the team
assesses the quality and credibility of the information provided, determining whether it
aligns with known indicators of compromise or established incident patterns.  Validating
the incident is essential as it ensures that resources are not wasted on false positives and
allows the team to focus on genuine threats. Following validation, further steps such as
classification and prioritization can occur, which help in systematically addressing the
incident based on its severity and the potential impact on the organization. This
structured approach allows for efficient and effective incident handling, minimizing
damage and ensuring a swift response to actual threats.
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5. In security management, what is an essential component of
preventing security breaches?
A. Monitoring network traffic 24/7
B. Regular security audits and assessments
C. Isolating critical systems from public access
D. Developing a response plan

Regular security audits and assessments are crucial components of preventing security
breaches because they provide a systematic approach to identifying vulnerabilities and
weaknesses within an organization's security infrastructure. Through these audits,
organizations can evaluate their existing policies, procedures, and technical controls to
ensure they are effective and compliant with industry standards.  Conducting audits
allows security teams to detect potential security risks before they can be exploited by
malicious actors. They can uncover unpatched systems, configuration errors, or gaps in
security policies that could lead to breaches. Additionally, regular assessments promote a
culture of continuous improvement, ensuring that security measures evolve alongside
emerging threats and changes in the organizational environment.  While monitoring
network traffic, isolating critical systems, and developing a response plan are all
important security practices, they serve as additional layers of defense rather than
foundational components aimed specifically at identifying and addressing vulnerabilities.
Regular audits and assessments solidify the security posture, enabling organizations to
proactively manage risk and better protect their assets from breaches.

6. What does the incident prioritization step focus on
regarding the escalated incidents?
A. Assigning severity levels
B. Immediate response actions
C. Detailed reporting
D. Effectiveness of existing controls

The incident prioritization step is essential for effectively managing escalated incidents
and revolves around assigning severity levels to each incident. This process helps
analysts determine which incidents require immediate attention and which can be
addressed later based on factors such as the potential impact on the organization, the
likelihood of the incident being exploited, and the type of assets involved. By categorizing
incidents into different severity levels—such as critical, high, medium, or low—teams can
allocate their resources more efficiently and ensure that the most pressing issues are
handled promptly.  This prioritization process not only streamlines the response efforts
but also enhances the overall incident management framework, allowing SOC teams to
respond proportionately to the threats they face. Assigning severity levels is a
foundational step that influences subsequent actions, resource deployment, and
communication strategies across the organization.
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7. What does level 0 indicate in Syslog message severity
levels?
A. Alert
B. Notification
C. Emergency
D. Debugging

In the context of Syslog message severity levels, level 0 signifies "Emergency." This
indicates the highest priority in the severity scale, where the system is essentially
rendered unusable; it implies a critical failure that typically requires immediate
attention. Such messages alert administrators that a catastrophic condition has
occurred, potentially affecting major system functions or rendering the system
inoperable.  Emergency-level messages are crucial in rapid incident response as they
help identify severe issues that could impact system integrity or availability. By
prioritizing responses to emergency messages, organizations can work to mitigate risks
promptly and minimize downtime.  In contrast, other severity levels like Alert or
Notification (representing higher and lower priorities respectively), and Debugging
(which is often used for troubleshooting purposes and carries a much lower priority), do
not imply the same urgency or criticality as Emergency. Thus, recognizing the
significance of an Emergency-level message helps ensure that the most serious issues are
addressed first in a security operations center (SOC) environment.

8. In which phase of Lockheed Martin's Cyber Kill Chain
Methodology does the adversary create a deliverable
malicious payload using an exploit and a backdoor?
A. Reconnaissance
B. Delivery
C. Weaponization
D. Exploitation

The correct answer emphasizes the Weaponization phase within Lockheed Martin's Cyber
Kill Chain Methodology, which focuses on the preparation of the attack. In this phase,
the adversary creates a deliverable malicious payload using an exploit to take advantage
of a specific vulnerability and may also incorporate a backdoor for future access. This is a
crucial step because it involves combining the unique exploit code with a payload that
can be delivered to the target.   This stage is distinct from others, such as
Reconnaissance, where the adversary gathers information about the target, or Delivery,
where the created payload is actually sent to the target. Exploitation occurs afterward,
where the payload is executed on the target system. However, it's in the Weaponization
phase that the focus is on creating the actual instruments of attack, making it pivotal in
the overall process of a cyber attack.
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9. What is the term for a method where past data breaches
are analyzed to improve future defenses?
A. Threat Intelligence
B. Security Monitoring
C. Incident Response
D. Vulnerability Management

The correct term for the method where past data breaches are analyzed to improve future
defenses is threat intelligence. This concept involves collecting and analyzing data
regarding past incidents to identify patterns, tactics, and strategies used by adversaries.
By understanding these elements, organizations can enhance their security measures
and anticipate potential threats more effectively.   Threat intelligence enables
organizations to develop proactive defenses tailored to the specific vulnerabilities they
have encountered in the past. It leads to informed decision-making regarding
investments in security technologies and resource allocation.  The other choices
represent different security concepts that, while important, do not specifically denote the
analysis of past breaches for future defense improvement. Security monitoring focuses
on the real-time observation of network activity to detect suspicious behavior. Incident
response refers to the processes and actions taken to manage and mitigate an active
security incident. Vulnerability management deals with identifying and addressing
vulnerabilities in systems and applications, rather than analyzing past breaches for
insights.

10. Which component is NOT typically part of a threat
intelligence program?
A. Data Collection
B. Threat Analysis
C. Incident Response Procedures
D. Attribution Techniques

In the context of a threat intelligence program, the primary focus is on gathering,
analyzing, and disseminating information about potential or current threats to an
organization. Among the components typically included in such a program, data
collection involves gathering information from various sources, including open-source
intelligence, internal data, and dark web monitoring. Threat analysis is crucial for
interpreting the collected data to identify threats, trends, and patterns that can affect
the organization’s security posture. Attribution techniques are employed to determine
the source of an attack or threat actor, which is also a significant aspect of
understanding and mitigating threats.  Incident response procedures, while essential to a
robust cybersecurity strategy, are not typically classified as a direct component of a
threat intelligence program. Instead, they fall under operational security processes,
focusing on responding effectively to security incidents rather than proactively gathering
and analyzing threat data. Understanding this distinction clarifies why incident response
procedures do not align with the primary focus of a threat intelligence program, which is
heavily centered on preemptive actions and strategic analysis rather than reactive
measures.
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