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1. What is the name of the official Docker image registry?
A. Docker Store
B. Docker Hub
C. Docker Center
D. Docker Repo

2. What is the purpose of the Docker command 'docker exec'?
A. To start a new container
B. To run a command inside a running container
C. To stop a running container
D. To remove a container

3. What flag is used when creating an overlay network to
allow containers to attach later?
A. --attachable
B. --enable-attach
C. --allow-attach
D. --network-attachable

4. Why is Docker preferred over traditional virtual machines
for isolating applications?
A. Docker containers are heavier and slower than VMs
B. Docker containers share the host OS kernel
C. Docker requires more system resources than VMs
D. Docker is not compatible with microservices

5. What is the purpose of Docker Volumes?
A. To manage container network settings
B. To persist and manage data used by containers
C. To update container configurations
D. To control container lifecycle
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6. What command would you use to list all running
containers?
A. docker ps -a
B. docker list
C. docker running
D. docker ls

7. What tool can be used alongside Docker to automate
workflows?
A. Git
B. Jenkins
C. Visual Studio
D. Postman

8. How do you change the default DNS server for Docker
containers?
A. By using the command line option --dns at runtime
B. By configuring the DNS settings in the Docker daemon

config file
C. Through the Docker Hub interface
D. By modifying the Dockerfile for each container

9. What does 'docker stats' do?
A. Shows container network configurations
B. Displays real-time resource usage statistics for Docker

containers
C. Deletes stopped containers
D. Shows the list of images on the host

10. What is the main purpose of using multi-stage builds in
Docker?
A. To speed up the build process only
B. To optimize image size and build process
C. To create multiple images from a single Dockerfile
D. To isolate application dependencies
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Answers
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1. B
2. B
3. A
4. B
5. B
6. A
7. B
8. B
9. B
10. B
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Explanations
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1. What is the name of the official Docker image registry?
A. Docker Store
B. Docker Hub
C. Docker Center
D. Docker Repo

The official Docker image registry is known as Docker Hub. This platform serves as a
centralized repository where users can find, share, and distribute Docker images, making
it an essential resource for developers working with Docker containers. Docker Hub hosts
a vast range of public images provided by both Docker and third-party developers,
facilitating collaboration and ease of access to various containerized software.  Docker
Hub also includes features such as image versioning, automated builds, and the ability to
link to GitHub repositories, which enhances its functionality for users. Additionally,
Docker Hub supports private repositories, allowing organizations to maintain their
proprietary images securely.  The other options listed do not accurately describe the
official Docker image registry. Docker Store, for instance, was previously associated with
an ecosystem for discovering and obtaining certified Docker images but has since been
phased out in favor of Docker Hub. Docker Center and Docker Repo are not recognized
terms within the Docker ecosystem. Thus, understanding that Docker Hub is the primary
and official source for Docker images is crucial for effective Docker management and
operations.

2. What is the purpose of the Docker command 'docker exec'?
A. To start a new container
B. To run a command inside a running container
C. To stop a running container
D. To remove a container

The command 'docker exec' is specifically designed to execute a command within a
running container. This functionality allows users to interact with the container's
environment, making it possible to run commands, troubleshoot issues, or manage
processes inside the container directly. For instance, if you want to get a shell prompt
inside an active container to inspect its filesystem, or run additional commands without
starting a whole new container instance, 'docker exec' is the appropriate tool for the job. 
This command is particularly useful for scenarios where you need to check logs, modify
configurations, or install packages in an already running container without interrupting
its operation. It provides a seamless way to interact with a container's environment while
it continues to serve its intended purpose.
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3. What flag is used when creating an overlay network to
allow containers to attach later?
A. --attachable
B. --enable-attach
C. --allow-attach
D. --network-attachable

When creating an overlay network in Docker, the flag used to allow containers to attach
to the network at a later time is the --attachable flag. This feature is particularly
beneficial for scenarios involving Docker Swarm, where the network may need to be used
by services and standalone containers alike.   By using --attachable, you enable
non-swarm containers to connect to this overlay network. This provides enhanced
flexibility and allows for easier integration of different services and applications that may
not be orchestrated through Swarm but still need to communicate over the same
network.  Other options may sound similar, but they are not recognized flags in Docker
networking commands. Understanding the correct usage of the --attachable flag
enhances the ability to manage overlay networks effectively in multi-container
environments.

4. Why is Docker preferred over traditional virtual machines
for isolating applications?
A. Docker containers are heavier and slower than VMs
B. Docker containers share the host OS kernel
C. Docker requires more system resources than VMs
D. Docker is not compatible with microservices

Docker is preferred over traditional virtual machines primarily because Docker
containers share the host operating system (OS) kernel. This architecture allows for
significant efficiency gains compared to virtual machines, which require each instance to
run its own complete OS, making them heavier and more resource-intensive.   By
leveraging the host OS, Docker containers can start up almost instantaneously and utilize
system resources more efficiently. This results in faster deployment times and improved
performance for applications running in containers. Furthermore, sharing the kernel
means that containers can communicate with each other more efficiently as they operate
at a lower level than traditional virtual machines.  The other options do not reflect the
advantages of Docker correctly. For instance, stating that Docker containers are heavier
and slower than VMs contradicts the very reason for Docker's popularity; containers are
lightweight and quick to start. Similarly, Docker's architecture is designed to use fewer
system resources, and it is fully compatible with microservices, which are one of the main
use cases for containerization.
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5. What is the purpose of Docker Volumes?
A. To manage container network settings
B. To persist and manage data used by containers
C. To update container configurations
D. To control container lifecycle

The primary purpose of Docker Volumes is to persist and manage data used by
containers. Volumes provide a way to store data independently of the container's
lifecycle, meaning that data created in a volume can outlive the container itself. This is
crucial for stateful applications where data needs to be retained even after containers are
stopped or removed.   By using volumes, you ensure that data is not lost when a container
is recreated or updated, which is essential for scenarios like databases, user uploads,
logs, and any other persistent data requirements. Volumes also facilitate data sharing
between multiple containers and can be backed up or migrated easily.   This differs
significantly from the other options. Managing container network settings pertains to
network configurations rather than data storage, while updating container
configurations and controlling the container lifecycle focus on different aspects of
container management rather than data persistence.

6. What command would you use to list all running
containers?
A. docker ps -a
B. docker list
C. docker running
D. docker ls

The command utilized to list all running containers in Docker is indeed "docker ps -a."
This command provides a comprehensive overview of all containers, including those that
are currently running as well as those that have been stopped or exited.   In this
command, "ps" stands for "process status," a term borrowed from Unix/Linux command
syntax, and the "-a" flag is used to indicate that containers in all states should be listed,
rather than just the ones that are running at the moment. This is helpful for
management, as it allows users to monitor both active and inactive containers.  For
context regarding the other choices, "docker list" is not a valid command in Docker, as
listing containers is done through the "ps" command. Similarly, "docker running" does
not exist as a command in the Docker CLI. Lastly, "docker ls" is not a recognized
command for managing containers; it is often recognized in similar contexts (like
"docker volume ls" or "docker network ls") but does not apply to containers directly.  
Using "docker ps -a" ensures that you have the full picture of all container states, which
is vital for effective container management in a Docker environment.
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7. What tool can be used alongside Docker to automate
workflows?
A. Git
B. Jenkins
C. Visual Studio
D. Postman

Jenkins is a widely used automation server that can be utilized alongside Docker to
facilitate Continuous Integration and Continuous Deployment (CI/CD) workflows. With
Jenkins, developers can automate the process of building, testing, and deploying
applications packaged as Docker containers. This integration allows teams to create
pipelines that efficiently manage the lifecycle of containers, trigger builds based on code
changes, and deploy them to various environments seamlessly.  The focus on Jenkins as
the correct answer is due to its robust features for automating tasks, including
monitoring the execution of tests and deployments, which is crucial in the DevOps
methodology that emphasizes collaboration and automation.   While Git is essential for
version control and source code management, and tools like Visual Studio provide
integrated development environments, they do not inherently automate workflows in the
same way Jenkins does. Postman, primarily used for API testing, contributes to the
development process but does not support automation of CI/CD workflows in the context
of Docker.

8. How do you change the default DNS server for Docker
containers?
A. By using the command line option --dns at runtime
B. By configuring the DNS settings in the Docker daemon

config file
C. Through the Docker Hub interface
D. By modifying the Dockerfile for each container

To change the default DNS server for Docker containers, one effective method is by
configuring the DNS settings in the Docker daemon config file. This approach allows you
to specify DNS servers globally, meaning that all containers spawned by that Docker
daemon will inherit the specified DNS settings without needing to configure each one
individually.  When you make the adjustments in the Docker daemon config file, you
typically include DNS server addresses under the DNS options parameter. After making
these changes, it's necessary to restart the Docker daemon for the new settings to take
effect, ensuring that any new containers created will use the updated DNS
configurations.  This method provides a centralized and consistent way to manage DNS
settings across all containers, making it easier to maintain and ensuring all workloads
can resolve names correctly, especially in environments where custom DNS servers are
preferred or required for connectivity and security purposes.
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9. What does 'docker stats' do?
A. Shows container network configurations
B. Displays real-time resource usage statistics for Docker

containers
C. Deletes stopped containers
D. Shows the list of images on the host

The command 'docker stats' is designed to display real-time resource usage statistics for
running Docker containers. When you execute this command, it provides metrics such as
CPU usage, memory usage, network I/O, and disk I/O for each container. This
functionality is crucial for monitoring the performance of containers and ensuring that
they are operating within expected resource limits.  By providing these statistics, 'docker
stats' enables users to diagnose performance issues, identify which containers are
consuming excessive resources, and make informed decisions about resource allocation
and scaling. It is particularly advantageous in production environments where
performance and resource management are vital for maintaining service quality and
availability.  The other options, while related to Docker functionality, do not pertain to
what 'docker stats' specifically does. For example, network configurations, deleting
containers, and listing images are managed by different commands, each serving a
unique purpose within the Docker ecosystem.

10. What is the main purpose of using multi-stage builds in
Docker?
A. To speed up the build process only
B. To optimize image size and build process
C. To create multiple images from a single Dockerfile
D. To isolate application dependencies

The primary purpose of using multi-stage builds in Docker is to optimize image size and
the build process. This technique allows developers to define multiple stages in a single
Dockerfile, where each stage is responsible for a specific task, such as compiling code,
running tests, or packaging the final application. By separating these tasks into distinct
stages, it becomes possible to copy only the final artifacts needed for production into the
final image, while excluding unnecessary build dependencies and files from earlier
stages.  This results in a significantly smaller image size, which can lead to faster
deployment times and reduced storage costs. Additionally, multi-stage builds can
streamline the build process by allowing developers to manage dependencies and build
environments more effectively, as they can maintain a lean final image without including
all the tools and libraries required for the build process itself.   This approach not only
enhances efficiency in image management and distribution but also contributes to better
performance and security by minimizing the attack surface of the final image.
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