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1. What is the difference between an Intrusion Detection
System and an Intrusion Prevention System?

A. Both are the same

B. Only the latter blocks intrusions

C. Only the former detects intrusions

D. Both serve to enhance password security

2. What does a firewall primarily do?
A. Protects against virus attacks

B. Enforces security policies and filters traffic
C. Monitors employee activities

D. Acts as a data backup solution

3. What does "data exfiltration" mean in a maritime
cybersecurity context?

A. Transferring data internally for backup purposes

B. Illegally transferring sensitive data out of a network
C. Encrypting data to protect it

D. Monitoring data access activities

4. Which technology is commonly employed to protect
sensitive data in marine safety?

A. Firewalls and intrusion detection systems
B. Manual logging systems
C. Offshore data centers

D. Voice verification systems

5. What does 'Vishing' refer to?
A. Phishing via Email
B. Phishing via Phone Call
C. Phishing via SMS/text
D. Phishing targeting executives
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6. How does a DCS usually operate compared to a SCADA
system?

A. Across multiple state lines

B. On a centrally managed network

C. Location-specific, limited to one facility

D. With shared resources between different plants

7. Are employees the first and last line of defense against
cyber-attacks?

A. Yes, they are

B. No, technology is
C. Only if trained

D. Sometimes

8. What is the primary purpose of the Area Maritime Security
Plan?

A. To provide a framework for port construction
B. To enhance economic growth in maritime sectors

C. To coordinate with stakeholders during cybersecurity
incidents

D. To manage shipping schedules effectively

9. What describes the reporting requirement for increased
network scanning?

A. Must be reported to the FBI
B. Always requires a COTP report
C. No report is necessary

D. Requires internal review

10. What is the appropriate action under CVC-WI-027 (series)?
A. File a formal complaint

B. Discuss cyber hygiene with the master and educate the crew
C. Implement stricter access controls
D. Report to the local district
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Explanations
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1. What is the difference between an Intrusion Detection
System and an Intrusion Prevention System?

A. Both are the same
B. Only the latter blocks intrusions

C. Only the former detects intrusions
D. Both serve to enhance password security

An Intrusion Detection System (IDS) and an Intrusion Prevention System (IPS) are
distinct components of network security, each serving unique roles in protecting data
and systems from unauthorized access or attacks. The key difference lies in their
functionality: an IDS focuses on monitoring and analyzing network traffic for suspicious
activity and potential threats. It generates alerts when it detects anomalies, allowing
security personnel to investigate and respond appropriately. In contrast, an IPS goes a
step further by not only detecting threats but also actively preventing them from causing
harm. When an IPS detects a potential intrusion, it can automatically take actions such
as blocking traffic from the suspicious source or dropping malicious packets, effectively
thwarting attacks in real time. Understanding this distinction is crucial for effective
cybersecurity management. While both systems work to enhance overall security, the IPS
provides a proactive layer by taking immediate action against identified threats, thereby
offering a more comprehensive defense strategy. The other options either suggest that
IDS and IPS are the same, misrepresent their functionalities, or incorrectly imply that
they are focused solely on enhancing password security, which is not their primary
function.

2. What does a firewall primarily do?

A. Protects against virus attacks

B. Enforces security policies and filters traffic
C. Monitors employee activities
D. Acts as a data backup solution

A firewall primarily serves to enforce security policies and filter network traffic. It acts as
a barrier between a trusted internal network and untrusted external networks, such as
the internet. By examining incoming and outgoing traffic against predetermined security
rules, a firewall can block or allow data packets based on various criteria. This filtering
process helps prevent unauthorized access to or from a network, protecting sensitive
information and maintaining the integrity of the system. The other options do not
accurately describe the primary function of a firewall. While some security solutions may
protect against virus attacks, a firewall is not specifically designed for that purpose; its
focus is on traffic regulation rather than malware detection. Monitoring employee
activities relates more to network monitoring tools and is not a core function of firewalls.
Lastly, data backup solutions are entirely separate entities that focus on the preservation
and recovery of data, which does not fall under the capabilities of firewalls.
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3. What does "data exfiltration" mean in a maritime
cybersecurity context?

A. Transferring data internally for backup purposes

B. Illegally transferring sensitive data out of a network
C. Encrypting data to protect it
D. Monitoring data access activities

In the context of maritime cybersecurity, "data exfiltration" specifically refers to the
unauthorized transfer of sensitive data out of a network. This can involve stealing
information such as shipping routes, cargo contents, crew details, or proprietary
operational data that could compromise safety or security if leaked to unauthorized
parties. Maritime operations rely heavily on the integrity and confidentiality of their
data; thus, successful data exfiltration poses significant risks, including operational
disruptions, financial losses, and potential threats to the safety of vessels and personnel.
When examining the implications of data breaches in the maritime domain, it becomes
clear that understanding data exfiltration is crucial for protecting sensitive information
from cyber threats. In contrast, activities like transferring data internally for backups,
encrypting data, or monitoring access activities, while important for overall cybersecurity
and operational efficiency, do not fit the definition of data exfiltration. Each of these
actions serves a distinct purpose in safeguarding information rather than representing a
breach or theft of data.

4. Which technology is commonly employed to protect
sensitive data in marine safety?

A. Firewalls and intrusion detection systems
B. Manual logging systems

C. Offshore data centers
D. Voice verification systems

The technology commonly employed to protect sensitive data in marine safety includes
firewalls and intrusion detection systems. Firewalls serve as a perimeter defense
mechanism that filters incoming and outgoing network traffic based on predetermined
security rules. They help to block unauthorized access to sensitive data and systems often
used in marine safety operations. Intrusion detection systems complement firewalls by
monitoring network traffic for suspicious activities or policy violations, enabling the
prompt identification and response to potential security breaches. This integrated
approach enhances the overall security posture, ensuring that sensitive information
related to marine navigation, environmental protection, and safety operations is
safeguarded against cyber threats. Maintaining the integrity and confidentiality of this
data is essential for preventing accidents and ensuring compliance with regulatory
standards. The combination of these technologies provides a robust defense against a
wide array of cyber risks, making them vital tools for anyone involved in marine safety.
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5. What does 'Vishing' refer to?
A. Phishing via Email

B. Phishing via Phone Call
C. Phishing via SMS/text

D. Phishing targeting executives

'Vishing' refers specifically to phishing that takes place over the phone, typically through
voice communication. This form of cyber attack often involves an attacker posing as a
legitimate entity, such as a bank, service provider, or government agency, to trick
individuals into divulging sensitive information like personal identification numbers,
credit card details, or account credentials. The term combines 'voice' and 'phishing,’
highlighting the method of delivery—using telephone calls instead of electronic means
like email or text. This technique exploits the human tendency to trust voices,
particularly those that sound authoritative or familiar, making it a potent tool for
attackers. While there are different types of phishing attacks, such as those conducted
via email or SMS, vishing is unique in its use of voice communication, which requires a
different approach in terms of awareness and prevention strategies. Understanding this
distinction is crucial for marine safety personnel who may need to recognize various
cybersecurity tactics that could threaten their operations and data security.

6. How does a DCS usually operate compared to a SCADA
system?

A. Across multiple state lines
B. On a centrally managed network

C. Location-specific, limited to one facility
D. With shared resources between different plants

A Distributed Control System (DCS) operates in a manner that is typically
location-specific and confined to a single facility, such as a power plant, manufacturing
plant, or any industrial site that requires coordinated control of processes. This
configuration allows the DCS to manage and control complex processes that involve
tightly integrated systems, enabling real-time monitoring and automatic adjustments
within that localized environment. In contrast, a Supervisory Control and Data
Acquisition (SCADA) system is usually designed to manage processes across multiple
locations, often over large geographical areas. SCADA systems aggregate data from
various remote locations and are commonly used for monitoring and controlling
infrastructure like water treatment plants or electrical grids. While both systems involve
control and monitoring, the key difference lies in the DCS's focus on centralized control
of localized operations, which makes it crucial for maintaining precise control in a
dedicated facility context.

Sample study guide. Visit https://cybersecmarinesafety.examzify.com for the full version



7. Are employees the first and last line of defense against
cyber-attacks?

A. Yes, they are

B. No, technology is
C. Only if trained
D. Sometimes

Employees serve as the first and last line of defense against cyber-attacks because they
are the ones who interact with systems and data on a day-to-day basis. Their actions can
either expose vulnerabilities or help to mitigate risks. Properly trained employees can
recognize phishing attempts, avoid suspicious links, and report unusual activities,
thereby preventing potential breaches before they occur. Moreover, once an attack has
penetrated an organization’s defenses, employees who are vigilant and knowledgeable
about cybersecurity can help limit the damage and ensure a swift response. They can
implement protocols, communicate effectively during a crisis, and follow incident
response plans to help contain and mitigate the effects of a cyber incident. While
technology plays a crucial role in defending against cyber threats through firewalls,
antivirus software, and other security measures, it is the human element—through
awareness, training, and proactive behavior—that ultimately determines the effectiveness
of an organization's cybersecurity posture. Thus, the assertion that employees are the
first and last line of defense reflects the critical importance of human vigilance in the
landscape of cybersecurity.

8. What is the primary purpose of the Area Maritime Security
Plan?

A. To provide a framework for port construction
B. To enhance economic growth in maritime sectors

C. To coordinate with stakeholders during cybersecurity
incidents

D. To manage shipping schedules effectively

The primary purpose of the Area Maritime Security Plan is to coordinate with various
stakeholders during cybersecurity incidents. This plan is designed to improve the overall
security posture of maritime operations by ensuring that there is a comprehensive
strategy in place. It involves collaboration among federal, state, local agencies, and
private sector partners to respond effectively to potential security threats, including
those that may arise from cyber incidents. This proactive coordination allows for the
identification of vulnerabilities, the sharing of critical information, and the
implementation of security measures aimed at preventing disruptions in maritime
operations. By establishing clear communication channels and defining roles and
responsibilities, the plan enhances the ability of all parties involved to respond swiftly

and efficiently to cybersecurity challenges that could impact maritime safety and
security.
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9. What describes the reporting requirement for increased
network scanning?

A. Must be reported to the FBI
B. Always requires a COTP report
C. No report is necessary

D. Requires internal review

The correct answer reflects that no report is necessary for increased network scanning in
certain contexts. This is grounded in the fact that routine network scanning is often a
standard operational procedure within cybersecurity practices for monitoring the health
and security of systems. Increased scanning may merely indicate heightened awareness
or proactive measures rather than a security incident requiring formal reporting. In
many scenarios, organizations characterize such activities as regular maintenance or
vulnerability assessments. Therefore, unless these scans lead to a discovery of a security
breach or other actionable incident, there typically is no obligation to report these
actions to external entities. Understanding this helps marine safety personnel focus on
real threats and incidents that truly require escalated alerts and official reporting, rather
than overburdening reporting mechanisms with routine activities. While other options
suggest various reporting obligations, the specific nature of routine network scanning
does not inherently necessitate external or internal reporting unless it uncovers
significant concerns.

10. What is the appropriate action under CVC-WI-027 (series)?
A. File a formal complaint
B. Discuss cyber hygiene with the master and educate the crew

C. Implement stricter access controls
D. Report to the local district

The appropriate action under CVC-WI-027(series) emphasizes the importance of cyber
hygiene and proactive engagement with the crew. Discussing cyber hygiene involves
educating the master and crew about best practices for cybersecurity, which is crucial in
preventing cyber incidents on marine vessels. This step fosters a culture of awareness
and responsibility among personnel regarding potential cyber threats and vulnerabilities.
Educating the crew about safe practices, such as recognizing phishing attempts,
safeguarding passwords, understanding device security, and maintaining software
updates, contributes to enhancing the overall cybersecurity posture of the vessel. This
knowledge empowers the crew to take individual and collective responsibility for
cybersecurity, making them an active line of defense against potential cyber threats. In
contrast, other options may not directly address the immediate need for awareness and
education that is essential for improving cyber hygiene. Filing a complaint, implementing
stricter access controls, or reporting to the local district might play important roles in
broader cybersecurity protocols or incident responses, but they do not prioritize the
foundational step of educating and engaging the crew, which is vital for effective
cybersecurity in the marine environment.
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