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1. What configuration can be set up to generate alerts when a critical event
occurs?
A. Notifier
B. Trigger
C. Alarm
D. Signal

2. What services must be addressed for HIPAA compliance regarding cloud
data storage?
A. Client-side
B. Virtual private network
C. Storage
D. Database

3. What can be implemented to define priorities when a network becomes
saturated?
A. QoS
B. Load balancing
C. Bandwidth throttling
D. Firewalls

4. Which of the following is the BEST choice for a clustered host interconnect?
A. Infiniband
B. 1Gb Ethernet
C. 10Gb Ethernet
D. Fibre Channel

5. Which of the following best defines the function of a proxy in a network?
A. It monitors traffic between the source and destination.
B. It encrypts traffic for security.
C. It enhances bandwidth availability.
D. It manages user access control.
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6. Which process involves creating a software representation of physical data
center resources?
A. Replication
B. Virtualization
C. Redundancy
D. Load balancing

7. A system designed for operational continuity despite system degradation is
known as what?
A. Scalable System
B. Efficient System
C. Fault Tolerant System
D. Redundant System

8. What process is Allison following when modifying a network access control
list?
A. Cloud automation
B. Change advisory
C. Change management
D. Rollout

9. What action should an administrator take when tasked with creating a new
guest VM requiring a single CPU on a host with one physical quad core CPU?
A. Assign 1 virtual CPU to the Host
B. Assign 1 physical CPU to the Guest
C. Assign 1 virtual CPU to the Guest
D. Assign 1 physical CPU to the Host

10. Which term best describes life cycle management?
A. Baseline
B. Finite
C. Linear
D. Continuum
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1. B
2. C
3. A
4. D
5. A
6. B
7. C
8. C
9. C
10. D
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1. What configuration can be set up to generate alerts when a critical event
occurs?
A. Notifier
B. Trigger
C. Alarm
D. Signal

Setting up a configuration to generate alerts when a critical event occurs relates to the need for a mechanism that
can respond to specific conditions and notify relevant parties. The correct answer, which is "Trigger," refers to a
sequence in which an action occurs in response to a defined event. When a trigger is activated, it can initiate an
alert or notification process, effectively warning administrators or users about critical incidents that require
attention.  Triggers are widely used in various systems, including cloud management platforms, databases, and IT
services, to automate responses. For example, in the context of cloud services, a trigger can be set up to monitor
resource thresholds for CPU usage or memory limits. If these thresholds are breached, the trigger activates, and
alerts are generated to notify the appropriate personnel.  While the other choices have their applications, they do
not directly represent the mechanism designed to initiate alerts in reaction to events. Notifiers can be part of the
alert system but do not independently generate alerts. Alarms typically indicate a condition that has already been
met rather than generating notifications based on triggers, and signals can refer to a wide array of messaging
systems that might require waiting or listening rather than proactively generating alerts based on specific
conditions. Thus, "Trigger" is the most appropriate choice for setting

2. What services must be addressed for HIPAA compliance regarding cloud
data storage?
A. Client-side
B. Virtual private network
C. Storage
D. Database

HIPAA compliance requires strict protections for the privacy and security of individuals' health information. When it
comes to cloud data storage, the primary focus is on ensuring that the cloud service and the manner in which data
is stored meet HIPAA regulations. These regulations stipulate that all electronic protected health information
(ePHI) must be secured appropriately to prevent unauthorized access and ensure data integrity.  Addressing
storage specifically includes understanding how ePHI is stored in the cloud, the encryption methods employed,
access controls, data retention policies, and the overall architecture of the cloud storage solution. This is
paramount in ensuring that all sensitive health information is stored securely, which is a critical aspect of HIPAA
compliance.  While client-side considerations, virtual private networks, and databases are also important aspects
within the broader context of cloud service deployment, they do not directly pertain to the requirements around the
integrity and security of data storage. The focus on storage encompasses compliance-related issues more fully,
particularly regarding the handling and safeguarding of ePHI within the cloud environment.
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3. What can be implemented to define priorities when a network becomes
saturated?
A. QoS
B. Load balancing
C. Bandwidth throttling
D. Firewalls

Quality of Service (QoS) is a crucial mechanism in networking that allows for the prioritization of certain types of
traffic over others when a network experiences saturation. This means that during times of high demand, critical
applications or services can receive the necessary bandwidth and resources to function effectively. Implementing
QoS configurations ensures that latency-sensitive data, such as voice or video traffic, is transmitted in a stable
manner, while less critical traffic can be deprioritized.  By using QoS, network administrators can set policies
based on specific requirements or agreements, allowing some applications to be prioritized to maintain
performance levels that meet the needs of users and the business. This is particularly important in environments
where multiple applications compete for limited resources, as it helps to guarantee service levels for
mission-critical functions.  In contrast, load balancing distributes incoming network traffic across multiple servers
or resources to improve responsiveness and prevent overload on a single server, but it does not inherently
prioritize which traffic should be handled first. Bandwidth throttling deliberately limits the bandwidth allocated to
certain traffic, which can lead to reduced performance for critical applications rather than optimizing their
performance. Firewalls primarily focus on securing the network and controlling incoming and outgoing traffic based
on predetermined security rules, not on prioritizing traffic for quality purposes.

4. Which of the following is the BEST choice for a clustered host interconnect?
A. Infiniband
B. 1Gb Ethernet
C. 10Gb Ethernet
D. Fibre Channel

The best choice for a clustered host interconnect is Fibre Channel due to its design and performance features
tailored for high-speed storage area networking (SAN). Fibre Channel technology supports data transfer rates that
can exceed those of traditional Ethernet options, particularly in high-demand, high-throughput environments
typical of clustered architectures.   Fibre Channel typically offers lower latency and higher bandwidth, which is
crucial in a clustered environment where multiple servers need to communicate rapidly and efficiently with shared
resources, particularly storage. This helps ensure that data can be accessed simultaneously across different
nodes with minimal delay, facilitating better resource utilization and improved performance.  In contrast, while
Infiniband is also a high-speed option, it is not as commonly integrated into typical clustered settings compared to
Fibre Channel, which has a broader adoption and a well-established presence in enterprise environments.
Ethernet options, such as 1Gb and 10Gb Ethernet, can be sufficient for many workloads but may not provide the
same level of performance and reliability required in more intensive cluster applications, making Fibre Channel a
more specialized and effective choice for these scenarios.
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5. Which of the following best defines the function of a proxy in a network?
A. It monitors traffic between the source and destination.
B. It encrypts traffic for security.
C. It enhances bandwidth availability.
D. It manages user access control.

A proxy serves as an intermediary between a client and a server, and its primary function involves monitoring and
controlling the traffic that flows between the two. By acting on behalf of the client, a proxy can inspect requests
and responses, which allows it to filter content, log traffic, and enforce policies. This functionality is particularly
useful in various scenarios, such as improving security, implementing caching for better performance, and
controlling access to specific resources.   While encrypting traffic and managing user access control are important
network functions, these are not the sole responsibilities of a proxy. Likewise, enhancing bandwidth availability
typically involves techniques beyond the scope of what a proxy does directly. A proxy focuses on overseeing and
managing the flow of data between the source and destination, making monitoring traffic its best defining function.

6. Which process involves creating a software representation of physical data
center resources?
A. Replication
B. Virtualization
C. Redundancy
D. Load balancing

The process that involves creating a software representation of physical data center resources is virtualization.
Virtualization enables the abstraction of physical hardware into virtual machines (VMs), allowing multiple VMs to
run on a single physical server. This software layer enables efficient resource utilization, flexibility, and scalability,
as users can easily create, modify, or delete VMs without being tied to physical hardware constraints.  Through
virtualization, resources such as CPU, memory, storage, and network interfaces are partitioned and allocated to
virtual instances, which enhances the efficiency of data center operations. This makes it easier to manage
resources and deploy applications in a quicker and more cost-effective manner. Furthermore, virtualization plays a
crucial role in cloud computing, where it allows for the dynamic allocation of resources to meet varying workload
demands.   The other options, while related to data center operations, do not directly involve the creation of
software representations of physical resources. Replication refers to copying data for backup or redundancy
purposes, redundancy involves duplicating components to increase reliability, and load balancing refers to
distributing workloads across multiple resources to optimize performance.
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7. A system designed for operational continuity despite system degradation is
known as what?
A. Scalable System
B. Efficient System
C. Fault Tolerant System
D. Redundant System

A system designed for operational continuity despite system degradation is referred to as a Fault Tolerant System.
Fault tolerance refers to the ability of a system to continue functioning correctly even in the presence of faults or
failures. This is accomplished through hardware or software mechanisms that allow for the detection and isolation
of faults, enabling other components of the system to take over and maintain operation without interruption.   In
the context of cloud computing and IT infrastructure, fault tolerance is crucial because it ensures high availability
and reliability. For example, if a server experiences a hardware failure, a fault-tolerant system might switch to a
backup server or redistribute the workload among remaining servers, allowing services to continue without
noticeable downtime.  The other options, while they may contribute to system performance or availability, do not
specifically describe the characteristic of continuing operation in the face of system degradation. A scalable
system focuses on the ability to increase capacity, an efficient system emphasizes optimal use of resources, and a
redundant system offers backups for failover but does not inherently provide the mechanisms for dynamic
recovery and continuous operation like a fault tolerant system does.

8. What process is Allison following when modifying a network access control
list?
A. Cloud automation
B. Change advisory
C. Change management
D. Rollout

When modifying a network access control list, Allison is engaging in change management. This process is vital in
IT environments as it involves the careful planning, approval, implementation, and control of changes to the IT
infrastructure. Change management helps ensure that the modifications are made in a systematic way, minimizing
any potential risks or disruptions to services.   In the context of network access control lists, managing changes
effectively is crucial to maintaining security and ensuring that only authorized traffic flows through the network. By
following established change management protocols, Allison can assess the impact of her changes, get the
necessary approvals, and implement them without negatively affecting the network's operation.  The other options,
such as cloud automation, pertain to automating processes within cloud environments but do not specifically
address how changes are managed. Change advisory is related to the guidance and recommendations regarding
changes but is part of the broader change management context. Rollout refers to the actual deployment phase of
new features or updates and is often a subsequent step in the change management process, rather than the
overarching process itself.
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9. What action should an administrator take when tasked with creating a new
guest VM requiring a single CPU on a host with one physical quad core CPU?
A. Assign 1 virtual CPU to the Host
B. Assign 1 physical CPU to the Guest
C. Assign 1 virtual CPU to the Guest
D. Assign 1 physical CPU to the Host

The appropriate action in this scenario is to assign one virtual CPU to the guest VM. This approach ensures that
the virtual machine (VM) can utilize the underlying physical quad-core CPU effectively while managing system
resources efficiently. In virtualization environments, VMs operate on virtual CPUs that map to the physical cores
available on the host. By assigning a virtual CPU to the guest, the administrator is effectively designating a portion
of the physical CPU's processing power for that VM.  Since the host machine has one physical quad-core CPU, it
can support multiple VMs and their allocated virtual CPUs without overwhelming the physical resources. Allocating
virtual CPUs allows for better management of workloads, including the ability to run multiple VMs on a single
physical machine, without needing to assign entire physical CPUs directly to individual VMs. This dynamic
allocation also offers the flexibility to scale resources as needed for different workloads.  The other options do not
align with standard virtualization practices. Assigning a physical CPU to the guest or the host is not necessary and
would not be feasible in the context of virtual machines, as it overlooks the purpose of virtualization, which is to
create an abstraction layer between physical hardware and virtual instances.

10. Which term best describes life cycle management?
A. Baseline
B. Finite
C. Linear
D. Continuum

The term that best describes life cycle management is "continuum." Life cycle management refers to a
comprehensive approach that encompasses the entire lifespan of a product, service, or system—from conception
and design through deployment and operation, to eventual retirement and disposal. This process is not merely a
series of distinct phases that follow one another strictly; rather, it involves ongoing adjustments, improvements,
and feedback loops, illustrating a continuous evolution and refinement over time.  The concept of a continuum
emphasizes that life cycle management is an ongoing process, where each stage influences and informs
subsequent stages. For instance, insights gained during the operational phase can lead back to changes in design
or strategy, facilitating better outcomes throughout the life cycle.   In contrast, the other options suggest more rigid
structures—baseline implies a fixed point of reference, finite suggests a clear endpoint, and linear implies a
straightforward, sequential progression without overlap or feedback. These notions do not capture the dynamic
nature of life cycle management as effectively as the idea of a continuum does.
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