CompTIA A+ Core 1
(220-1001) Certification
Practice Exam (Sample)

Study Guide

BY EXAMZIFY

Everything you need from our exam experts!

Sample study guide. Visit https://comptiaapluscore12201001.examzify.com




Copyright © 2025 by Examzify - A Kaluba Technologies Inc. product.

ALL RIGHTS RESERVED.

No part of this book may be reproduced or transferred in any form or by any
means, graphic, electronic, or mechanical, including photocopying,
recording, web distribution, taping, or by any information storage retrieval
system, without the written permission of the author.

Notice: Examzify makes every reasonable effort to obtain from reliable
sources accurate, complete, and timely information about this product.

Sample study guide. Visit https://comptiaapluscore12201001.examzify.com for the full version 1



Questions

Sample study guide. Visit https://comptiaapluscore12201001.examzify.com for the full version 2



1. In computer security, what does the term "phishing" refer
to?

A. Installing malware on a device

B. Attempting to acquire sensitive information
C. Unauthorized access to data

D. Sending spam emails

2. Which of the following is a characteristic of IPv4
addresses?

A. 64-bit address space
B. 128-bit address space
C. 32-bit address space
D. 256-bit address space

3. Which device is utilized to capture an analog signal and
convert it into digital data?

A. Digitizer

B. Smart card reader
C. Virtual firewall

D. Biometric scanner

4. Which type of printer is the most suitable for quickly

printing high-quality black-and-white text documents in a
cost-effective manner?

A. Inkjet

B. Laser

C. Dot matrix
D. Thermal

5. Which method allows a laptop to use different IP and DNS
settings when switching between office and home networks?

A. Static IP configuration

B. DHCP reservation

C. Alternate IP configuration
D. Dynamic DNS
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6. What is the primary function of a firewall in a networking
environment?

A. To enhance network speed.
B. To encrypt all data transmissions.

C. To monitor, filter, and control incoming and outgoing
network traffic.

D. To act as a server for file storage.

7. Which type of memory is non-volatile and retains data
without power?

A. RAM

B. ROM

C. Cache Memory
D. Virtual Memory

8. In wireless networks, what does SSID stand for?
A. Service Set Identifier
B. Secure System Integration Device
C. Single Setup Interface Domain
D. Service Standard Internet Disk

9. What is the purpose of thermal paste in a computer?
A. To insulate electrical components
B. To improve heat transfer between the CPU and heatsink
C. To enhance the strength of the CPU
D. To provide electrical conductivity

10. What is the primary purpose of an operating system?
A. To provide internet access
B. To manage hardware and software resources
C. To run applications only
D. To protect against malware
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Explanations
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1. In computer security, what does the term "phishing" refer
to?

A. Installing malware on a device
B. Attempting to acquire sensitive information

C. Unauthorized access to data
D. Sending spam emails

Phishing refers to an attempt to acquire sensitive information from individuals, such as
usernames, passwords, credit card numbers, and other personal data, typically by
masquerading as a trustworthy entity in electronic communications. This often takes the
form of emails or messages that appear legitimate but are designed to trick recipients
into divulging confidential information. The essence of phishing lies in its deceptive
nature, where the attacker creates a facade—like an official-looking email from a bank or
a well-known service provider—that prompts the target to click on a fraudulent link or
provide personal details under the guise of a legitimate request. The ultimate goal is to
exploit the trust of the user. Other choices, while related to computer security, do not
accurately capture the specific definition of phishing. For example, installing malware
refers to a different kind of cyber attack, where malicious software is placed on a device
to disrupt operations or steal information. Unauthorized access to data implies breaching
of security without consent, which also differs from the deception involved in phishing.
Sending spam emails may be a tactic used in phishing campaigns, but not all spam
emails are designed to acquire sensitive information. Therefore, the focus on sensitive
information acquisition makes the chosen answer the most accurate representation of
phishing.

2. Which of the following is a characteristic of IPv4
addresses?

A. 64-bit address space
B. 128-bit address space

C. 32-bit address space
D. 256-bit address space

IPv4 addresses are characterized by a 32-bit address space. This means that each IPv4
address consists of 32 binary digits (bits), which allows for a total of approximately 4.3
billion unique addresses (specifically, 2~ 32 addresses). Each IPv4 address is typically
represented in decimal format as four octets (e.g., 192.168.1.1), where each octet
corresponds to 8 bits. The other choices describe address spaces that do not apply to
IPv4. The 64-bit address space is associated with IPv6, which is designed to accommodate
a vastly larger number of devices and networks. A 128-bit address space is also part of
IPv6 addressing, which allows for an even greater number of unique addresses than
64-bit. The 256-bit address space does not correspond to any commonly used internet
protocol for addressing. Therefore, the correct characteristic of IPv4 addresses being a
32-bit address space is essential for understanding how IPv4 networks operate and is
foundational knowledge for anyone preparing for the CompTIA A+ certification.
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3. Which device is utilized to capture an analog signal and
convert it into digital data?

A. Digitizer

B. Smart card reader
C. Virtual firewall
D. Biometric scanner

The device that is utilized to capture an analog signal and convert it into digital data is a
digitizer. A digitizer specifically takes continuous analog signals, such as sound, images,
or other sensory inputs, and transforms them into a digital format that can be processed,
stored, and analyzed by computers. This conversion process is essential in various
applications, including digital art, audio recording, and data collection from analog
sources. In contrast, a smart card reader reads the data stored on smart cards, which are
already in a digital format. A virtual firewall is a network security device that monitors
and controls incoming and outgoing network traffic based on predetermined security
rules, and it does not perform any signal conversion. A biometric scanner captures
specific physical characteristics, such as fingerprints or facial features, and analyzes
them for authentication but does not focus on converting analog signals to digital data in
the same context as a digitizer.

4. Which type of printer is the most suitable for quickly
printing high-quality black-and-white text documents in a
cost-effective manner?

A. Inkjet

B. Laser

C. Dot matrix
D. Thermal

A laser printer is the most suitable for quickly printing high-quality black-and-white text
documents in a cost-effective manner due to its design and functionality. Laser printers
utilize a laser beam to produce precise images on photosensitive drums, which allows for
high-quality text and graphics with sharp edges and clear definitions. In terms of speed,
laser printers are generally faster than inkjet and dot matrix printers when processing
large volumes of documents, as they can print pages rapidly by transferring toner to
paper in a single pass. This makes them an excellent choice for environments where
efficiency and productivity are critical. Cost-effectiveness is another strong point for
laser printers. While the initial purchase price might be higher than other types of
printers, the long-term savings are significant. Laser printers typically have lower
cost-per-page ratios, especially when printing large quantities of black-and-white
documents, because toner cartridges last longer than ink cartridges and are more
efficient for text printing. In contrast, inkjet printers excel at producing high-quality
color graphics and images but are often not as economical for bulk printing of text
documents. Dot matrix printers, while durable and capable of printing multi-part forms,
do not produce the same level of print quality for text and are much slower. Thermal
printers are primarily used for specific applications
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5. Which method allows a laptop to use different IP and DNS
settings when switching between office and home networks?

A. Static IP configuration

B. DHCP reservation

C. Alternate IP configuration
D. Dynamic DNS

The method that allows a laptop to use different IP and DNS settings when switching
between office and home networks is the alternate IP configuration. This feature is
particularly useful in environments where a device frequently moves between different
networks that may have varying IP addressing schemes. When a laptop is on a network
that employs Dynamic Host Configuration Protocol (DHCP), it typically obtains its IP
address and DNS settings automatically. However, when the device is connected to a
network that does not provide DHCP (like in some home networks), the alternate IP
configuration ensures that the device can still communicate effectively by using
predefined settings configured for that specific network. In this scenario, users can set
one configuration for their office network (which may involve specific IP addresses and
DNS servers needed for work) and a different configuration for their home network.
When the laptop detects that it is not receiving an IP address via DHCP on a new
network, it automatically uses the alternate settings configured for that network. Other
methods, such as static IP configuration, would not be ideal for switching between
diverse networks as they require manual changes each time. DHCP reservations offer
consistent IP addresses for specific devices on a DHCP network but do not facilitate
connectivity when switching networks. Dynamic DNS relates more to updating DNS
records dynamically for IP addresses but does not

6. What is the primary function of a firewall in a networking
environment?

A. To enhance network speed.
B. To encrypt all data transmissions.

C. To monitor, filter, and control incoming and outgoing
network traffic.

D. To act as a server for file storage.

A firewall's primary function in a networking environment is to monitor, filter, and
control incoming and outgoing network traffic. It acts as a barrier between a trusted
internal network and untrusted external networks, such as the internet. By analyzing
packets and applying rules, a firewall can allow or deny traffic based on predefined
security policies. This is essential in protecting systems from unauthorized access and
potential threats, therefore ensuring the integrity and security of the data within the
network. The role of a firewall does not involve enhancing network speed, although its
efficient management of data flow can indirectly contribute to an optimized network. It
also does not encrypt data transmissions; that function is provided by other security
measures, such as VPNs and secure protocols like HTTPS. Lastly, while some firewalls
can include additional features, they do not serve as file storage servers; that is a
different type of server functionality unrelated to what a firewall is designed to do.
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7. Which type of memory is non-volatile and retains data
without power?

A. RAM

B. ROM

C. Cache Memory
D. Virtual Memory

The correct choice is ROM (Read-Only Memory). This type of memory is designed to be
non-volatile, meaning it retains its stored data even when the power is turned off. ROM is
commonly used to store firmware, which is the essential software that controls hardware
at a basic level during the computer's boot process. Unlike RAM (Random Access
Memory), which is volatile and loses its data when power is lost, ROM provides critical
information that the system needs to start and operate. Cache memory and virtual
memory serve different purposes. Cache memory is high-speed storage that temporarily
holds data currently being processed, but it is also volatile and loses its data when power
is cut. Virtual memory involves using a portion of the hard drive to simulate additional
RAM, and is primarily a management technique for running more applications than
would fit in the physical RAM. Both cache memory and virtual memory do not retain data
without power, aligning them as options that do not meet the criteria of being
non-volatile.

8. In wireless networks, what does SSID stand for?
A. Service Set Identifier
B. Secure System Integration Device
C. Single Setup Interface Domain
D. Service Standard Internet Disk

SSID stands for Service Set Identifier. It is a unique identifier that wireless LANs
(WLANSs) use to distinguish themselves from one another. When a device searches for
available wireless networks, it displays the SSIDs of the networks within range. Each
SSID can be a name of up to 32 characters that allows users to identify different
networks in their vicinity. This identifier is crucial in managing and connecting devices
to the appropriate network, especially in environments where multiple wireless networks
might be present, such as in offices or public spaces. In contrast to the other options,
none are recognized terms or relevant concepts in the context of wireless networking.
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9. What is the purpose of thermal paste in a computer?
A. To insulate electrical components

B. To improve heat transfer between the CPU and heatsink
C. To enhance the strength of the CPU

D. To provide electrical conductivity

The purpose of thermal paste in a computer is primarily to improve heat transfer
between the CPU and the heatsink. When a CPU operates, it generates heat, and effective
cooling is crucial to maintain optimal performance and prevent overheating. The surface
of a CPU and the bottom of a heatsink are not perfectly smooth, which can lead to air
gaps that significantly hinder heat dissipation. Thermal paste fills these microscopic
gaps and imperfections, creating a more effective thermal interface. By enhancing
contact between the CPU and the heatsink, thermal paste allows for more efficient heat
transfer, helping to keep the CPU at a safe operating temperature. This contributes to
the longevity and reliability of the CPU, as sustained high temperatures can lead to
thermal throttling or even hardware failure. In contrast, the other options don't
accurately describe the role of thermal paste. Insulating electrical components,
enhancing CPU strength, and providing electrical conductivity do not relate to the
primary function of thermal paste, which is specifically focused on thermal conductivity
rather than electrical properties or mechanical strength.

10. What is the primary purpose of an operating system?
A. To provide internet access

B. To manage hardware and software resources

C. To run applications only
D. To protect against malware

The primary purpose of an operating system is to manage hardware and software
resources. This includes overseeing the computer's hardware, such as the CPU, memory,
disk drives, and input/output devices, and coordinating the execution of programs. The
operating system acts as an intermediary between users and the hardware, allowing users
to interact with the computer in a user-friendly manner. It handles tasks such as
managing system memory, controlling processes, facilitating communication between
hardware components, and providing a user interface. While providing internet access,
running applications, and protecting against malware are important functions of modern
operating systems, they are not the primary purpose of the operating system itself. The
ability to connect to the internet, run applications, and maintain security is typically built
upon the foundational role of the operating system in managing system resources
effectively.
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