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1. What is essential for proper key management procedures
in data centre security?
A. Using digital locks only
B. Maintaining detailed records of key usage
C. Allowing unrestricted access
D. Providing keys to all staff members

2. Which factor is NOT associated with increasing CMN?
A. Long cable runs
B. Harmonics
C. Voltage difference between phases
D. Balanced load distribution

3. When conducting an inspection of a data center, what is a
primary focus?
A. Ensuring maximum energy efficiency
B. Verifying compliance with industry standards
C. Assessing employee satisfaction
D. Monitoring external weather conditions

4. What is a common solution to address the issues related to
CMN?
A. Increase load on the circuit
B. Use isolation transformers (TR)
C. Shorten cable lengths
D. Increase the number of phases

5. In a data centre, the ground resistance should be?
A. Less than 0.58 Ohm
B. Less than 1.0 Ohm
C. Less than 1.22 Ohm
D. Less than 1.5 Ohm
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6. What fire suppression system is recommended for a data
center with an indoor height of 6.5 meters?
A. FM200
B. Inergen
C. Novec-1230
D. FE13

7. What is the purpose of Key Management in data centers?
A. A procedure methodology for managing keys effectively
B. A guideline for training data center staff
C. A system for inventory tracking of equipment
D. A network security protocol

8. What pressure characteristic is associated with Inergen
(IG-541)?
A. Low pressure gas
B. Vacuum pressure
C. Very high pressure gas
D. Medium pressure gas

9. Why should there be a gap (space) between the body of the
thermo-hygrostat and the raised floor?
A. To trap any lost air that could escape through the gap
B. To prevent vibration from being transmitted to the raised

floor
C. To facilitate access for maintenance
D. All of the above answers

10. What does an Ingress Protection (IP) rating of 68 signify?
A. No protection against water
B. Dust-tight and protected against water immersion
C. Protected against water splashes
D. Dust-tight but not water-resistant
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1. B
2. D
3. B
4. B
5. B
6. B
7. A
8. C
9. B
10. B
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Explanations
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1. What is essential for proper key management procedures
in data centre security?
A. Using digital locks only
B. Maintaining detailed records of key usage
C. Allowing unrestricted access
D. Providing keys to all staff members

Maintaining detailed records of key usage is fundamental for effective key management
procedures in data centre security. This practice involves documenting when and how
keys are accessed and by whom, which creates an audit trail that can be critical for
accountability, security, and compliance purposes.  By recording key usage, a data centre
can promptly identify any unauthorized access attempts or security breaches. This allows
management to respond quickly to potential threats and strengthens overall security
measures. Additionally, having a comprehensive log of key distribution helps in the
tracking of lost or misplaced keys, ensuring that no unauthorized individuals gain access
to sensitive areas within the data centre.  In contrast, the other options would not
contribute positively to key management. Using digital locks may enhance security but
does not address the need for tracking and accountability. Allowing unrestricted access
would compromise security, while providing keys to all staff members would increase the
risk of unauthorized access. Thus, maintaining detailed records of key usage is the
cornerstone of an effective key management strategy in a secure data centre
environment.

2. Which factor is NOT associated with increasing CMN?
A. Long cable runs
B. Harmonics
C. Voltage difference between phases
D. Balanced load distribution

The factor related to increasing common mode noise (CMN) is balanced load
distribution. When loads are balanced across different phases of an electrical system, it
minimizes the potential for current imbalances that can lead to increased
electromagnetic interference and common mode noise. A balanced system helps ensure
that the return paths for currents are equal, thereby reducing the generation of CMN.  In
contrast, long cable runs can introduce more opportunities for noise pickup, harmonics
can create distortion in power supplies, and voltage differences between phases can lead
to imbalanced currents, all of which contribute to increased CMN. Thus, balanced load
distribution serves as a stabilizing factor, reducing the likelihood of CMN.

8Sample study guide. Visit https://cdcp.examzify.com for the full version

SA
M

PLE



3. When conducting an inspection of a data center, what is a
primary focus?
A. Ensuring maximum energy efficiency
B. Verifying compliance with industry standards
C. Assessing employee satisfaction
D. Monitoring external weather conditions

Focusing on verifying compliance with industry standards during a data center
inspection is essential because it ensures that the facility meets required regulations and
best practices. Compliance can encompass a variety of elements including safety
protocols, environmental considerations, and operational reliability. Adhering to these
standards not only protects the integrity of the data center's operations but also
minimizes risks related to legal issues, downtime, and potential data breaches.  While
ensuring maximum energy efficiency is important, it falls under a broader category of
operational excellence and sustainability but does not encompass the full scope of
compliance requirements. Assessing employee satisfaction, although vital for workplace
morale and productivity, is generally outside the direct purview of data center
inspections. Monitoring external weather conditions is relevant for certain operational
aspects but does not constitute a primary focus of data center inspections under normal
circumstances. Thus, verifying compliance with industry standards is the key focus
during such inspections, promoting accountability and facilitating continuous
improvement within the data center environment.

4. What is a common solution to address the issues related to
CMN?
A. Increase load on the circuit
B. Use isolation transformers (TR)
C. Shorten cable lengths
D. Increase the number of phases

Using isolation transformers is a common solution to address the issues related to
Common Mode Noise (CMN) in data centers. CMN can create unwanted electrical
interference that disrupts the performance of sensitive electronic equipment. Isolation
transformers help mitigate these issues by breaking the direct electrical connection
between the power source and the equipment. As a result, they can effectively filter out
noise and provide a cleaner power signal to the connected systems.  Isolation
transformers work by isolating the load from the supply, which not only helps in reducing
CMN but also improves safety by preventing ground loops and providing voltage
isolation. This is particularly important in environments such as data centers, where the
reliability of power supply is critical for the performance and uptime of data processing
systems.  While the other options might appear to provide fixes, they do not specifically
address the root causes of CMN in the way that isolation transformers do. For instance,
increasing load on the circuit does not eliminate noise and may even exacerbate existing
issues, while shortening cable lengths and increasing the number of phases might not
provide the necessary isolation and filtering that an isolation transformer can deliver.
Thus, employing isolation transformers stands out as the most effective solution for
mitigating the effects of Common Mode Noise.
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5. In a data centre, the ground resistance should be?
A. Less than 0.58 Ohm
B. Less than 1.0 Ohm
C. Less than 1.22 Ohm
D. Less than 1.5 Ohm

The ground resistance in a data centre is a critical aspect of electrical safety and
equipment performance. A requirement for ground resistance to be less than 1.0 Ohm is
often cited as a standard practice to ensure that the grounding system is effective in
dissipating fault currents safely into the earth. This low resistance helps to prevent
electrical shock hazards, protects equipment from lightning strikes, surges, and helps
ensure reliable operation of sensitive electronic equipment by minimizing ground
potential rise.  When the ground resistance is maintained below this threshold, it
significantly enhances the reliability of the power and grounding systems within the data
centre. A well-grounded data centre reduces the risk of damaging voltage differences
which can compromise both safety and operational integrity.  While other values are
acceptable in certain conditions, standards typically emphasize keeping the ground
resistance under 1.0 Ohm to provide a safe environment for operation, thus making this
option the most accurate choice in the context of maintaining best practices in data
centre grounding.

6. What fire suppression system is recommended for a data
center with an indoor height of 6.5 meters?
A. FM200
B. Inergen
C. Novec-1230
D. FE13

In a data center with an indoor height of 6.5 meters, Inergen is a recommended fire
suppression system due to its effectiveness in a sealed environment and its ability to
provide a safe atmosphere for personnel. Inergen is a clean agent made of naturally
occurring gases (nitrogen, argon, and carbon dioxide) that works by reducing the oxygen
level in the protected area to a point where it can extinguish fire without harming
electronic equipment or endangering individuals.   This system is particularly useful in
environments like data centers, where equipment and irreplaceable data can be severely
damaged by water or chemical fire suppression methods. Inergen is designed to be safe
for occupants, allowing for a brief evacuation time, as it does not produce harmful
residues or toxins, making it suitable for high-value electronic environments with
restricted air flow.  The other options, while they are effective fire suppression agents in
certain circumstances, may not be as suitable for specific environmental conditions
found in data centers with the stated height. For example, FM200 and Novec-1230 are
chemical agents that may also be effective but often require different design
considerations for their application, particularly in taller spaces where airflow and agent
distribution need to be managed carefully. FE13, while a viable option,
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7. What is the purpose of Key Management in data centers?
A. A procedure methodology for managing keys effectively
B. A guideline for training data center staff
C. A system for inventory tracking of equipment
D. A network security protocol

The purpose of Key Management in data centers is to provide a structured approach to
effectively managing encryption keys and other sensitive access credentials. This process
involves generating, storing, distributing, and revoking keys, ensuring that only
authorized personnel can access encrypted data. Effective key management is crucial for
maintaining data security, as it helps protect sensitive information from unauthorized
access and potential breaches.  A well-defined key management procedure ensures that
keys are properly handled throughout their lifecycle, minimizing risks associated with
data breaches and ensuring compliance with various regulatory standards. This can
include implementing strong access controls and audit trails for key usage, which further
enhances data center security.  While guidelines for training staff, inventory tracking,
and network security protocols are all important aspects of data center operations, they
do not specifically address the critical role that key management plays in safeguarding
digital assets.

8. What pressure characteristic is associated with Inergen
(IG-541)?
A. Low pressure gas
B. Vacuum pressure
C. Very high pressure gas
D. Medium pressure gas

Inergen (IG-541) is a clean agent fire suppression system that is composed of a mixture
of gases, primarily nitrogen, argon, and carbon dioxide. The pressure characteristic that
is most commonly associated with Inergen is that it operates at a very high pressure.  
Inergen systems are stored in high-pressure cylinders to ensure that the gases can be
effectively discharged in a rapid manner when needed for fire suppression. This high
pressure allows for a quick release of the gas into the protected space, enabling it to
displace oxygen in the atmosphere and suppress any potential flames.   Understanding
the pressure characteristics of Inergen is vital for handling and storing the gas safely, as
well as for the design of the related fire suppression systems. Therefore, recognizing that
Inergen operates under very high pressure is crucial for professionals working with fire
safety and suppression technologies.
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9. Why should there be a gap (space) between the body of the
thermo-hygrostat and the raised floor?
A. To trap any lost air that could escape through the gap
B. To prevent vibration from being transmitted to the raised

floor
C. To facilitate access for maintenance
D. All of the above answers

The correct rationale for the need for a gap (space) between the body of the
thermo-hygrostat and the raised floor primarily pertains to the function and sensitivity of
the thermo-hygrostat. This gap plays a crucial role in mitigating vibrations that may
affect the performance of the device. Thermo-hygrostats are sensitive instruments that
measure temperature and humidity and can be adversely affected by any disturbances,
including vibrations from the raised floor. Ensuring that there is a space prevents the
transmission of these vibrations, allowing the device to operate accurately and maintain
the desired environmental conditions within a data center.  While the other
considerations mentioned can have relevance, they do not hold the same critical
importance as the need to prevent vibration interference. For example, while trapping
lost air or facilitating maintenance are valid points, they are not primary reasons for
establishing a gap between the device and the raised floor in this context. The primary
focus remains on ensuring the precision of the measurements taken by the
thermo-hygrostat, which is best achieved by isolating it from potential disturbances
caused by the flooring system.

10. What does an Ingress Protection (IP) rating of 68 signify?
A. No protection against water
B. Dust-tight and protected against water immersion
C. Protected against water splashes
D. Dust-tight but not water-resistant

An Ingress Protection (IP) rating of 68 signifies that the equipment is entirely dust-tight
and can withstand prolonged immersion in water. The first digit of the IP rating (6 in this
case) indicates that it offers complete protection against dust ingress, meaning no dust
particles can enter the enclosure. The second digit (8) denotes that the equipment can be
submerged in water beyond a specified depth, typically more than one meter, for an
extended duration without suffering damage.  This rating is crucial for devices used in
harsh environments, as it assures users that the equipment can operate reliably in
dust-laden or wet conditions. Understanding such ratings is essential for professionals
managing data centers, as it informs decisions regarding the placement and housing of
key infrastructure based on the environmental conditions present.
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