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IntroductionIntroduction

Preparing for a certification exam can feel overwhelming, but with the right tools, it becomes
an opportunity to build confidence, sharpen your skills, and move one step closer to your
goals. At Examzify, we believe that effective exam preparation isn’t just about
memorization, it’s about understanding the material, identifying knowledge gaps, and
building the test-taking strategies that lead to success.

This guide was designed to help you do exactly that.

Whether you’re preparing for a licensing exam, professional certification, or entry-level
qualification, this book offers structured practice to reinforce key concepts. You’ll find a
wide range of multiple-choice questions, each followed by clear explanations to help you
understand not just the right answer, but why it’s correct.

The content in this guide is based on real-world exam objectives and aligned with the types
of questions and topics commonly found on official tests. It’s ideal for learners who want to:

• Practice answering questions under realistic conditions,
• Improve accuracy and speed,
• Review explanations to strengthen weak areas, and
• Approach the exam with greater confidence.

We recommend using this book not as a stand-alone study tool, but alongside other
resources like flashcards, textbooks, or hands-on training. For best results, we recommend
working through each question, reflecting on the explanation provided, and revisiting the
topics that challenge you most.

Remember: successful test preparation isn’t about getting every question right the first
time, it’s about learning from your mistakes and improving over time. Stay focused, trust the
process, and know that every page you turn brings you closer to success.

Let’s begin.
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How to Use This GuideHow to Use This Guide

This guide is designed to help you study more effectively and approach your exam with
confidence. Whether you're reviewing for the first time or doing a final refresh, here’s how to
get the most out of your Examzify study guide:

1. Start with a Diagnostic Review

Skim through the questions to get a sense of what you know and what you need to focus on.
Your goal is to identify knowledge gaps early.

2. Study in Short, Focused Sessions

Break your study time into manageable blocks (e.g. 30 – 45 minutes). Review a handful of
questions, reflect on the explanations.

3. Learn from the Explanations

After answering a question, always read the explanation, even if you got it right. It reinforces
key points, corrects misunderstandings, and teaches subtle distinctions between similar
answers.

4. Track Your Progress

Use bookmarks or notes (if reading digitally) to mark difficult questions. Revisit these
regularly and track improvements over time.

5. Simulate the Real Exam

Once you're comfortable, try taking a full set of questions without pausing. Set a timer and
simulate test-day conditions to build confidence and time management skills.

6. Repeat and Review

Don’t just study once, repetition builds retention. Re-attempt questions after a few days and
revisit explanations to reinforce learning. Pair this guide with other Examzify tools like
flashcards, and digital practice tests to strengthen your preparation across formats.

There’s no single right way to study, but consistent, thoughtful effort always wins. Use this
guide flexibly, adapt the tips above to fit your pace and learning style. You've got this!
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Questions
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1. In risk management, vulnerability is best described as:
A. External threat
B. Intrinsic properties that create susceptibility to risk
C. A specific security control
D. A remediation action

2. Which CRAVED attribute makes items attractive to thieves because they
can be hidden?
A. Concealable
B. Valuable
C. Removable
D. Disposable

3. Which term refers to actions taken to lessen the probability, negative
consequences, or both associated with a risk?
A. Risk analysis
B. Risk criteria
C. Risk tolerance
D. Risk reduction

4. Which term relates to evaluating the consequences of a particular
outcome?
A. Likelihood
B. Incident
C. Integrity
D. Impact

5. Risk treatment is NOT which of the following?
A. Avoiding the risk by deciding not to start or continue with the activity
B. Taking on more risk to pursue an opportunity
C. Removing the risk source
D. Ignoring the risk
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6. Which term describes an event that can lead to losses and may escalate
into an emergency if not managed?
A. Incident
B. Hazard
C. Internal context
D. Intrusion detection system

7. In the PAPMS, the primary vehicle used in the overall assessment program
is the security survey. Which option best completes this statement?
A. The security survey
B. Incident response plan
C. Budget review
D. Regulatory checklist

8. Which of the following is NOT one of the three fundamentals of entry and
access control?
A. Something a person wears as a badge
B. Something a person knows, identification number
C. Something a person has, a key or credential
D. What is inherent to a person, biometric ID

9. Which term describes systematic and coordinated activities and practices
through which an organization manages its operational risks and the
associated potential threats and impacts therein?
A. Organizational resilience
B. Physical protection systems
C. Mitigation
D. Lock

10. Which term describes coordinated activities to direct and control an
organization with regards to risk?
A. Risk reduction
B. Risk analysis
C. Risk acceptance
D. Risk management
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Answers
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1. B
2. A
3. C
4. D
5. D
6. A
7. A
8. A
9. A
10. D

Sample study guide, visit https://ansiasispap1to2012physassetprotapp.examzify.com
for the full version with hundreds of practice questions 9

SAMPLE



Explanations
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1. In risk management, vulnerability is best described as:
A. External threat
B. Intrinsic properties that create susceptibility to risk
C. A specific security control
D. A remediation action

Vulnerability means inherent weaknesses that make an asset, system, or process susceptible to harm. It’s about
the conditions inside the asset that allow threats to cause damage, not the threat itself or the protective
measures. A vulnerability is what a threat can exploit—think of unpatched software, weak configurations, or gaps
in procedures. When such weaknesses exist, the risk rises because a threat has a feasible path to cause impact.
The other options describe things that aren’t vulnerabilities: an external threat is the attacker or event; a security
control is a safeguard; a remediation action is how you fix the weakness.

2. Which CRAVED attribute makes items attractive to thieves because they
can be hidden?
A. Concealable
B. Valuable
C. Removable
D. Disposable

Concealable is the attribute that directly addresses hiding. When an item can be concealed, a thief can take it
with a lower risk of being noticed, because it can be hidden in clothing, bags, or pockets and moved away
discreetly. That ability to hide makes such items particularly attractive to thieves.  The other CRAVED aspects
influence theft in different ways—for example, removable means it’s easy to detach, available means it’s easy to
access, valuable signals high reward, disposable means it can be disposed of after theft, and enjoyable to take
relates to the thrill of stealing. None of these specifically describe the ease of hiding the item, which is why
concealability best fits the question.

3. Which term refers to actions taken to lessen the probability, negative
consequences, or both associated with a risk?
A. Risk analysis
B. Risk criteria
C. Risk tolerance
D. Risk reduction

Actions taken to lessen the probability or the consequences of a risk are called risk reduction. This involves
implementing controls, safeguards, and countermeasures to lower how likely the risk is to occur or how severe
its impact would be if it does occur. Examples include applying security patches, adding access controls,
creating redundancy, backing up data, training staff, and establishing incident response plans.   This differs from
risk analysis, which is about identifying and evaluating risks; risk criteria, which are the standards used to judge
risk levels; and risk tolerance, which is the amount of risk an organization is willing to accept.
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4. Which term relates to evaluating the consequences of a particular
outcome?
A. Likelihood
B. Incident
C. Integrity
D. Impact

Evaluating the consequences of a particular outcome centers on impact. Impact measures how severe the
effects would be if an event occurs—such as financial losses, injuries, downtime, or damage to reputation. It’s
the aspect that tells you how bad the result could be, which is why risk assessment often uses the formula Risk
= Likelihood × Impact to prioritize protective measures. The other terms describe different ideas: likelihood is the
probability that something will happen, an incident is the event itself, and integrity refers to the trustworthiness
or accuracy of data and systems. So, the term that relates to evaluating consequences is impact.

5. Risk treatment is NOT which of the following?
A. Avoiding the risk by deciding not to start or continue with the activity
B. Taking on more risk to pursue an opportunity
C. Removing the risk source
D. Ignoring the risk

Risk treatment involves actions to alter risk exposure—such as avoiding the activity, reducing the hazard,
transferring the risk, or accepting the remaining risk with a plan. Ignoring the risk is not a treatment at all; it does
nothing to reduce likelihood or impact and leaves the exposure unmanaged. The other options illustrate
legitimate treatment approaches: avoiding the activity eliminates exposure; removing the risk source eliminates
the hazard; and taking on more risk to pursue an opportunity represents a deliberate risk acceptance or appetite
decision in pursuit of benefit. Therefore, ignoring the risk is not a risk treatment.

6. Which term describes an event that can lead to losses and may escalate
into an emergency if not managed?
A. Incident
B. Hazard
C. Internal context
D. Intrusion detection system

An incident is an event that has occurred or is occurring and has the potential to cause losses or disruptions. If it
isn’t managed properly, that event can escalate into an emergency that requires immediate, coordinated
response. This distinguishes it from a hazard, which is a condition with the potential to cause harm rather than
an event itself; from internal context, which refers to the organizational environment factors rather than an
occurring event; and from an intrusion detection system, which is a tool used to detect security breaches rather
than describing an event. So the term that fits the description best is incident.
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7. In the PAPMS, the primary vehicle used in the overall assessment program
is the security survey. Which option best completes this statement?
A. The security survey
B. Incident response plan
C. Budget review
D. Regulatory checklist

In PAPMS, the assessment program is driven by a comprehensive look at how physical assets are actually
protected on-site. The security survey is the primary vehicle because it systematically gathers real-world
information about protective measures, vulnerabilities, and how things operate day to day. It combines on-site
observations, records review, and interviews to produce a clear, actionable picture of risk, highlighting gaps and
setting priorities for improvement. This broad, structured evaluation forms the foundation for planning,
implementing controls, and allocating resources across the program.  Other options contribute in their own
ways—an incident response plan focuses on handling events after they occur, not the current protection level; a
budget review centers on financial resources rather than site conditions; a regulatory checklist checks
compliance with specific rules but may miss broader risk gaps. The security survey best completes the
statement because it provides the holistic baseline essential for the overall assessment program.

8. Which of the following is NOT one of the three fundamentals of entry and
access control?
A. Something a person wears as a badge
B. Something a person knows, identification number
C. Something a person has, a key or credential
D. What is inherent to a person, biometric ID

The main concept is that entry and access control rests on three authentication factors: something you know
(like a PIN or identification number), something you have (a key or credential such as a card or badge), and
something you are (biometric ID). The option describing a person knowing an identification number fits the
knowledge factor. The option about a person having a key or credential fits the possession factor. The option
about biometric ID fits the biometric factor. The remaining choice describes wearing a badge, which is a way to
present a credential but is not naming one of the fundamental factors itself. It’s a specific form of possession
rather than a distinct factor. So it isn’t one of the three fundamentals, while the others clearly map to knowledge,
possession, and biometrics.
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9. Which term describes systematic and coordinated activities and practices
through which an organization manages its operational risks and the
associated potential threats and impacts therein?
A. Organizational resilience
B. Physical protection systems
C. Mitigation
D. Lock

Organizational resilience is the ability of an organization to anticipate, withstand, adapt to, and recover from
threats and disruptions while continuing to deliver essential operations. It encompasses systematic and
coordinated activities and practices that integrate risk assessment, governance, procedures, training, incident
response, business continuity, and ongoing improvement. This makes it the best fit for describing how an
organization manages its operational risks and the associated potential threats and impacts, because it
captures the full, coordinated capability to prevent, respond to, and recover from adverse events, not just
individual controls. The other terms are narrower: mitigation focuses on reducing risk likelihood or impact, but
doesn’t describe the broad, integrated organizational capacity; physical protection systems refer to safeguards
for assets, not the overall risk-management process; and a lock is a specific physical control with limited scope.

10. Which term describes coordinated activities to direct and control an
organization with regards to risk?
A. Risk reduction
B. Risk analysis
C. Risk acceptance
D. Risk management

Coordinated activities to direct and control an organization with regards to risk are described by risk
management. This term covers the overall framework and ongoing process of identifying, assessing, treating,
monitoring, and communicating risk across the organization, aligned with objectives and governance. It includes
establishing policies, assigning responsibilities, and continuously improving how risk is handled at all levels. 
The other terms refer to parts or outcomes within that framework. Risk reduction is about lowering risk levels
through specific controls or actions. Risk analysis focuses on evaluating the nature and magnitude of risks. Risk
acceptance is the decision to tolerate certain risk after evaluating potential impacts and controls. But only risk
management encompasses the full, coordinated approach to directing and controlling risk throughout the
organization.
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Next StepsNext Steps

Congratulations on reaching the final section of this guide. You've taken a meaningful step
toward passing your certification exam and advancing your career.

As you continue preparing, remember that consistent practice, review, and self-reflection
are key to success. Make time to revisit difficult topics, simulate exam conditions, and track
your progress along the way.

If you need help, have suggestions, or want to share feedback, we’d love to hear from you.
Reach out to our team at hello@examzify.com.

Or visit your dedicated course page for more study tools and resources:

https://ansiasispap1to2012physassetprotapp.examzify.com

We wish you the very best on your exam journey. You've got this!
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