


Copyright © 2026 by Examzify - A Kaluba Technologies Inc. product.

ALL RIGHTS RESERVED.

No part of this book may be reproduced or transferred in any form or by any means, graphic,
electronic, or mechanical, including photocopying, recording, web distribution, taping, or by any
information storage retrieval system, without the written permission of the author.

Notice: Examzify makes every reasonable effort to obtain accurate, complete, and timely
information about this product from reliable sources.

Sample study guide, visit https://alcatel.examzify.com
for the full version with hundreds of practice questions 1

SAMPLE



Table of Contents
Copyright 1.................................................................................................................

Table of Contents 2....................................................................................................

Introduction 3.............................................................................................................

How to Use This Guide 4............................................................................................

Questions 5................................................................................................................

Answers 8...................................................................................................................

Explanations 10..........................................................................................................

Next Steps 15.............................................................................................................

Sample study guide, visit https://alcatel.examzify.com
for the full version with hundreds of practice questions 2

SAMPLE



IntroductionIntroduction

Preparing for a certification exam can feel overwhelming, but with the right tools, it becomes
an opportunity to build confidence, sharpen your skills, and move one step closer to your
goals. At Examzify, we believe that effective exam preparation isn’t just about
memorization, it’s about understanding the material, identifying knowledge gaps, and
building the test-taking strategies that lead to success.

This guide was designed to help you do exactly that.

Whether you’re preparing for a licensing exam, professional certification, or entry-level
qualification, this book offers structured practice to reinforce key concepts. You’ll find a
wide range of multiple-choice questions, each followed by clear explanations to help you
understand not just the right answer, but why it’s correct.

The content in this guide is based on real-world exam objectives and aligned with the types
of questions and topics commonly found on official tests. It’s ideal for learners who want to:

• Practice answering questions under realistic conditions,
• Improve accuracy and speed,
• Review explanations to strengthen weak areas, and
• Approach the exam with greater confidence.

We recommend using this book not as a stand-alone study tool, but alongside other
resources like flashcards, textbooks, or hands-on training. For best results, we recommend
working through each question, reflecting on the explanation provided, and revisiting the
topics that challenge you most.

Remember: successful test preparation isn’t about getting every question right the first
time, it’s about learning from your mistakes and improving over time. Stay focused, trust the
process, and know that every page you turn brings you closer to success.

Let’s begin.
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How to Use This GuideHow to Use This Guide

This guide is designed to help you study more effectively and approach your exam with
confidence. Whether you're reviewing for the first time or doing a final refresh, here’s how to
get the most out of your Examzify study guide:

1. Start with a Diagnostic Review

Skim through the questions to get a sense of what you know and what you need to focus on.
Your goal is to identify knowledge gaps early.

2. Study in Short, Focused Sessions

Break your study time into manageable blocks (e.g. 30 – 45 minutes). Review a handful of
questions, reflect on the explanations.

3. Learn from the Explanations

After answering a question, always read the explanation, even if you got it right. It reinforces
key points, corrects misunderstandings, and teaches subtle distinctions between similar
answers.

4. Track Your Progress

Use bookmarks or notes (if reading digitally) to mark difficult questions. Revisit these
regularly and track improvements over time.

5. Simulate the Real Exam

Once you're comfortable, try taking a full set of questions without pausing. Set a timer and
simulate test-day conditions to build confidence and time management skills.

6. Repeat and Review

Don’t just study once, repetition builds retention. Re-attempt questions after a few days and
revisit explanations to reinforce learning. Pair this guide with other Examzify tools like
flashcards, and digital practice tests to strengthen your preparation across formats.

There’s no single right way to study, but consistent, thoughtful effort always wins. Use this
guide flexibly, adapt the tips above to fit your pace and learning style. You've got this!
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Questions
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1. What best defines the latency budget in an optical network?
A. The latency budget equals the sum of propagation delays
B. The latency budget equals the sum of processing delays
C. The latency budget equals the sum of queuing delays
D. The latency budget equals the total permissible one-way delay across the

path

2. Why is a network baseline important for troubleshooting?
A. It serves as the security policy for the network
B. It provides a reference for normal performance metrics used to detect

deviations
C. It lists all devices in the network and their configurations
D. It defines the service-level objectives for the year

3. Which statement describes a managed device?
A. A network node that contains an SNMP agent and resides on a managed

network.
B. A device that routes packets between networks.
C. A printer connected to the network.
D. A USB storage device used for backups.

4. Which statement correctly contrasts symmetric and asymmetric
cryptography?
A. Symmetric provides digital signatures only; Asymmetric provides encryption
B. Symmetric uses a single shared key for encryption and decryption;

Asymmetric uses a key pair for encryption/decryption and digital signatures
C. Symmetric uses key pairs; Asymmetric uses a single key
D. Symmetric cannot be used for encryption; Asymmetric is only for signing

5. Which statement correctly describes 802.1Q tagging in VLANs?
A. 802.1Q duplicates frames for multiple VLANs.
B. VLANs create separate broadcast domains; 802.1Q inserts a 4-byte tag into

Ethernet frames to identify VLAN IDs; trunks carry multiple VLANs; native VLAN
frames are untagged.

C. 802.1Q is used for ARP.
D. It disables trunks.
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6. What is Link Aggregation?
A. The process of combining multiple physical links between two switches into

one logical link.
B. Splitting a single link into multiple virtual links
C. Replacing cables with fiber
D. Creating VLANs

7. In a multi-tenant network, VRF primarily enables what?
A. Isolate routing tables for different tenants
B. Merge all tenants' routing into a single table
C. Provide encryption for tenant data
D. Replace BGP with OSPF

8. What information does traceroute provide that helps in troubleshooting?
A. Traceroute maps the network topology diagram of the path
B. Traceroute reveals the full traffic content of the packets
C. Traceroute shows the path and per-hop latency to a destination
D. Traceroute provides DNS resolution results for the destination

9. Before committing changes to the certified directory, where must the
changes be tested?
A. In the working directory
B. In RAM only
C. In the boot flash
D. In the image directory

10. Who certifies the files in the certified directory?
A. The user
B. The system automatically
C. An authorized administrator
D. The vendor
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Answers
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1. D
2. B
3. A
4. B
5. B
6. A
7. A
8. C
9. A
10. C
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Explanations
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1. What best defines the latency budget in an optical network?
A. The latency budget equals the sum of propagation delays
B. The latency budget equals the sum of processing delays
C. The latency budget equals the sum of queuing delays
D. The latency budget equals the total permissible one-way delay across the

path
Latency budget is the total permissible one-way delay across the path. It sets the maximum delay a signal can
experience from source to destination to meet timing and QoS requirements. In an optical network, delays come
from propagation through fiber, processing at network nodes, and any queuing in buffers. The budget must cover
all these components combined, not just a single type of delay. So it isn’t merely the propagation delays, nor just
the processing delays, nor just the queuing delays—the latency budget is the sum of all delays allowed along the
path.

2. Why is a network baseline important for troubleshooting?
A. It serves as the security policy for the network
B. It provides a reference for normal performance metrics used to detect

deviations
C. It lists all devices in the network and their configurations
D. It defines the service-level objectives for the year

A network baseline is a reference point for normal network behavior. It captures typical performance metrics and
usage patterns, such as latency, throughput, packet loss, and device resource utilization, as well as normal
traffic flows and patterns over a representative period.  When troubleshooting, comparing current measurements
to the baseline helps you spot anomalies quickly, pinpoint where problems are likely occurring, and decide what
corrective action is needed. It also helps distinguish temporary spikes from real issues and guides decisions
about fixes or further investigation.  This isn’t a security policy, which governs access and protections. It isn’t
simply a list of devices and configurations, which is asset management. And it isn’t about service-level
objectives, which set targets rather than describe normal behavior.

3. Which statement describes a managed device?
A. A network node that contains an SNMP agent and resides on a managed

network.
B. A device that routes packets between networks.
C. A printer connected to the network.
D. A USB storage device used for backups.

In network management, a managed device is one that can be monitored and controlled by a network
management system, typically through an SNMP agent that runs inside the device. The statement describing a
network node that contains an SNMP agent and sits on a managed network directly signals this capability: the
SNMP agent is what the management system uses to query status, gather data, and apply configurations or
alarms. That explicit presence of an SNMP agent on a device confirms it as part of the managed environment. 
The other options describe common network or peripheral devices but don’t specify management capabilities. A
router is a network device that may be manageable, but without mentioning an SNMP agent or management
system, it doesn’t clearly define a managed device. A printer could also be managed in some setups, yet the
description doesn’t guarantee SNMP-based management. A USB storage device used for backups is not
inherently a network-managed device and typically operates as local or direct-attached storage rather than a
managed network node.
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4. Which statement correctly contrasts symmetric and asymmetric
cryptography?
A. Symmetric provides digital signatures only; Asymmetric provides encryption
B. Symmetric uses a single shared key for encryption and decryption;

Asymmetric uses a key pair for encryption/decryption and digital signatures
C. Symmetric uses key pairs; Asymmetric uses a single key
D. Symmetric cannot be used for encryption; Asymmetric is only for signing

Key distinction is how the keys are used to protect data. Symmetric cryptography relies on one shared secret key
to both encrypt and decrypt information. Everyone who needs access must have that same key, which makes the
process fast for large amounts of data but requires secure key exchange and protection of the key itself. 
Asymmetric cryptography uses a pair of keys: a public key that can be shared openly for encryption or
verification, and a private key that stays secret for decryption or signing. This setup not only enables encryption
without distributing a secret key but also enables digital signatures, where a message signed with the private
key can be verified with the corresponding public key.  So the statement that symmetric uses a single shared key
for encryption and decryption, while asymmetric uses a key pair for encryption/decryption and digital signatures,
is the correct description. The other options mix up how the keys are used and the capabilities of each type.

5. Which statement correctly describes 802.1Q tagging in VLANs?
A. 802.1Q duplicates frames for multiple VLANs.
B. VLANs create separate broadcast domains; 802.1Q inserts a 4-byte tag into

Ethernet frames to identify VLAN IDs; trunks carry multiple VLANs; native VLAN
frames are untagged.

C. 802.1Q is used for ARP.
D. It disables trunks.

VLANs divide broadcast domains, and 802.1Q tagging is the method that lets a single physical link carry traffic
for multiple VLANs. It does this by inserting a 4-byte tag into Ethernet frames that identifies the VLAN ID the
frame belongs to. This tag sits after the source MAC address and before the EtherType, and it carries the VLAN
ID along with optional priority bits used for QoS.  Because the tag distinguishes VLANs, switches can forward
frames from different VLANs over the same trunk link without mixing them. Frames for a VLAN on a trunk are
tagged so the receiving switch knows which VLAN to place the frame into. Frames belonging to the native VLAN
on a trunk can be sent untagged, depending on the configuration, which is why you sometimes hear that native
VLAN frames are untagged.  This mechanism is distinct from ARP, which is a protocol for mapping IP addresses
to MAC addresses, and it does not involve duplicating frames or disabling trunks. The statement that best
describes 802.1Q tagging is that VLANs create separate broadcast domains; 802.1Q inserts a 4-byte tag into
Ethernet frames to identify VLAN IDs; trunks carry multiple VLANs; native VLAN frames are untagged.
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6. What is Link Aggregation?
A. The process of combining multiple physical links between two switches into

one logical link.
B. Splitting a single link into multiple virtual links
C. Replacing cables with fiber
D. Creating VLANs

Link aggregation is the practice of joining several physical network links between two switches so they operate
as a single logical link. This creates more usable bandwidth because traffic can flow over multiple cables at
once, and it also adds redundancy—if one cable or port fails, the other links keep the connection alive. To make
this work, both switches need to be configured for the same port channel or link aggregation group, and a
protocol like LACP (Link Aggregation Control Protocol) often negotiates and maintains the group automatically.
How traffic is spread across the individual links is determined by a hashing method that looks at things like
source and destination MAC addresses or IP ports, helping balance the load across all active links. This concept
is why the option describes combining multiple physical connections into one logical path, not splitting a link,
replacing cables with fiber, or creating VLANs.

7. In a multi-tenant network, VRF primarily enables what?
A. Isolate routing tables for different tenants
B. Merge all tenants' routing into a single table
C. Provide encryption for tenant data
D. Replace BGP with OSPF

VRF, or Virtual Routing and Forwarding, creates multiple independent routing tables on a single device so each
tenant has its own separate path decisions. This isolation means routes learned for one tenant aren’t visible or
usable by another, even if they use overlapping IP spaces. Interfaces can be tied to a specific VRF, ensuring
forwarding uses the correct tenant’s routing information. This is why the primary purpose is isolating routing
tables for different tenants. VRF doesn’t merge all routes into one table, doesn’t by itself encrypt data, and
doesn’t replace one routing protocol with another; it simply provides separate routing contexts that routing
protocols can operate within.

8. What information does traceroute provide that helps in troubleshooting?
A. Traceroute maps the network topology diagram of the path
B. Traceroute reveals the full traffic content of the packets
C. Traceroute shows the path and per-hop latency to a destination
D. Traceroute provides DNS resolution results for the destination

Traceroute helps you troubleshoot by revealing the path packets take to a destination and the time it takes to
reach each hop along that path. By sending probes and recording the router that responds and the round-trip
time for each hop, you get a hop-by-hop view of the route and where delays or timeouts occur. This makes it
possible to spot exactly where latency is added or where a route fails, such as a slow link or a non-responsive
hop.  It’s important to know what it does not do: it doesn’t show the full contents of the traffic or inspect
payloads, so you won’t see any actual data being carried. It also won’t automatically produce a complete
network topology diagram, though it may display hostnames for some hops if name resolution is available. The
most useful takeaway is the path and per-hop latency, which helps identify where troubleshooting should focus.
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9. Before committing changes to the certified directory, where must the
changes be tested?
A. In the working directory
B. In RAM only
C. In the boot flash
D. In the image directory

Testing in the working directory is the safe, iterative space for validating changes before they move into the
certified area. It lets you modify files, run tests, and verify behavior without affecting the device’s live firmware or
storage. Testing in RAM would be volatile and won’t persist after a reboot, so it can’t confirm lasting
correctness. Testing in the boot flash is risky and inappropriate because that area stores the bootloader and
firmware; changing it directly bypasses proper validation and can brick the device. The image directory is meant
for final built artifacts, not for experimenting with changes. By testing in the working directory, you ensure
changes are sound and reproducible before committing.

10. Who certifies the files in the certified directory?
A. The user
B. The system automatically
C. An authorized administrator
D. The vendor

Certification of files in the certified directory is performed by an authorized administrator who has the authority
to attest that a file is legitimate and trusted. This role applies a formal indication, such as a signature or
certification tag, and records who certified the file for accountability. The user typically doesn’t have the
privileges to certify files, as that would bypass controls. While the system can enforce rules and the vendor
provides tooling, the official certification action rests with the authorized administrator after proper verification.
This ensures trust and traceability for every file marked as certified.
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Next StepsNext Steps

Congratulations on reaching the final section of this guide. You've taken a meaningful step
toward passing your certification exam and advancing your career.

As you continue preparing, remember that consistent practice, review, and self-reflection
are key to success. Make time to revisit difficult topics, simulate exam conditions, and track
your progress along the way.

If you need help, have suggestions, or want to share feedback, we’d love to hear from you.
Reach out to our team at hello@examzify.com.

Or visit your dedicated course page for more study tools and resources:

https://alcatel.examzify.com

We wish you the very best on your exam journey. You've got this!
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