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1. What type of risks do internal generators focus on within a
facility?

A. Environmental risks

B. Cultural risks

C. People and property risks
D. Technological risks

2. Which of the following is NOT a step in the security survey
process?

A. Site Inspection
B. Report Submission
C. Security Training

D. Document Collection or Reviews

3. Logical security primarily refers to restrictions based on
which of the following?

A. Physical keys

B. Virtual permissions and profiles
C. Employee identification

D. Building layout

4. What kind of turnstile is used in high security applications
and may feature an integrated counter?

A. Waist-high turnstile
B. Full-height turnstile
C. Optical turnstile

D. Biometric turnstile

5. What type of glazing material poses the greatest risk of
human injury?

A. Standard plate glass
B. Acrylics

C. Polycarbonate

D. Laminated glass

Sample study guide. Visit https://acpiphysicalsecassmt.examzify.com for the full version



6. Under which method do you distribute risk among multiple
parties?

A. Risk Reduction
B. Risk Acceptance
C. Risk Spreading
D. Risk Transfer

7. What is a primary purpose of intrusion alarm systems?
A. Surveillance of visitors
B. Report alarms in a timely manner
C. Monitor environmental conditions
D. Control access points

8. Which of the following is NOT an authentication method?
A. Something you know

B. Something you have

C. Something you dispense
D. What you are

9. What is a significant advantage of acrylic material in
security applications?

A. Low cost

B. High optical clarity
C. Easy availability

D. UV resistance

10. What does a Passive Infrared (PIR) sensor detect?
A. Light changes
B. Sound waves
C. Electromagnetic radiation
D. Magnetic fields
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1. What type of risks do internal generators focus on within a
facility?

A. Environmental risks
B. Cultural risks
C. People and property risks

D. Technological risks

Internal generators primarily focus on people and property risks within a facility because
they are essential to maintain operational continuity during power outages. By ensuring
that electric power is available, internal generators help safeguard the well-being of
personnel and protect vital equipment and assets from potential damage that could be
caused by power disruptions. People and property risks encompass aspects like
ensuring a safe working environment, preventing losses from operational downtime, and
protecting both human resources and physical assets from incidents arising due to power
failures. In contrast, other risk types such as environmental, cultural, or technological
risks do not specifically align with the core function of internal generators, which is to
mitigate interruptions caused by loss of power rather than addressing external factors or
internal culture.

2. Which of the following is NOT a step in the security survey
process?

A. Site Inspection
B. Report Submission

C. Security Training
D. Document Collection or Reviews

The security survey process typically includes a series of systematic steps aimed at
identifying and assessing vulnerabilities within a facility. The steps usually involve
actions such as site inspections, where physical premises are evaluated for security
features and potential weaknesses; report submissions, which compile findings and
recommendations; and document collection or reviews, where existing security policies
and protocols are examined. Security training, while essential for preparing staff to
respond to security issues effectively, is not considered a direct step in the security
survey process itself. Instead, training is often a follow-up action after a security
assessment has been completed to ensure that personnel are equipped to implement the
recommendations identified during the survey. Thus, it stands apart from the core
activities of assessing the physical security of a site.
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3. Logical security primarily refers to restrictions based on
which of the following?

A. Physical keys

B. Virtual permissions and profiles
C. Employee identification

D. Building layout

Logical security is focused on protecting digital assets through the use of technology,
rather than physical measures. The correct choice highlights the use of virtual
permissions and profiles as essential components of this type of security. These
permissions and profiles define who can access certain data or systems and what actions
they can take once granted access. This encapsulates mechanisms such as user
authentication, access control lists, role-based access controls, and permissions assigned
within software applications and operating systems. These virtual mechanisms are
crucial in ensuring that only authorized users can access information or perform actions,
thereby safeguarding sensitive data against unauthorized access, which is the primary
goal of logical security. In contrast, the other options relate more to physical security
measures or identifiable attributes rather than the digital controls that are fundamental
to logical security.

4. What kind of turnstile is used in high security applications
and may feature an integrated counter?

A. Waist-high turnstile
B. Full-height turnstile
C. Optical turnstile

D. Biometric turnstile

A full-height turnstile is designed specifically for high-security applications due to its
robust construction and operational functionality. These turnstiles extend from the floor
to the ceiling, creating a physical barrier that prevents unauthorized entry while allowing
only one person to pass at a time. This makes them particularly effective in environments
where security is a paramount concern, as they limit the potential for tailgating or
unauthorized access. The integration of an electronic counter in full-height turnstiles
further enhances their utility in security applications. It tracks the number of individuals
entering or exiting a secured area, providing valuable data for security monitoring and
access control. This feature is crucial in high-security environments, where maintaining
accurate records of personnel movement is necessary for safety and accountability. In
contrast, waist-high turnstiles are less secure, as they do not provide the same level of
physical deterrence against unauthorized access. Optical turnstiles, while offering quick
pedestrian throughput, rely on sensors and may still allow for the possibility of multiple
users passing simultaneously. Biometric turnstiles, though incorporating identification
technologies, may not provide the comprehensive physical barrier that a full-height
turnstile offers. Thus, the full-height turnstile is the most appropriate choice for
high-security applications.
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5. What type of glazing material poses the greatest risk of
human injury?

A. Standard plate glass

B. Acrylics
C. Polycarbonate
D. Laminated glass

Standard plate glass poses the greatest risk of human injury primarily due to its
properties when struck or broken. Unlike other materials, standard plate glass is rigid
and has sharp edges when shattered, increasing the potential for lacerations or serious
injury. When impact occurs, it tends to break into large, sharp shards rather than
crumbling into smaller, less harmful pieces. In contrast, materials such as acrylics and
polycarbonate are designed to be more impact-resistant and typically do not shatter in
the same way. While laminated glass can provide a barrier that holds together even when
broken, thus minimizing injury risk, standard plate glass lacks these safety features,
making it particularly dangerous in various environments.

6. Under which method do you distribute risk among multiple
parties?

A. Risk Reduction
B. Risk Acceptance

C. Risk Spreading
D. Risk Transfer

The method of risk distribution among multiple parties is known as risk spreading. This
approach involves sharing risk across various entities, which can help mitigate the
impact on any single party. This method can be especially effective in scenarios where
risks can be pooled together, allowing the overall load to be distributed. For instance, in
a collaborative insurance model, multiple parties contribute to a shared risk pool,
reducing individual exposure to any one risk event. This contrasts with other methods
like risk transfer, where one party hands off the risk to another (such as through
insurance policies), or risk acceptance, which involves acknowledging the risk without
taking any action to mitigate it. Risk reduction focuses on minimizing the likelihood or
impact of risks but does not inherently involve distributing risk among multiple
stakeholders. Thus, risk spreading is specifically characterized by its proactive approach
to sharing and mitigating risk through collective participation.
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7. What is a primary purpose of intrusion alarm systems?
A. Surveillance of visitors

B. Report alarms in a timely manner
C. Monitor environmental conditions

D. Control access points

The primary purpose of intrusion alarm systems is to report alarms in a timely manner.
These systems are designed to detect unauthorized entries or breaches and alert the
appropriate personnel or authorities as quickly as possible. This rapid reporting is
crucial for ensuring a swift response to potential threats and minimizing damage or loss.
The ability of an intrusion alarm system to effectively communicate alerts plays a vital
role in physical security. It not only serves to notify on-site security personnel but can
also trigger responses from law enforcement or emergency services, thereby providing
immediate assistance. While surveillance of visitors, monitoring environmental
conditions, and controlling access points are important elements of a comprehensive
security strategy, they serve different primary functions. Surveillance is mainly focused
on observation and recording, monitoring environmental conditions pertains to
managing factors like temperature and humidity, and controlling access points is about
regulating who can enter or exit a designated area. Each of these has its own purpose,
but the primary function of an intrusion alarm system remains the timely reporting of
alarms.

8. Which of the following is NOT an authentication method?
A. Something you know
B. Something you have

C. Something you dispense
D. What you are

The correct choice is linked to a misclassification of authentication methods.
Authentication methods are typically categorized into three main types: 1. Something
you know (like a password or PIN), which relies on knowledge that only the user
possesses. 2. Something you have (like a smart card or mobile device), which involves a
physical object in the user's possession. 3. What you are (biometrics), which entails
identifying individuals based on unique physical characteristics, such as fingerprints or
facial recognition. The term "something you dispense" does not align with standard
authentication frameworks and does not represent a recognized category of
authentication method. It does not fit into any of the established classifications of
authentication, which makes it an outlier in the context of this question. Understanding
these categories is vital for comprehending how secure systems verify user identity, and
recognizing what constitutes a valid authentication method is essential for building
secure environments.
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9. What is a significant advantage of acrylic material in
security applications?

A. Low cost
B. High optical clarity

C. Easy availability
D. UV resistance

Acrylic material is widely favored in security applications primarily due to its high optical
clarity. This attribute allows for excellent visibility and transparency, which is crucial in
environments where monitoring and visibility are essential for security measures. The
clarity of acrylic ensures that individuals can easily see through it, making it ideal for
applications such as protective barriers, windows, and surveillance casings. In addition
to its transparency, acrylic also offers significant strength and impact resistance
compared to glass, enhancing its suitability in security contexts where durability is vital.
This combination of high optical clarity and robustness makes acrylic an effective choice
for security solutions, allowing users to maintain situational awareness while benefiting
from increased protection. Other factors like cost, availability, and UV resistance may
also be advantages of acrylic, but they do not directly contribute to the primary purpose
of security applications as strongly as optical clarity does.

10. What does a Passive Infrared (PIR) sensor detect?
A. Light changes
B. Sound waves
C. Electromagnetic radiation
D. Magnetic fields

A Passive Infrared (PIR) sensor is specifically designed to detect infrared radiation,
which is a type of electromagnetic radiation emitted by all objects with a temperature
above absolute zero. These sensors are commonly used in motion detection applications,
such as security systems and automatic lighting controls, as they can effectively sense
the body heat of people or animals moving within their range. The strength of a PIR
sensor lies in its ability to sense changes in infrared radiation levels caused by the
movement of warm objects, such as human bodies, against a cooler background. Unlike
other types of sensors, PIR sensors do not emit their own signals but rather rely on the
changes in infrared radiation in their environment to detect motion. This makes them
highly efficient and reliable for lower power consumption and maintaining privacy, as
they do not capture images or sounds. In contrast, the other options relate to different
types of sensors: light changes pertain to photodetectors, sound waves are detected by
microphones or acoustic sensors, and magnetic fields are monitored by magnetic field
sensors. Each of these operates on different principles and is intended for specific
applications unrelated to the function of PIR sensors.
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